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JURISDICTION, TIMELINESS, AND BAIL STATUS 

This appeal is from a judgment of conviction.  The judgment is final as to all 

parties.  The district court had subject matter jurisdiction under 18 U.S.C. § 3231.  

The court entered the judgment on September 6, 2016.  ER1.1  Gartenlaub filed his 

notice of appeal on September 8, 2016.  ER32.  This Court has jurisdiction under 

28 U.S.C. § 1291.  The district court and this Court have denied appellant's 

motions for bail pending appeal.  Doc. 243.  Appellant must self-surrender by noon 

on February 14, 2017.  Doc. 247. 

ISSUES PRESENTED 

1. Is the evidence sufficient for a rational jury to find beyond a 

reasonable doubt that appellant Gartenlaub knowingly possessed child 

pornography?  

2. Did the government's application to the Foreign Intelligence 

Surveillance Court establish probable cause to believe that appellant was an "agent 

of a foreign power," as defined at 50 U.S.C. §§ 1801(b) and 1821(1)? 

3. Did the district court err in refusing to order a Franks hearing? 

4. Did the government exceed the scope of the Foreign Intelligence 

Surveillance Court order authorizing agents to search appellant's computers for 

foreign intelligence information, and thus violate the Fourth Amendment, by                                          
1 Appellant's Excerpts of Record are cited as "ER."  His sealed Excerpts of 

Record are cited as "Sealed ER."  District court filings are cited by docket number 
and page.  Transcripts are cited by date and page.  
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searching every file on the computers and seizing child pornography that it found 

in the course of the search? 

5. Did the district court err in refusing to order disclosure to the defense 

of the application the government submitted to the Foreign Intelligence 

Surveillance Court and the order of that court authorizing the search of appellant's 

home and computers? 

STATEMENT OF THE CASE 

This is--in the district court's words--a "one-of-a-kind" child pornography 

case.  T.8/29/16 at 7.  Keith Gartenlaub stands convicted of a single count of 

possession, based on the presence on several computer hard drives of fewer than 

100 files containing child pornography.  The child pornography files had not been 

downloaded to any of the hard drives; rather, they had been copied to one of the 

drives in 2005 and then copied (along with thousands of other files as part of an 

enormous folder with multiple subfolders called "Origdata") from that drive to the 

next and so on.  No one could say who originally downloaded the child 

pornography files or who placed them initially on Gartenlaub's computer.  Three 

facts are undisputed, however:  there is no evidence that anyone opened any of the 

child pornography files at any point from when they were first copied to one of 

Gartenlaub's hard drives in 2005 until the government seized the drives in 2014; no 

new files containing child pornography were added to any of the hard drives after 
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the initial copying in 2005; and numerous people had access to and used 

Gartenlaub's computer during the period when the child pornography files were 

first placed on one of his hard drives. 

As the district court recognized at sentencing, T.8/29/16 at 5-7, the absence 

of evidence that Gartenlaub originally downloaded the child pornography files, that 

he added to the child pornography files between 2005 and 2014, or that he ever 

opened those files sets this case apart from every previous child pornography 

prosecution.   

Apart from the unique facts concerning the never-opened child pornography 

files, how the government found those files on Gartenlaub's hard drives in the first 

place sets this case apart.  The government's searches of those hard drives--first 

secretly under the Foreign Intelligence Surveillance Act and then under a warrant 

that relied on what the FISA search had found--represent a startling invasion of an 

American citizen's privacy.  As discussed below, those searches violated 

Gartenlaub's Fourth Amendment protection against unreasonable searches and 

seizures. 

I. PROCEDURAL HISTORY. 

On October 23, 2014, the grand jury indicted Gartenlaub for receipt and 

possession of child pornography.  ER296.  Through pretrial motions, he challenged 

a January 2014 FISA search of his home and computers and an August 2014 
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search of his computers on Fourth Amendment and other grounds.  He sought 

disclosure of the underlying FISA application and order, and he requested a 

hearing under Franks v. Delaware, 438 U.S. 154 (1978), at which he could 

establish that the FISA application and the August 2014 search warrant application 

contained intentional or reckless material falsehoods and omissions.  Docs. 67, 70, 

73. 

The government submitted a largely classified, ex parte opposition to 

Gartenlaub's FISA motion.2  The district court reviewed the FISA application and 

order, together with the classified portions of the government's opposition, in 

camera and ex parte.  In an 11-page opinion drafted by the government and signed 

without change by the district court, the court refused to disclose to the defense the 

FISA application and order and denied Gartenlaub's motion to suppress the fruits 

of the FISA search.  ER21.  Later, however, the court expressed some misgivings; 

it declared, "I do have some personal questions regarding the propriety of the FISA 

court proceeding even though that certainly seems to be legally authorized."  

T.4/18/16 at 9-10.  The court also denied Gartenlaub's motion to suppress the 

evidence obtained through the August 2014 searches.  ER321. 

The jury found Gartenlaub guilty on both counts.  The district court 

dismissed the receipt count (Count 1) as multiplicitous.  Doc. 210.  On August 29, 
                                         

2 The defense received a heavily redacted version of the government's 
opposition.  Doc. 82. 
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2016, the court sentenced Gartenlaub to 41 months imprisonment and $3430 in 

restitution.  ER1.  The district court and this Court denied Gartenlaub's motion for 

bail pending appeal.  He must self-surrender by noon on February 14, 2017.  Doc. 

247. 

II. RELEVANT FACTS. 

A. The Investigation of Gartenlaub. 

In 2013, Wesley Harris, an FBI agent in Los Angeles, read an article from 

Wired.com noting that the Chinese had developed a military transport plane "in 

roughly the same class as the U.S. C-17 or the Russian Il-76."  ER378.  The article 

asserted that the Russian Il-76 "seems to be the basis of the Y-20's design," but 

added that "'Beijing may also have acquired some of the C-17's blueprints from a 

spy working at Boeing."  ER379.3  The agent read a second article, which asserted 

that "hackers" may have compromised the Boeing C-17 and other Boeing aircraft.  

Id. 

Based on these articles, Agent Harris launched an investigation that swiftly 

focused on Gartenlaub, who worked at Boeing.  There was never a shred of 

                                         
3 A previous version of the Wired.com article, published in December 2012, 

identified the potential Boeing spy as Dongfan Chung.  
https://www.wired.com/2012/12/china-debuts-giant-transport/.  Chung was 
convicted in 2010 of providing Boeing trade secrets to China (although the 
conviction did not involve the C-17), and this Court affirmed in 2011.  United 
States v. Chung, 659 F.3d 815 (9th Cir. 2011).  The Harris affidavit does not 
mention Chung. 
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evidence that Gartenlaub had provided C-17 information to China.  There was no 

such evidence in 2012, and there is none today.  But Agent Harris seized on two 

principal facts:  that Gartenlaub's position at Boeing allegedly gave him access to 

C-17 data and that his wife was born in China (although she is a naturalized U.S. 

citizen), as a result of which he has traveled to China, communicated with his 

wife's relatives in China, and owned property in China jointly with his wife.  Agent 

Harris learned that Gartenlaub disclosed his Chinese travel to Boeing and received 

approval.  He learned that Gartenlaub's communications with China had nothing to 

do with the C-17 and were easily explained by his family relationship.  He learned 

that many others had access to the C-17 data.  Nonetheless, Agent Harris used 

Gartenlaub's alleged access (which the agent misunderstood and exaggerated), his 

Chinese-born wife, and other innocuous facts to construct a fictitious picture of 

Gartenlaub as a spy for China. 

In June 2013, Agent Harris took his theory to a Magistrate Judge in Los 

Angeles and obtained a search warrant for Gartenlaub's and his wife's personal 

email accounts.  As discussed below, the affidavit in support of the warrant does 

not come close to establishing probable cause that the emails contain evidence that 

Gartenlaub spied for China.  The Harris affidavit is, in any event, rife with material 

falsehoods and omissions.   
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The emails, once produced in response to the warrant, provided no support 

for Agent Harris' theory.  Undeterred, the FBI turned to the Foreign Intelligence 

Surveillance Court ("FISC").  Based on a secret submission which has never been 

disclosed to the defense--but which presumably sought to establish probable cause 

to believe that Gartenlaub was an "agent of a foreign power," namely China--the 

FISC authorized a search of Gartenlaub's home and computers.  On January 29 and 

30, 2014, agents conducted the secret search and imaged three hard drives they 

found in the home.  Over the following months, agents pored through the massive 

amount of data they had obtained.  The FBI found no evidence that Gartenlaub had 

provided C-17 data to China or otherwise acted as a spy for China.  But the agents 

did find, among the thousands of files on the hard drives, a handful containing 

child pornography. 

The agents dropped the theory that Gartenlaub was a spy for China and 

embraced instead the theory that he collected child pornography.  In August 2014, 

the FBI obtained a search warrant for premises associated with Gartenlaub, seeking 

evidence that he received and possessed child pornography.  ER243.  The 

application for the August 2014 warrant relied heavily on the fact that the secret 

FISA search from January 2014 (described in the warrant application as "a court-

authorized search without notice" to the occupants) had found child pornography 

on hard drives associated with Gartenlaub.  ER248-49.  The FBI search led to the 
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seizure of three hard drives that the FBI had imaged during the FISA search, plus a 

fourth that contained a copy of the "Origdata" folder structure, including the files 

with child pornography. 

B. The Evidence at Trial. 

The evidence at trial showed that in 2005 fewer than 100 files containing 

child pornography were copied to a hard drive found later in Gartenlaub's 

possession and that no new child pornography files were added after that date.  

ER194-95, 199-200.4  There was no evidence showing who initially downloaded 

the child pornography files, or to what hard drive.  ER193-95, 217.  The child 

pornography files were copied--along with tens of thousands of other files in an 

enormous folder structure called "Origdata"--to three other hard drives found in 

Gartenlaub's possession.  There was no evidence that Gartenlaub or anyone else 

opened the files containing child pornography at any point from 2005 when they 

were first copied to one of the hard drives until the hard drives were seized in 

2014.  See generally ER193-230 (cross-examination of government computer 

forensic expert Bruce Pixley).  The evidence also showed that a number of other 

people had access to Gartenlaub's computer during the period when the child 

                                         
4 There was some question about the number of child pornography files 

found on Gartenlaub's hard drives.  A review by the National Center for Missing 
and Exploited Children identified 22 such files.  The additional 70 or so alleged 
child pornography files apparently were identified by non-expert agents.  E.g., 
T.12/4/15 at 72, 92-94. 
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pornography files were first copied to his hard drive.  T.12/9/15 at 403-05, 412-16, 

421-23. 

We discuss the trial evidence in more detail in Part I of the argument.  

III. RULINGS PRESENTED FOR REVIEW. 

Gartenlaub seeks review of (1) the district court's order denying his motion 

for judgment of acquittal, ER8; (2) the district court's order finding that the 

government's application to the FISC established probable cause to believe that 

Gartenlaub was an agent of a foreign power, ER23-24, 28; (3) the district court's 

refusal to order a Franks hearing, ER25, 29-30; and (4) the district court's order 

denying Gartenlaub's motion for disclosure of the government's application to the 

FISC and the FISC order authorizing the search of his home and computers, ER25-

28.  Gartenlaub's trial counsel did not raise the issue concerning the scope of the 

government's search and seizure under the FISC order; that issue is reviewed for 

plain error.   

SUMMARY OF ARGUMENT 

1. On Count 2--the sole count of conviction--the government was 

required to prove that on or about August 27, 2014, Gartenlaub "knowingly 

possessed a computer disk or any other material that defendant knew contained a 

visual depiction . . . of a minor engaged in sexually explicit conduct."  T.12/9/15 at 

450.  As we demonstrate below, no rational juror could find beyond a reasonable 
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doubt that Gartenlaub knowingly possessed the child pornography found on his 

hard drives. 

2. The government's secret search of Gartenlaub's computers in January 

2014 violated his Fourth Amendment rights in several respects.  First, the 

government's application to the FISC--to the extent was complete and accurate--

did not establish probable cause to believe that he is an "agent of a foreign power" 

(China).  Second, the application to the FISC likely contained intentional or 

reckless material falsehoods or omissions, requiring a Franks hearing.  Third, 

under FISA the FISC order could only authorize a search for "foreign intelligence 

information."  By seizing and then examining files containing child pornography--

which plainly is not "foreign intelligence information"--the government exceeded 

the scope of the FISC order.  Because the August 2014 search warrant affidavit 

relied heavily on the child pornography evidence obtained through the unlawful 

January 2014 search, the fruits of that search--including all of the child 

pornography files at issue--must be suppressed. 

3. The district court erred in denying the defense access to the 

government's application to the FISC and to the FISC order authorizing the 

January 2014 search of Gartenlaub's home and computers.  Disclosure was both 

"necessary to make an accurate determination of the legality of the physical 

search," 50 U.S.C. § 1825(g), and required as a matter of due process. 
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ARGUMENT 

I. THE EVIDENCE WAS INSUFFICIENT TO SUSTAIN 
 GARTENLAUB'S CONVICTION.  

On Count 2--the sole count of conviction--the government was required to 

prove that on or about August 27, 2014, Gartenlaub "knowingly possessed a 

computer disk or any other material that defendant knew contained a visual 

depiction . . . of a minor engaged in sexually explicit conduct."  T.12/9/15 at 450.  

As we demonstrate below, no rational juror could find beyond a reasonable doubt 

that Gartenlaub knowingly possessed the child pornography on his hard drives. 

A. Standard of Review. 

This Court reviews sufficiency of the evidence de novo.  The sufficiency of 

the evidence depends on "whether, viewing the evidence in the light most 

favorable to the prosecution, any rational trier of fact could have found the 

essential elements of the crime beyond a reasonable doubt."  United States v. 

Willard, 230 F.3d 1093, 1095 (9th Cir. 2000).  Circumstantial evidence may 

support a conviction, but "mere suspicion or speculation . . . does not rise to the 

level of sufficient evidence."  United States v. Hernandez-Orellana, 539 F.3d 994, 

1004 (9th Cir. 2008) (quotation omitted); see, e.g., United States v. Andrews, 75 

F.3d 552, 556 (9th Cir. 1996); United States v. Dinkane, 17 F.3d 1192, 1196 (9th 

Cir. 1994). 
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B. The Evidence Did Not Establish That Gartenlaub Knowingly  
  Possessed Child Pornography. 

Three cases from this Court frame the sufficiency issue.  First, in United 

States v. Romm, 455 F.3d 990 (9th Cir. 2006), the defendant--who had prior child 

pornography convictions--admitted viewing child pornography on his laptop; he 

admitted downloading or saving the child pornography images for five minutes and 

then deleting them; and 42 of the images were found in the internet cache on his 

computer.5  There was no evidence the defendant ever went into the internet cache 

or accessed files there.  See id. at 994-96.   

This Court began its analysis by noting that it had previously upheld the 

conviction of a defendant who downloaded child pornography to his computer.  

See id. at 999 (citing United States v. Mohrbacher, 182 F.3d 1041, 1048-51 (9th 

Cir. 1999)).  On the facts before it, the Court reached the same conclusion where 

the child pornography files were cached, rather than downloaded.  As the Court 

summarized the evidence: 

By his own admission to ICE, Romm repeatedly sought out 
child pornography over the internet. When he found images he 
"liked," he would "view them, save them to his computer, look at 
them for about five minutes [] and then delete them."  Either while 

                                         
5 "The 'internet cache' or 'internet temporary folder' is a 'set of files kept by a 

web browser to avoid having to download the same material repeatedly.'"  Romm, 
455 F.3d at 993 n.1 (quoting Douglas Downing et al., Dictionary of Computer and 
Internet Terms 149 (Barron's 8th ed. 2003)).  Unlike downloading, caching occurs 
automatically.  See, e.g., United States v. Parish, 308 F.3d 1025, 1030-31 (9th Cir. 
2002). 
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viewing the images or shortly thereafter, Romm twice masturbated.  
He described his activities as the "saving" and "downloading" of the 
images.  While the images were displayed on screen and 
simultaneously stored to his cache, Romm could print them, email 
them, or save them as copies elsewhere.  Romm could destroy the 
copy of the images that his browser stored to his cache.  And 
according to detective Luckie, Romm did just that, either manually, or 
by instructing his browser to do so.  Forensic evidence showed that 
Romm had enlarged several thumbnail images for better viewing.  In 
short, given the indicia that Romm exercised control over the images 
in his cache, there was sufficient evidence for the jury to find that 
Romm committed the act of knowing possession. 

Id. at 1000-01.  The Court found this evidence sufficient to establish knowing 

possession.  Id. at 1001.     

Second, in United States v. Kuchinski, 469 F.3d 853 (9th Cir. 2006), a 

sentencing appeal, the Court (citing Romm) reiterated that "a person does 

knowingly receive and possess child pornography images when he seeks them out 

over the internet and then downloads them to his computer."  Id. at 861 (footnote 

omitted).  The defendant acknowledged that he had downloaded 110 images of 

child pornography, for which he was responsible at sentencing.  But thousands 

more images appeared in the cache file on his computer; the issue was whether the 

defendant knowingly possessed those images as well.  Because the Court found 

that the defendant "lack[ed] knowledge about the cache files, and concomitantly 

lack[ed] access to and control over those files," it concluded that the images in the 

cache files should not count for sentencing purposes.  Id. at 863. 
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Finally, in United States v. Flyer, 633 F.3d 911 (9th Cir. 2011), the child 

pornography images were found in "unallocated space" on the defendant's 

computer.  See id. at 918.  "Unallocated space is space on a hard drive that contains 

deleted data, usually emptied from the operating system's trash or recycle bin 

folder, that cannot be seen or accessed by the user without the use of forensic 

software."  Id.  The Court distinguished Romm:  "Unlike Romm, there is no 

evidence here that Flyer had accessed, enlarged, or manipulated any of the charged 

images, and he made no admission that he had viewed the charged images on or 

near the time alleged in the indictment."  Id. at 919.  The government argued that 

the deletion of the files (resulting in their placement in unallocated space) sufficed 

to establish that the defendant knowingly possessed them.  The Court rejected the 

government's position:  "[D]eletion of an image alone does not support a 

conviction for knowing possession of child pornography on or about a certain date 

within the meaning of § 2252(a)(4)(B) (2004).  No evidence indicated that on or 

about April 13, 2004, Flyer could recover or view any of the charged images in 

unallocated space or that he even knew of their presence there.  Accordingly, the 

district court committed plain error, and we reverse Flyer's conviction on [the 

possession charge]."  Id. at 920. 

Under these decisions, the evidence is insufficient to prove that Gartenlaub 

knowingly possessed child pornography "[o]n or about August 27, 2014," as 
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charged in the indictment.  ER297.  Unlike Romm (the case in which the Court 

found the evidence sufficient) and like Flyer (where the Court found the evidence 

insufficient), "there is no evidence here that [Gartenlaub] had accessed, enlarged, 

or manipulated any of the charged images, and he made no admission that he had 

viewed the charged images on or near the time alleged in the indictment."  Flyer, 

633 F.3d at 919.  In fact, the argument for reversal is even stronger than in Flyer, 

where there was evidence--lacking here--that the defendant had deleted the child 

pornography images and thus that he had accessed them at some point. 

The images here were on Gartenlaub's hard drives--not in cache files or 

unallocated space, as in Romm, Kuchinski, and Flyer.  But given the absence of 

evidence that Gartenlaub downloaded them or that he accessed them at any point in 

the nine years preceding August 27, 2014, the location of the files on his hard 

drives should not matter.  Nor does the copying of the files supply the missing 

evidence of knowing possession on the date in question.  Each instance of copying 

represented the transfer of the thousands of files in the "Origdata" structure (and, 

indeed, on the entire drive) from one hard drive to another--exactly the kind of 

general copying that occurs when a person transfers files from an old computer to a 

new one.  ER200-01.  There was no evidence that any of the files containing child 

pornography was copied except as part of a mass migration of files from one 

computer to another. 
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In its order denying Gartenlaub's motion for judgment of acquittal, the 

district court noted several facts that, in its view, permitted a rational jury to find 

knowing possession beyond a reasonable doubt.  ER9, 11.  The court observed, for 

example, that some folders included in the "Origdata" structure contained 

Gartenlaub's personal documents.  ER11.  But those were different folders than the 

folders containing child pornography.  The fact that Gartenlaub accessed other 

folders on the computer (which contained hundreds of folders) has no bearing on 

his knowledge of the contents of the folders containing child pornography.  

Moreover, the examples the government offered of Gartenlaub's personal 

documents--GX48-54--all predated the initial placement of the child pornography 

on his hard drive in 2005 and even the initial download of the files by an unknown 

person to an unknown hard drive in 2002 or 2003. 

The court noted that "several files and folders on defendant's hard drives 

containing child pornography were renamed or moved by a person with access to 

defendant's computer."  ER11.  But there was no evidence who did the renaming or 

moving, and--according to the government's computer expert--it occurred between 

March 2005 and March 2006, ER144-49--more than eight years before the date on 

which Gartenlaub allegedly knowingly possessed the child pornography.   

The district court asserted that "someone configured the settings on 

defendant's computer so as not to maintain recently played video footage."  ER11.  
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But there was no evidence of that anyone undertook any such "configuration"; the 

video player on one of the computers simply did not maintain a record of what 

videos were played.  ER175-76.  Moreover, the court did not explain how this 

"configuration," even if attributed to Gartenlaub, would show knowing possession 

of child pornography. 

Finally, the district court noted that "someone had accessed a folder on one 

of defendant's hard drives with file names indicating child pornography was 

contained therein."  ER11; see ER175-79.  But there is no evidence who opened 

the folder (the account name was "Keith," but the evidence showed that a number 

of people had access to the computer during the relevant period, T.12/9/15 at 403-

05, 412-16, 421-23), or for how long the folder was open, or whether the 

unidentified person who opened it read the names of the files it contained.  

Government expert Pixley confirmed, however, that he found no evidence that the 

user viewed specific files.  ER175-76. 

None of the evidence the district court cited permits a rational juror to find 

beyond a reasonable doubt that Gartenlaub knowingly possessed child 

pornography in August 2014.  As Kuchinski and Flyer confirm, such a finding 

would require precisely the "speculation" that this Court forbids.  Hernandez-

Orellana, 539 F.3d at 1004 (quotation omitted); see, e.g., Andrews, 75 F.3d at 556; 

Dinkane, 17 F.3d at 1196.  The Court should order Gartenlaub acquitted. 
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II. THE GOVERNMENT'S SEARCH OF GARTENLAUB'S 
 COMPUTERS IN JANUARY 2014 VIOLATED HIS FOURTH 
 AMENDMENT RIGHTS.  

The government's secret search of Gartenlaub's computers in January 2014 

violated his Fourth Amendment rights in several respects.  First, the government's 

application to the FISC--to the extent was complete and accurate--did not establish 

probable cause to believe that he is an "agent of a foreign power" (China).  Second, 

the application to the FISC likely contained intentional or reckless material 

falsehoods or omissions, requiring a Franks hearing.  Third, under FISA the FISC 

order could only authorize a search for "foreign intelligence information."  By 

seizing and then examining files containing child pornography--which plainly is 

not "foreign intelligence information"--the government exceeded the scope of the 

FISC order.  Because the August 2014 search warrant affidavit relied heavily on 

the child pornography evidence obtained through the unlawful January 2014 

search, the fruits of that search--including all of the child pornography files at 

issue--must be suppressed.     

A. Standard of Review. 

This Court reviews the denial of a motion to suppress de novo, but 

"underlying factual findings are reviewed for clear error."  United States v. 

Mohamud, 843 F.3d 420, 432 (9th Cir. 2016).  The Court reviews a district court's 

denial of a Franks hearing de novo.  See United States v. Shryock, 342 F.3d 948, 
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975 (9th Cir. 2003).  Where no objection is made in the district court, this Court 

reviews for plain error.  "Under plain-error review, reversal is permitted only when 

there is (1) error that is (2) plain, (3) affects substantial rights, and (4) seriously 

affects the fairness, integrity, or public reputation of judicial proceedings."  Flyer, 

633 F.3d at 917 (quotation omitted). 

As noted above, the district court adopted verbatim an 11-page proposed 

opinion on the FISA suppression and disclosure issues written by government 

counsel.  ER21.  This Court has repeatedly criticized the practice of adopting 

verbatim one party's proposed order, noting that it "generally makes appellate 

review more difficult and invites distortion and overstatement by the prevailing 

party."  Stead Motors of Walnut Creek v. Automotive Machinists Lodge 1173, 886 

F.2d 1200, 1204 n.5 (9th Cir. 1989) (citing cases); see, e.g., Industrial Building 

Materials, Inc. v. Interchemical Corp., 437 F.2d 1336, 1339-40 (9th Cir. 1970) 

(same).  The criticism in Stead Motors concerned a relatively simple two-page 

order.  The concerns voiced there apply with even greater force to the full-blown 

opinion at issue here, replete with findings and conclusions on a range of issues.  

Because the district court merely signed the government's proposed opinion, this 

Court should review that opinion with particular care.     
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B. The Fourth Amendment Implications of Computer Searches. 

The analysis of the government's searches of Gartenlaub's hard drives begins 

with the principle that computers enjoy heightened protection under the Fourth 

Amendment, because of the extraordinary volume of intensely personal 

information they contain.  The Supreme Court's unanimous opinion in Riley v. 

California, 134 S. Ct. 2473 (2014), summarized the profound privacy concerns of 

a cell phone (and, by the same logic, other modern computers): 

The storage capacity of cell phones has several interrelated 
consequences for privacy.  First, a cell phone collects in one place 
many distinct types of information--an address, a note, a prescription, 
a bank statement, a video--that reveal much more in combination than 
any isolated record.  Second, a cell phone's capacity allows even just 
one type of information to convey far more than previously possible.  
The sum of an individual's private life can be reconstructed through a 
thousand photographs labeled with dates, locations, and descriptions; 
the same cannot be said of a photograph or two of loved ones tucked 
into a wallet.  Third, the data on a phone can date back to the purchase 
of the phone, or even earlier.  A person might carry in his pocket a 
slip of paper reminding him to call Mr. Jones; he would not carry a 
record of all his communications with Mr. Jones for the past several 
months, as would routinely be kept on a phone. 

Id. at 2489.  The Court observed that the data on a cell phone (or any other 

computer) differs from physical records qualitatively as well as by quantity.  As 

the Court found, "a cell phone search would typically expose to the government far 

more than the most exhaustive search of a house: A phone not only contains in 

digital form many sensitive records previously found in the home; it also contains a 
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broad array of private information never found in a home in any form--unless the 

phone is."  Id. at 2491 (emphasis in original). 

This Court as well has emphasized the privacy concerns that computer 

searches implicate.  In United States v. Cotterman, 709 F.3d 952 (9th Cir. 2013) 

(en banc), for example, the Court observed: 

Laptop computers, iPads and the like are simultaneously offices 
and personal diaries. They contain the most intimate details of our 
lives: financial records, confidential business documents, medical 
records and private emails. This type of material implicates the Fourth 
Amendment's specific guarantee of the people's right to be secure in 
their "papers."  U.S. Const. amend. IV.  The express listing of papers 
reflects the Founders' deep concern with safeguarding the privacy of 
thoughts and ideas--what we might call freedom of conscience--from 
invasion by the government. 

Id. at 964; see Grand Jury Subpoena v. Kitzhaber, 828 F.3d 1083, 1090 (9th Cir. 

2016) (same).  The Court added that "[e]lectronic devices often retain sensitive and 

confidential information far beyond the perceived point of erasure, notably in the 

form of browsing histories and records of deleted files."  Cotterman, 709 F.3d at 

965; see United States v. Comprehensive Drug Testing, Inc., 621 F.3d 1162, 1176 

(9th Cir. 2010) (en banc) (noting the "serious risk that every warrant for electronic 

information will become, in effect, a general warrant, rendering the Fourth 

Amendment irrelevant").  

This case powerfully implicates the privacy concerns that Riley and 

Cotterman highlight.  Based on the entirely speculative theory that Gartenlaub was 
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a spy for China, government agents secretly entered his home, imaged his 

computer hard drives, and then spent months rummaging through the electronic 

data looking for evidence of wrongdoing.  They did not find what they were 

looking for--evidence that Gartenlaub was a spy for China--but among the 

thousands of files they found a handful containing child pornography and thus 

launched this prosecution.  For the reasons outlined below, that course of action 

violated his Fourth Amendment rights.     

C. The January 2014 Search Was Not Supported By Probable Cause. 

The government's application to the FISC for an order authorizing the 

January 2014 search of Gartenlaub's home and computers was required to include 

"a statement of the facts and circumstances relied upon by the applicant to justify 

the applicant's belief that . . . the target of the physical search [Gartenlaub] is . . . an 

agent of a foreign power."6  In turn, the FISC was required to find "probable cause 

to believe that . . . [Gartenlaub] is . . . an agent of a foreign power."7 

An "agent of a foreign power," as applied to a "United States person" such 

as Gartenlaub, means (as potentially relevant here) "any person who knowingly 

engages in clandestine intelligence gathering activities for or on behalf of a foreign 

power, which activities involve or may involve a violation of the criminal statutes 

                                         
6 50 U.S.C. § 1823(a)(3)(A); see United States v. Posey, 864 F.2d 1487, 

1490 (9th Cir. 1989). 
7 50 U.S.C. § 1824(a)(2)(A). 
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of the United States," and "any person who knowingly aids or abets [or conspires 

with] any person in the conduct of activities" described above.8  

The government's application to the FISC to search Gartenlaub's home and 

computers--to the extent it was accurate and did not omit material facts--did not 

establish probable cause to believe that he was an "agent of a foreign power."  

There is no evidence that Gartenlaub acted "for or on behalf of" China, the relevant 

"foreign power."  As the Senate Judiciary Committee explained, "Under this 

standard the person to be [searched] must be shown to have a knowing and 

substantial connection with the foreign power for whom he is working.  There 

must be a principal-agent relationship under which the alleged agent has 

undertaken to provide services for his foreign principal."  S. Rep. 95-604(I), 95th 

Cong., 1st Sess. 22, reprinted in 1978 U.S.C.C.A.N. 3904, 3923.  No evidence 

supports the theory that Gartenlaub had a "knowing and substantial connection" or 

a "principal-agent relationship" with the Chinese government. 

Of course, the defense has been denied access to the government's 

application to the FISC, so we cannot address its specific allegations.  But that 

application likely recycled the "Gartenlaub as spy" theory that Agent Harris 

presented in June 2013 in his affidavit in support of the warrant for Gartenlaub's 

emails.  The Harris affidavit falls far short of establishing probable cause to believe 
                                         

8 50 U.S.C. § 1801(b)(2)(A), (E) (ellipses omitted; emphasis added); see id. 
§ 1821(1). 
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that Gartenlaub was a spy for China.  To begin with, the affidavit's premise--that 

someone at Boeing provided information concerning the C-17 to China--rests on 

two magazine articles (from Wired.com and aionline.com).  ER378-79.  But 

neither article supports that theory.  The Wired.com article asserted that the 

Russian Il-76 "seems to be the basis of the Y-20's design," but added that "'Beijing 

may also have acquired some of the C-17's blueprints from a spy working at 

Boeing."  ER379.  That speculation in a magazine article--"may also have acquired 

some of the C-17's blueprints from a spy working at Boeing"--hardly amounts to 

probable cause.  The aionline.com article provides even less support for Agent 

Harris' theory; that article asserted that "hackers"--not an internal Boeing spy--may 

have compromised the Boeing C-17 and other Boeing aircraft.  Id.9 

The Harris affidavit is no more compelling when it turns specifically to 

Gartenlaub.  The affidavit lacks any evidence--because there is none--that 

Gartenlaub removed C-17 information from Boeing's internal computer network 

and provided that information to the Chinese government. 

Lacking any such evidence, the Harris affidavit resorts to innuendo.  For 

example, the affidavit recites various innocuous statements that Gartenlaub made 

                                         
9 Indeed, in 2014 the government alleged that a Canadian businessman, Su 

Bin, hacked into the Boeing computer system and stole military information, likely 
including information about the C-17.  Doc. 73 at 22-24 (describing Su Bin case 
and attaching government affidavit in support of complaint in that case).  Su Bin's 
hacking, of course, had nothing to do with Gartenlaub. 
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to the agents--about his interactions with Boeing security when traveling to China, 

about the difficulty of working on classified projects with an uncleared supervisor, 

and so on--and then asserts, based on Agent Harris' "experiences and training as an 

FBI agent" and without further explanation, that those statements are "suspicious in 

nature."  ER388-91.  The affidavit notes that, during the period when the 

interviews were occurring, Gartenlaub received two emails from a Boeing 

employee "stating that there were over 900 part files missing on the C-17 SAN, or 

Storage Area Network," but did not report the email to the FBI agents when they 

interviewed him several days later.  ER388, 390, 403.  But the affidavit makes no 

effort to connect the allegedly missing part files to Gartenlaub, or to the Chinese 

government, or to the new Chinese airplane.  It merely notes that Agent Harris had 

requested additional information from Boeing on the subject and leaves the matter 

hanging.  ER404. 

The Harris affidavit relies upon the comments of an unnamed Boeing project 

security officer.  The officer told Agent Harris that his "impression" was that 

Gartenlaub "always felt he was above the rules."  He told Agent Harris that 

Gartenlaub's wife was from China and they would "travel there to visit family."  At 

one point, according to the officer, the rules changed, and Gartenlaub was told he 

could not make a trip to China for which he had already bought tickets.  According 

to the officer, "Gartenlaub told us that he canceled the trip but I always suspected 
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he went anyway, but had no proof."  ER391-92.10  The unnamed security officer 

added that "nobody trusted [Gartenlaub]" and that "his transfer off of a sensitive 

project and onto the C-17 was the C-17's loss and the sensitive project's gain."  

ER392.  It is remarkable that an American's privacy can be breached, and his home 

and computers secretly ransacked, based on this sort of vague character 

assassination. 

Agent Harris devotes several pages of his affidavit to the so-called "Fish 

Fork" email.  This was an email that Gartenlaub's wife forwarded to him at his 

Boeing email address, to which he did not respond.  ER395-97.  We note below the 

misleading omissions in Agent Harris' description of the email.  But even as 

portrayed in the affidavit, the email has nothing to do with the C-17 or confidential 

Boeing information and reveals no wrongdoing by Gartenlaub. 

Agent Harris describes a photo that Gartenlaub's wife sent to him in May 

2013 (in other words, after the FBI had interviewed Gartenlaub repeatedly about 

the C-17) at his Boeing email address.  The photo (included in the affidavit) 

depicts Gartenlaub and his wife.  He is wearing "a white collared shirt, red scarf, 
                                         

10 Agent Harris notes that, according to a "government database showing 
U.S. border crossings," there is no evidence of Gartenlaub taking the trip in 
question.  In other words, Gartenlaub told the security officer the truth, and the 
officer's suspicion was unfounded--which makes one wonder why Agent Harris 
included it in the first place.  ER392.  Agent Harris also notes that Gartenlaub 
properly and accurately reported to Boeing security all of his international travel, 
including his travel to China, with the possible exception of one entry into the 
United States from Canada in September 2008.  ER392-95.  
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red arm sash with Chinese characters, and a black cross-body strap."  ER405.  

Gartenlaub's wife is dressed similarly, and, Agent Harris notes, "[b]oth . . . are 

smiling."  Id.  Based on "open source materials" that Agent Harris reviewed, he 

concludes that Gartenlaub is wearing the "typical dress uniform[] of the Young 

Pioneers of China," which is "worn by children commemorating various 

nationalistic holidays in the PRC."  ER405-06.  The reader is left to surmise the 

significance of the adult Gartenlaub purportedly wearing the uniform of "children 

commemorating various nationalistic holidays" in China. 

Agent Harris next turns to his "financial investigation."  ER407.  He notes 

that Gartenlaub and his wife have accounts at various financial institutions and 

that, over a three-year period between August 2009 and December 2012, they 

made 61 ATM deposits into their Bank of America account totaling $58,628.26.  

They made additional, non-ATM deposits, including a $25,000 wire transfer from 

the Industrial Bank of China (where his wife had an account) into their joint Bank 

of America account.  ER407.  Without a shred of supporting evidence (and without 

even a rudimentary follow-up investigation), Agent Harris concludes:  "FBI LA 

believes that Gartenlaub and [his wife] were compensated for assisting in the 

intrusion [into Boeing's computer network] via cash payments.  FBILA believes 

Gartenlaub and [his wife] have been slowly depositing the cash into multiple bank 

accounts and transferring the money to other accounts in order to hide the source 
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of the funds."  ER407.  Agent Harris does not explain why a spy receiving secret 

payments from China would deposit cash in a U.S. account, held in his own name, 

where it could easily be found.  And he does not offer a shred of evidence showing 

that the money in question actually came from the Chinese government, or had 

anything to do with the alleged theft of Boeing data.  The remainder of Agent 

Harris' "financial investigation" rests on similar speculation and innuendo.  ER407-

09.   

Agent Harris' summary of the information purportedly linking Gartenlaub to 

a possible compromise of C-17 information--largely a rehash of the information 

discussed above--appears at pages 42-46 of his affidavit.  ER412-16.  That 

information, even taken at face value (which it cannot be, for reasons outlined 

below), falls far short of providing probable cause that Gartenlaub was a spy for 

China.  The application to the FISC for an order authorizing the search of 

Gartenlaub's home and computers very likely relied on much of the same 

unfounded innuendo and speculation.  We have not seen that application, of 

course, because the district court refused to disclose it to the defense--but, to the 

extent it was truthful, it could not have established probable cause to believe that 

Gartenlaub was an "agent of a foreign power." 
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 D. The District Court Erred in Refusing To Order a Franks Hearing. 

Under Franks v. Delaware, 438 U.S. 154 (1978), a court must hold an 

evidentiary hearing on the veracity of a warrant affidavit if the defendant makes a 

"substantial preliminary showing" that the affidavit contains intentional or reckless 

false statements or omissions and that the false or omitted information was 

material to the probable cause finding.  See id. at 155-56.  Courts have repeatedly 

recognized that Franks applies to FISA applications.  See United States v. Daoud, 

755 F.3d 479, 489 (7th Cir. 2014) (Rovner, J., concurring) (collecting cases), cert. 

denied, 135 S. Ct. 1456 (2015).  

The defense could not address the allegations contained in the January 2014 

FISA application, to which it was denied access, but it identified an astonishing 

array of material falsehoods and omissions in the June 2013 Harris affidavit, 

covering virtually every aspect of Agent Harris' "Gartenlaub as spy" theory.  Doc. 

73 at 18-34.  To cite a few examples, Agent Harris misstated Gartenlaub's access to 

the relevant Boeing documents, Doc. 73 at 27-30; omitted information concerning 

the Boeing employee's emails about "missing" files, Doc. 73 at 30-31; omitted 

information concerning Gartenlaub's finances that, if included, would have refuted 

the sinister innuendo that Agent Harris sought to foster, Doc. 73 at 31-33; and 

omitted exculpatory information concerning the so-called "Fish Fork" email that 

Gartenlaub's wife forwarded to him, including the actual email--which contains a 
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photograph showing that the supposedly sensitive parts in question consist of a 

carriage bolt and a bracket, Doc. 73 at 34.  It seems highly likely that the 

government's FISC application, submitted just a few months after the Harris 

affidavit, reflects at least some of the same material falsehoods and omissions and 

possibly others.  Based on its ex parte review of the application, the district court 

should have ordered a Franks hearing. 

E. The January 2014 Search and Seizure Exceeded the Scope of the  
  FISC Order Authorizing It.   

The FISC can only authorize the government to search for and seize "foreign 

intelligence information."  50 U.S.C. §§ 1822(b), 1823(a)(6)(A), 1824(a)(4).  The 

order authorizing the January 2014 search of Gartenlaub's home and computers 

presumably complied with this restriction.  "Foreign intelligence information" 

(defined at 50 U.S.C. §§ 1801(e) and 1821(1)) does not include child pornography.  

Nonetheless, as detailed in the government's application for the August 2014 

search warrant, the agents imaged Gartenlaub's computers in their entirety, 

reviewed every file, and--upon discovering that some of the files contained 

possible child pornography--subjected those and related files to detailed scrutiny, 

including sending them to the National Center for Exploited Children for analysis.  

ER248-56, 262-68.  In an effort to establish that Gartenlaub had downloaded the 

child pornography, the agents also examined and analyzed a number of other files 
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on the computers, none of which had anything to do with "foreign intelligence 

information."  ER255-62, 268-70. 

As far as the record shows, the agents conducted this detailed, far-ranging 

analysis without obtaining any court authorization beyond the initial FISC order.  

In other words, after encountering suspected child pornography files, the agents did 

not stop their search and seek a warrant authorizing them to open and review those 

files and other potentially related files.  Instead, they opened, examined, and 

analyzed the suspected child pornography files and a number of other files having 

nothing to do with foreign intelligence information.  They then incorporated the 

results of that analysis into the August 2014 search warrant application.  ER248-

49.  That application, in turn, produced the warrant that gave the agents authority 

to search for and seize the very materials that they had already seized and searched 

under the purported authority of the January 2014 FISC order.   

How did agents authorized to search for "foreign intelligence information" 

end up opening, examining, and analyzing suspected child pornography files and a 

number of other files that had nothing to do with the only authorized object of the 

search?  The agents apparently relied on the following argument:  To determine 

whether Gartenlaub's computers contained foreign intelligence information, it was 

necessary to open and review every file; after all, a foreign spy might cleverly 

conceal such information in .jpg files with sex-themed names or in other non-
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obvious locations.  And after opening the files, the child pornography and other 

information was in "plain view" and thus could be lawfully seized under the Fourth 

Amendment. 

This Court, sitting en banc, confronted a similar government argument in 

United States v. Comprehensive Drug Testing, Inc., 621 F.3d 1162 (9th Cir. 2010) 

(en banc).  In that case, agents had warrants authorizing the seizure of drug testing 

records relating to ten named baseball players.  In the course of the search, 

however, the agents encountered records relating to a number of other players.  

They seized and examined those records, relying on the plain view exception to the 

Fourth Amendment.  Three district courts rejected the government's position and 

found that the search and seizure of the other players' records violated the Fourth 

Amendment.  This Court affirmed. 

The Court recognized that law enforcement officers searching a computer 

for a particular, limited category of evidence may have to review every file to 

ensure that evidence in that category has not been concealed.  See id. at 1176.  But 

the Court cautioned that the need for comprehensive review, coupled with the plain 

view doctrine, "creates a serious risk that every warrant for electronic information 

will become, in effect, a general warrant, rendering the Fourth Amendment 

irrelevant."  Id.  The Court concluded with the warning that "[t]he process of 

segregating electronic data that is seizable from that which is not must not become 
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a vehicle for the government to gain access to data which it has no probable cause 

to collect."  Id. at 1177; see, e.g., Kitzhaber, 828 F.3d at 1090 (noting that 

subpoena for emails "will, if complied with, allow federal government agents 

seeking out the messages that bear relevance to their investigation to peruse all 

manner of private communications that do not"). 

In a concurrence, Chief Judge Kozinski, joined by Judges Kleinfeld, W. 

Fletcher, Paez, and M. Smith, went further in providing guidance for future 

computer searches.  As relevant here, the concurrence declared: 

 When the government wishes to obtain a warrant to examine a 
computer hard drive or electronic storage medium to search for certain 
incriminating files, or when a search for evidence could result in the 
seizure of a computer . . . magistrate judges should insist that the 
government forswear reliance on the plain view doctrine.  They 
should also require the government to forswear reliance on any similar 
doctrine that would allow retention of data obtained only because the 
government was required to segregate seizable from non-seizable 
data.  This will ensure that future searches of electronic records do not 
"make a mockery of [United States v. Tamura, 694 F.2d 591 (9th Cir. 
1982]--indeed, the Fourth Amendment--by turning all warrants for 
digital data into general warrants. . . . If the government doesn't 
consent to such a waiver, the magistrate judge should order that the 
seizable and non-seizable data be separated by an independent third 
party under the supervision of the court, or deny the warrant 
altogether. 

Id. at 1178 (Kozinski, J., concurring). 

The opinions in Comprehensive Drug Testing leave no doubt that this Court 

disfavors routine application of the plain view doctrine in the context of computer 

searches, because of the danger of turning every computer warrant into a forbidden 
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general warrant.  See, e.g., United States v. Flores, 802 F.3d 1028, 1045 (9th Cir. 

2015) ("We also cautioned in CDT against retaining unresponsive data based on 

the 'plain view' doctrine, and recognized the importance of protecting third parties' 

rights."), cert. denied, 137 S. Ct. 36 (2016).  The Comprehensive Drug Testing 

majority addresses this problem through strict segregation of material within the 

scope of the warrant, while the concurrence would preclude use of the plain view 

doctrine entirely in the computer search context.  It is quite clear that neither the 

majority nor the concurrence (nor perhaps even the dissent) would approve what 

occurred here:  a FISC order authorizing a computer search for a limited category 

of information--"foreign intelligence information"--becomes the basis for the 

government to seize, open, examine, and analyze hundreds of files that have 

absolutely nothing to do with such information. 

In its opposition to Gartenlaub's bail motion, government cited United States 

v. Giberson, 527 F.3d 882 (9th Cir. 2008), and United States v. Nessland, 601 Fed. 

Appx. 576 (9th Cir. 2015) (unpublished).  In both of those cases, however, the 

agents limited themselves to searching for the items specified in the warrant; they 

happened upon child pornography inadvertently; and before continuing to search 

for and seize the child pornography, they obtained a separate warrant.  See 

Nessland, 601 Fed. Appx. at 576 (upon coming across child pornography images in 

plain view, agents "stopped their search, and did not return to it until they obtained 
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another warrant that covered the new type of images"); Giberson, 527 F.3d at 890 

(searching agent "inadvertently" came across child pornography and government 

"only searched for child pornography after obtaining the . . . search warrant 

authorizing it to do so").   

Here, by contrast with Nessland and Giberson, the searching agents did not 

stop their search and obtain a new warrant before searching for, seizing, and 

examining child pornography.  Instead, based solely on the January 2014 FISC 

order and before obtaining the August 2014 warrant, the agents conducted a 

detailed examination of the child pornography files, including sending them to the 

National Center for Exploited Children for analysis.  ER248-56, 262-68.  In an 

effort to establish that Gartenlaub had downloaded the child pornography, the 

agents also examined and analyzed a number of other files on the computers, none 

of which had anything to do with "foreign intelligence information."  ER255-62, 

268-70.  Thus, even if Giberson and Nessland can be reconciled with the en banc 

decision in Comprehensive Drug Testing, they do not come close to supporting 

what the government did here. 

Because Gartenlaub's counsel did not raise this issue in the district court, 

review is for plain error.  That standard is satisfied here.  In light of Comprehensive 

Drug Testing, the search for and seizure of child pornography files was error; that 

error was plain; it affected Gartenlaub's "substantial rights" under the Fourth 
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Amendment; and permitting such patently unlawful government action to stand 

would "seriously affect[] the fairness, integrity, or public reputation of judicial 

proceedings."  Flyer, 633 F.3d at 917 (quotation omitted). 

IV. THE DISTRICT COURT ERRED IN REFUSING TO ORDER 
 DISCLOSURE OF THE FISC APPLICATION AND ORDER.  

In its government-drafted order, the district court denied the defense access 

to the government's application to the FISC and to the FISC order authorizing the 

January 2014 search of Gartenlaub's home and computers.  ER25, 27-28.  As 

demonstrated below, the district court erred.  Disclosure was both "necessary to 

make an accurate determination of the legality of the physical search," 50 U.S.C. § 

1825(g), and required as a matter of due process.   

A. Standard of Review. 

 Courts review for abuse of discretion a district court's decision whether to 

order disclosure of FISA applications and orders.  See, e.g., United States v. El-

Mezain, 664 F.3d 467, 567 (5th Cir. 2011).  To the extent the court's ruling turns 

on questions of statutory interpretation, review is de novo. 

B. The Meaning of the Term "Necessary." 

The district court's order does not analyze the language, legislative history, 

and statutory purposes of the FISA disclosure provisions, 50 U.S.C. §§ 1806(f) and 

1825(g).  The government routinely argues, however, that the plain meaning of the 

phrase "necessary to make an accurate determination of the legality of the physical 
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search" in 50 U.S.C. § 1825(g) (and the similar phrase in § 1806(f)) forbids 

disclosure unless essential or indispensable to the district court's ruling on a 

suppression motion.  That is wrong.  Analysis of the legislative history and 

statutory purpose demonstrates that disclosure is "necessary" under §§ 1806(f) and 

1825(g) when it would substantially promote an accurate determination of legality.  

That is certainly the case here, especially with respect to the Franks issue.   

To begin, the word "necessary" has no plain meaning.  As the D.C. Circuit 

has observed, "The term 'necessary' is a chameleon-like word whose meaning . . . 

may be influenced by its context . . . .  [It] is not language of plain meaning."  

Cellco Partnership v. FCC, 357 F.3d 88, 96-97 (D.C. Cir. 2004)).  Courts have 

frequently interpreted "necessary" to mean "less than absolutely essential, and have 

explicitly found that a measure may be 'necessary' even though acceptable 

alternatives have not been exhausted."  CT&IA v. FCC, 330 F.3d 502, 510 (D.C. 

Cir. 2003) (quotation omitted).  In Commissioner v. Tellier, 383 U.S. 687 (1966), 

for example, the Supreme Court found that the word "necessary" in the phrase 

"ordinary and necessary [business] expenses" imposes "only the minimal 

requirement that the expense be appropriate and helpful for the development of the 

taxpayer's business."  Id. at 689 (quotations and brackets omitted); see, e.g., Snider 

v. United States, 468 F.3d 500, 513 (8th Cir. 2006) (interpreting "necessary" in 26 

U.S.C. § 6103; court rejects "strictly essential" and holds that the "'appropriate or 
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helpful' meaning of 'necessary' is the only practical interpretation in this context"); 

Prometheus Radio Project v. FCC, 373 F.3d 372, 393-94 (3d Cir. 2004) 

(interpreting "necessary" in § 202(h) of the Telecommunications Act of 1996 to 

mean "'convenient,' 'useful,' or 'helpful,' not 'essential' or 'indispensable'"); FTC v. 

Rockefeller, 591 F.2d 182, 188 (2d Cir. 1979) (interpreting "necessary" in 15 

U.S.C. § 46; court holds that FTC's authority to conduct an ancillary investigation 

of a bank when "necessary" did not require investigation to be "absolutely needed" 

or "inescapable," but instead that it "arise reasonably and logically out of the main 

investigation"). 

These cases confirm that the word "necessary" in §§ 1806(f) and 1825(g) 

does not plainly mean essential or indispensable.  Instead, the term must be read in 

light of the legislative history of FISA and the statutory purposes.  These 

interpretive aids demonstrate that, in this context, "necessary" means that 

disclosure would substantially promote the accuracy of the court's determination of 

legality.   

Two authoritative Senate Reports--one from the Senate Judiciary Committee 

and the other from the Senate Intelligence Committee--discuss in detail the 

provisions that became § 1806.  The Reports observe: 

The extent to which the government should be required to 
surrender to the parties in a criminal trial the underlying 
documentation used to justify electronic surveillance raises delicate 
problems and competing interests.  On the one hand, broad rights of 
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access to the documentation and subsequent intelligence information 
can threaten the secrecy necessary to effective intelligence practices.  
However, the defendant's constitutional guarantee of a fair trial could 
seriously be undercut if he is denied the materials needed to present a 
proper defense.  The Committee believes that a just, effective balance 
has been struck in this section. 

S. Rep. 604(I), 95th Cong., 1st Sess. 53, reprinted in 1978 U.S.C.C.A.N. 3904, 

3954; see S. Rep. 701, 95th Cong., 1st Sess. 59 (similar passage in Senate 

Intelligence Committee Report), reprinted in 1978 U.S.C.C.A.N. 3973, 4028.  

Turning to § 1806(f), the Committees summed up the disclosure provision as 

follows: 

The committee views the procedures set forth in this subsection 
as striking a reasonable balance between an entirely in camera 
proceeding which might adversely affect the defendant's ability to 
defend himself, and mandatory disclosure, which might occasionally 
result in the wholesale revelation of sensitive foreign intelligence 
information. 

 The decision whether it is necessary to order disclosure 
to a person is for the Court to make after reviewing the underlying 
documentation and determining its volume, scope and complexity.  
The committee has noted the reasoned discussion of these matters in 
the opinion of the Court in United States v. Butenko, [494 F.2d 593 
(3d Cir. 1974) (en banc)].  There, the Court, faced with the difficult 
problem of determining what standard to follow in balancing national 
security interests with the right to a fair trial stated:   

 "The distinguished district court judge reviewed in 
camera the records of the wiretaps at issue here before holding the 
surveillances to be legal . . . Since the question confronting the district 
court as to the second set of interceptions was the legality of the taps, 
not the existence of tainted evidence, it was within his discretion to 
grant or deny Ivanov's request for disclosure and a hearing.  The 
exercise of this discretion is to be guided by an evaluation of the 
complexity of the factors to be considered by the court and by the 
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likelihood that adversary presentation would substantially promote a 
more accurate decision."  (494 F.2d at 607.) 

 Thus, in some cases, the Court will likely be able to 
determine the legality of the surveillance without any disclosure to the 
defendant.  In other cases, however, the question may be more 
complex because of, for example, indications of possible 
misrepresentation of fact, vague identification of the persons to be 
surveilled or surveillance records which includes [sic] a significant 
amount of nonforeign intelligence information, calling into question 
compliance with the minimization standards contained in the order.  
In such cases, the committee contemplates that the court will likely 
decide to order disclosure to the defendant, in whole or in part since 
such disclosure "is necessary to make an accurate determination of the 
legality of the surveillance." [Footnote omitted.] 

 Cases may arise, of course, where the Court believes that 
disclosure is necessary to make an accurate determination of legality, 
but the Government argues that to do so, even given the Court's broad 
discretionary power to excise certain sensitive portions, would 
damage national security.  In such situations the Government must 
choose--either disclose the material or forego the use of the 
surveillance-based evidence.  Indeed, if the Government objects to the 
disclosure, thus preventing a proper adjudication of legality, the 
prosecution would probably have to be dismissed . . . . 

S. Rep. 604(I), supra, at 58-59 (footnote omitted; ellipsis in original), reprinted in 

1978 U.S.C.C.A.N. at 3959-60; see S. Rep. 701, supra, at 64-65 (identical 

language in Senate Intelligence Committee Report), reprinted in 1978 

U.S.C.C.A.N. at 4033-44. 

Several points are evident from this passage.  First, the Senate Judiciary and 

Intelligence Committees plainly did not intend to erect an insuperable barrier to 

disclosure.  To the contrary, in choosing a balanced approach, the Committees 

specifically eschewed "an entirely in camera proceeding." 
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Second, the Committees--through their reliance on Butenko--suggest that the 

"necessary" standard is met when the district court determines that "adversary 

presentation would substantially promote a more accurate decision."  

Third, the Committees noted the district court's "broad discretionary power 

to excise certain sensitive portions" from the FISA materials before disclosure.  

This recognition of the district court's inherent power to take necessary protective 

measures finds a statutory basis both in § 1806(f) itself and in CIPA (discussed 

below).  That power substantially ameliorates any national security concerns.   

Finally, the Senate Judiciary and Intelligence Committees contemplated--

and did not shy away from--the possibility that the court would order disclosure, 

the government would refuse to comply, and the court would suppress the 

surveillance or dismiss the prosecution.  Just as Congress did in CIPA, 18 U.S.C. 

App. 3 § 6(e), the Committees left the choice with the government:  either comply 

with the disclosure order or refuse and suffer appropriate sanctions.       

Two other portions of the legislative history are relevant as well.  First, an 

early version of the definition of "foreign intelligence information" included the 

words "necessary" and "essential."  "Necessary," according to the Senate Judiciary 

Committee, "requires more than a showing that the information would be useful or 

convenient."  S. Rep. 604(I), supra, at 31, reprinted in 1978 U.S.C.C.A.N. at 3933.  

"Essential" requires "a showing that the information is important and required but 
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not that it is of utmost importance or indispensable."  Id.  Thus, "necessary" merely 

meant something more than "useful or convenient," and not even "essential" 

required a showing that information was "indispensable."   

The Senate Intelligence Committee deleted "essential" from the final 

definition of "foreign intelligence information" (codified at 50 U.S.C. § 1801(e)).  

The Intelligence Committee declared that by the term "necessary," it "intends to 

require more than a showing that the information would be useful or convenient.  

The committee intends to require that the information is both important and 

required.  The use of this standard is intended to mandate that a significant need be 

demonstrated by those seeking the surveillance."  S. Rep. 701, supra, at 31 

(emphasis added), reprinted in 1978 U.S.C.C.A.N. at 4000.   

Second, the minimization procedures in 50 U.S.C. § 1801(h)(2) bar 

dissemination of nonpublicly available information in a manner that identifies any 

United States person without the person's consent, "unless such person's identity is 

necessary to understand foreign intelligence information or assess its importance."  

The House Conference Report explains that "[b]y 'necessary' the conferees do not 

mean that the identity must be essential to understand the information or assess its 

importance.  The word necessary requires that a knowledgeable intelligence 

analyst make a determination that the identity will contribute in a meaningful way 

to the ability of the recipient of the information to understand the information or 
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assess its importance."  H. Conf. Rep. 1720, 95th Cong., 2d Sess. 23 (Oct. 5, 

1978).        

The use of "necessary" in §§ 1801(e) and 1801(h)(2) sheds light on the 

word's meaning in §§ 1806(f) and 1825(g).  As the Supreme Court has observed, 

"[I]dentical words and phrases within the same statute should normally be given 

the same meaning."  Hall v. United States, 566 U.S. 506, 519 (2012) (quotation 

omitted).  Under this principle, the meanings ascribed to "necessary" in §§ 1801(e), 

1801(h)(2), 1806(f), and 1825(g) should be the same, absent an indication to the 

contrary.  And, according to the legislative history, the meanings are very similar:  

"significant need" in § 1801(e), "contribute in a meaningful way" in § 1801(h)(2), 

and "substantially promote" in § 1806(f) and § 1825(g).  

A court must construe a statutory term "in a manner consistent with the 

[statute's] purpose."  Circuit City Stores, Inc. v. Adams, 532 U.S. 105, 118 (2001); 

see, e.g., Yates v. United States, 135 S. Ct. 1074, 1081-82 (2015) (plurality 

opinion) (looking to "broader context of the statute as a whole" to determine 

meaning of statutory phrase) (quotation omitted).  FISA "was enacted to create a 

framework whereby the Executive could conduct electronic surveillance for 

foreign intelligence purposes without violating the rights of citizens."11  The Act 

                                         
11 United States v. Hammoud, 381 F.3d 316, 332 (4th Cir. 2004) (en banc), 

vacated on other grounds, 543 U.S. 1097 (2005), reinstated in relevant part, 405 
F.3d 1034 (4th Cir. 2005) (en banc). 
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"was intended to strike a sound balance between the need for such surveillance and 

the protection of civil liberties."12  Interpreting "necessary" in § 1806(f) and § 

1825(g) to mean "substantially promote" is fully consistent with FISA's effort to 

balance civil liberties and the need for surveillance. 

Interpreting "necessary" so strictly that disclosure never occurs--the 

government's favored--does nothing to advance civil liberties.  To the contrary, a 

system that operates in secret, with no adversarial input, as the FISA process has 

functioned for 39 years, is almost certain to breed abuse.  The stark fact is that the 

FISA system, interpreted by the courts to require ex parte proceedings in every 

case and never to grant defense counsel access to FISA applications and orders, 

has failed to protect civil liberties.  Interpreting §§ 1806(f) and 1825(g) as 

Congress intended, to permit disclosure when adversarial proceedings will 

substantially promote the accuracy of the district court's determination, marks an 

important step toward restoring the balance that Congress sought to strike in 1978. 

                                         
12 In re Kevork, 788 F.2d 566, 569 (9th Cir. 1986) (quotation omitted); see, 

e.g., S. Rep. 604(I), supra, at 4 (Senate Judiciary Committee Report notes Attorney 
General Griffin Bell's view that "this bill strikes the balance, sacrifices neither our 
security nor our civil liberties, and assures that the abuses of the past will remain in 
the past . . . ."), reprinted in 1978 U.S.C.C.A.N. at 3905-06; id. at 7 (bill "goes a 
long way in striking a fair and just balance between protection of national security 
and protection of personal liberties"), reprinted in 1978 U.S.C.C.A.N. at 3908; id. 
at 9 ("Striking a sound balance between the need for such surveillance and the 
protection of civil liberties lies at the heart of S. 1566."), reprinted in 1978 
U.S.C.C.A.N. at 3910; S. Rep. 701, supra, at 7, 16 (Senate Intelligence Committee 
Report with similar remarks), reprinted in 1978 U.S.C.C.A.N. at 3975, 3985.   
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C. Disclosure Is "Necessary" Here, Particularly for the Franks Issue. 

The need to interpret the disclosure provisions of FISA as Congress intended 

is particularly stark when--as here--a defendant challenges a FISC order under 

Franks.  Without access to the underlying applications, orders, and related 

materials (affidavits accompanying the applications, for example), the defense can 

only speculate; it cannot identify specific falsehoods or omissions to make the 

"substantial preliminary showing" that Franks requires for an evidentiary hearing.  

438 U.S. at 155-56.  As Judge Ilana Rovner recently acknowledged, "Thirty-six 

years after the enactment of FISA, it is well past time to recognize that it is 

virtually impossible for a FISA defendant to make the showing that Franks 

requires in order to convene an evidentiary hearing."  United States v. Daoud, 755 

F.3d 479, 496 (7th Cir. 2014) (Rovner, J., concurring), cert. denied, 135 S. Ct. 

1456 (2015).  Judge Rovner added:  

A Franks motion is premised on material misrepresentations and 
omissions in the warrant affidavit; but without access to that affidavit, 
a defendant cannot identify such misrepresentations or omissions, let 
alone establish that they were intentionally or recklessly made.  As a 
practical matter, the secrecy shrouding the FISA process renders it 
impossible for a defendant to meaningfully obtain relief under Franks 
absent a patent inconsistency in the FISA application itself or a sua 
sponte disclosure by the government that the FISA application 
contained a material misstatement or omission.   

Id. at 486 (Rovner, J., concurring).  The district court, lacking access to the 

discovery, to the information the defense possesses through its own knowledge and 
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investigation, and to investigative resources, cannot assess on its own whether the 

applications contain falsehoods, or whether they omit information that would 

change the probable cause assessment.  See id. ("[T]he court, which does have 

access to the application, cannot, for the most part, independently evaluate the 

accuracy of that application on its own without the defendant's knowledge of the 

underlying facts.").   

Judge Rovner recognized that "Franks serves as an indispensable check on 

potential abuses of the warrant process, and means must be found to keep Franks 

from becoming a dead letter in the FISA context."  Id.  Those "means" are readily 

available here:  provide defense counsel access to the FISA applications, orders, 

and other materials, as Congress intended. 

The government invariably resists disclosure of FISA materials to defense 

counsel on the ground that any disclosure of FISA materials, ever, to any defense 

counsel, under any circumstances, will cause irreparable damage to national 

security.  The Senate Judiciary and Intelligence Committees did not accept that 

view in 1978, as their Reports confirm.  As we discuss below, the argument is even 

more clearly wrong now, following the enactment of the Classified Information 

Procedures Act in 1980 (two years after the enactment of FISA) and the extensive 

experience that courts, prosecutors, and defense counsel have had with the statute 

since then.  Through the use of "appropriate security procedures and protective 
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orders," 50 U.S.C. §§ 1806(f), 1825(g), including the procedures that CIPA 

provides, a district court can order disclosure in a manner that adequately protects 

legitimate national security concerns.    

D. Disclosure Is Required as a Matter of Due Process. 

Production of the FISA application, order, and related materials is required 

as well under 50 U.S.C. § 1825(h) and the Fifth Amendment Due Process Clause.13    

To determine whether due process requires disclosure, the Court must 

consider the three factors set forth in Mathews v. Eldridge, 424 U.S. 319 (1976):  

(1) "the private interest that will be affected by the official action," (2) "the risk of 

an erroneous deprivation of such interest through the procedures used" and "the 

probable value, if any, of additional or substitute procedural safeguards," and (3) 

"the Government's interest, including the function involved and the fiscal and 

administrative burdens that the additional or substitute procedural requirements 

would entail."  Id. at 335; see, e.g., American-Arab Anti-Discrimination Committee 

v. Reno, 70 F.3d 1045, 1068-71 (9th Cir. 1995) (applying Mathews test to 

determine whether use of secret evidence violates due process); Rafeedie v. INS, 

880 F.2d 506, 524-25 (D.C. Cir. 1989) (Mathews balancing test governs process 

                                         
13 Section 1825(h) provides in relevant part that "[i]f the court determines 

that the physical search was lawfully authorized or conducted, it shall deny the 
motion of the aggrieved person except to the extent that due process requires 
discovery or disclosure."  50 U.S.C. § 1825(h) (emphasis added).  Section 1806(g) 
contains a similar provision.  
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due alien in exclusion proceeding, including use of secret evidence), on remand, 

795 F. Supp. 13, 18-20 (D.D.C. 1992) (same); Kindhearts for Charitable 

Humanitarian Development, Inc. v. Geithner, 710 F. Supp. 2d 637, 659 (N.D. Ohio 

2010) ("Courts have found that their duty to protect individual rights extends to 

requiring disclosure of classified information to give a party an ability to respond 

to allegations made against it."); Kiareldeen v. Reno, 71 F. Supp. 2d 402, 413-14 

(D.N.J. 1999) (same).  Application of the Mathews test confirms that Gartenlaub 

must be granted access to the FISA materials as a matter of due process.   

First, Gartenlaub's "private interests" here are extremely weighty.  He seeks 

an accurate determination of his claim that the government's secret search of his 

home and computers violated his rights under FISA and the Fourth Amendment.  

He seeks to vindicate his constitutionally protected right to privacy.  More 

generally, he seeks through the processes of this Court to avoid deprivation of his 

liberty.  If mere property interests "weigh heavily in the Mathews balance," as the 

Supreme Court has held, United States v. James Daniel Good Real Property, 510 

U.S. 43, 54-55 (1993), Gartenlaub's privacy and liberty interests have even greater 

significance. 

Turning to the second Mathews factor, the adjudication of Gartenlaub''s 

rights under FISA and the Fourth Amendment through ex parte review of materials 

that his counsel had no opportunity to examine or challenge carries a notoriously 



 

   49 

significant "risk of an erroneous deprivation" of the liberty interests at issue, and 

"additional . . . procedural safeguards"--access to the FISA materials and an 

opportunity to address them--carry substantial "probable value."  Mathews, 424 

U.S. at 335.  The Supreme Court has declared that "'[f]airness can rarely be 

obtained by secret, one-sided determination of facts decisive of rights. . . .  No 

better instrument has been devised for arriving at truth than to give a person in 

jeopardy of serious loss notice of the case against him and opportunity to meet it.'"  

James Daniel Good, 510 U.S. at 55 (quoting Joint Anti-Fascist Refugee Committee 

v. McGrath, 341 U.S. 123, 170-72 (1951) (Frankfurter, J., concurring)).  As this 

Court observed in a secret evidence case, "'One would be hard pressed to design a 

procedure more likely to result in erroneous deprivations.' . . .  [T]he very 

foundation of the adversary process assumes that use of undisclosed information 

will violate due process because of the risk of error."  American-Arab Anti-

Discrimination Committee, 70 F.3d at 1069 (quoting district court); see, e.g., id. at 

1070 (noting "enormous risk of error" in use of secret evidence); Kiareldeen, 71 F. 

Supp. 2d at 412-14 (same). 

In the Fourth Amendment context, the Supreme Court has twice rejected the 

use of ex parte proceedings on grounds that apply equally here.  In Alderman v. 

United States, 394 U.S. 165 (1969), the Court addressed the procedures to be 

followed in determining whether government eavesdropping in violation of the 
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Fourth Amendment contributed to its case against the defendants.  The Court 

rejected the government's suggestion that the district court make that determination 

ex parte and in camera.  The Court observed that  

[a]n apparently innocent phrase, a chance remark, a reference to what 
appears to be a neutral person or event, the identity of a caller or the 
individual on the other end of a telephone, or even the manner of 
speaking or using words may have special significance to one who 
knows the more intimate facts of an accused's life.  And yet that 
information may be wholly colorless and devoid of meaning to one 
less well acquainted with all relevant circumstances. 

Id. at 182.  In ordering disclosure of improperly recorded conversations, the Court 

declared: 

Adversary proceedings will not magically eliminate all error, but they 
will substantially reduce its incidence by guarding against the 
possibility that the trial judge, through lack of time or unfamiliarity 
with the information contained in and suggested by the materials, will 
be unable to provide the scrutiny that the Fourth Amendment 
exclusionary rule demands. 

Id. at 184. 

Similarly, the Court held in Franks that a defendant must be permitted to 

attack the veracity of the affidavit underlying a search warrant, upon a preliminary 

showing of an intentional or reckless material falsehood.  The Court rested its 

decision in significant part on the ex parte nature of the procedure for issuing a 

search warrant and the value of adversarial proceedings: 

[T]he hearing before the magistrate [when the warrant is issued] not 
always will suffice to discourage lawless or reckless misconduct.  The 
pre-search proceeding is necessarily ex parte, since the subject of the 
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search cannot be tipped off to the application for a warrant lest he 
destroy or remove evidence.  The usual reliance of our legal system 
on adversary proceedings itself should be an indication that an ex 
parte inquiry is likely to be less vigorous.  The magistrate has no 
acquaintance with the information that may contradict the good faith 
and reasonable basis of the affiant's allegations.  The pre-search 
proceeding will frequently be marked by haste, because of the 
understandable desire to act before the evidence disappears; this 
urgency will not always permit the magistrate to make an independent 
examination of the affiant or other witnesses. 

438 U.S. at 169. 

The same considerations that the Supreme Court found compelling in 

Alderman and Franks militate against ex parte procedures in the FISA context.  As 

the FISC itself has acknowledged, for example, without adversarial proceedings, 

systematic executive branch misconduct–-including submission of dozens of FISA 

applications with "erroneous statements" and "omissions of material facts"--went 

entirely undetected by the courts until the DOJ chose to reveal it.  See In re All 

Matters, 218 F. Supp. 2d 611, 620-21 (FISC), rev'd, 310 F.3d 717 (FISCR 2002).14  

In 2009, the FISC declared itself "deeply troubled" by incidents in which the NSA 

violated the court's orders.  It noted that those incidents "occurred only a few 

weeks following the completion of an 'end to end review' by the government of 

NSA's procedures and processes for handling the BR metadata, and its submission 

                                         
14 The FISC was sufficiently alarmed by these erroneous applications that it 

"decided not to accept inaccurate affidavits from FBI agents whether or not 
intentionally false," and "[o]ne FBI agent was barred from appearing before the 
Court as a FISA affiant."  In re All Matters, 218 F. Supp. 2d at 621. 



 

   52 

of a report intended to assure the Court that NSA had addressed and corrected the 

issues giving rise to the history of serious and widespread compliance problems in 

this matter and had taken the necessary steps to ensure compliance with the Court's 

orders going forward."  In re FBI, 2009 U.S. Dist. LEXIS 132935, at *4 (FISC 

Sept. 25, 2009).  And again in 2011, the FISC was "troubled that the government's 

revelations regarding NSA's acquisition of Internet transactions mark the third 

instance in less than three years in which the government has disclosed a 

substantial misrepresentation regarding the scope of a major collection program."  

[Redacted], 2011 U.S. Dist. LEXIS 157706, at *20 n.14 (FISC Oct. 3, 2011).   

Three stark statistics underscore the dysfunction of the current FISA system:  

(1) year in and year out, the FISC approves without modification the 

overwhelming majority of the FISA applications the government presents and 

rejects only a tiny handful--if that--out of more than a thousand;15 (2) no court has 

ever granted defense counsel access to FISA applications and orders under § 

1806(f) and § 1825(g), so no adversarial eye has ever scrutinized them; and (3) no 

                                         
15 According to the Attorney General's annual reports (available at 

http://fas.org/irp/agency/doj/fisa), since 1978 the FISC has approved (either as 
submitted or with modifications) well over 20,000 applications or extensions 
authorizing FISA surveillance, more than 99% of the total applications submitted.  
The FISC has rejected outright only a handful of applications, and the DOJ has 
successfully resubmitted some of those.  The statistics for 2015 are typical:  the 
government made 1,499 applications for electronic surveillance; none were denied 
in whole or in part; the government withdrew one application; and the FISC 
modified the proposed order in 80 applications.    
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court has ever granted a motion to suppress the fruits of FISA surveillance.  As 

these statistics suggest, ex parte review does not adequately protect the 

surveillance target's constitutional and statutory rights.  The "additional . . . 

procedural safeguards" that Gartenlaub requests--access to the FISA materials and 

an opportunity to address them-–thus carry substantial "probable value."  Mathews, 

424 U.S. at 335. 

Finally, the Court must consider the government's purported interest in 

maintaining the secrecy of the FISA materials.  The government typically asserts 

its generalized interest in avoiding damage to "national security," without any 

effort to demonstrate that disclosure of the FISA materials to defense counsel 

under the circumstances of this case would cause such damage.  Courts have 

previously rejected such diffuse claims of national security.  See, e.g., Arab-

American Anti-Discrimination Committee, 70 F.3d at 1070 ("We cannot in good 

conscience find that the President's broad generalization regarding a distant foreign 

policy concern and a related national security threat suffices to support a process 

that is inherently unfair because of the enormous risk of error and the substantial 

personal interests involved."); Kiareldeen, 71 F. Supp. 2d at 414 (same); Rafeedie, 

795 F. Supp. at 19 (same).   

The government's asserted national security interest in withholding the FISA 

materials from the defense is particularly weak in light of the protections available 
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under CIPA.  Most critically, CIPA provides for entry of a protective order.16  The 

CIPA protective order--the standard terms of which are largely settled after 

decades of experience--sets the conditions under which defense counsel may 

review classified discovery, requires defense counsel and staff to have security 

clearances, establishes procedures for filing classified pleadings, and prohibits 

anyone associated with the defense from revealing publicly the classified 

information to which access is granted.  See, e.g., United States v. Gowadia, 2010 

U.S. Dist. LEXIS 80572 (D. Haw. May 8, 2010) (entering a typical CIPA 

protective order).   

CIPA § 4 governs classified discovery.  That provision allows the court to 

authorize the government, "upon a sufficient showing," to delete classified 

information from the discovery it provides or to furnish substitutions for the 

classified information in the form of summaries or admissions.  The statute adds 

that "[t]he court may permit the United States to make a request for such 

authorization in the form of a written statement to be inspected by the court alone."  

18 U.S.C. App. 3 § 4. 

CIPA has been in existence for 37 years.  During that time huge volumes of 

enormously sensitive classified information have been made available under its 

strict security measures to cleared defense counsel in scores of federal criminal 

                                         
16 18 U.S.C. App. 3 § 3.  
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cases--without, as far as counsel are aware, a serious security violation by the 

defense.  In one case, for example, the CIPA procedures successfully protected 

nuclear weapon codes that government scientists testified under oath were capable 

of "changing the strategic global balance" and thus "represent[ed] the gravest 

possible security risk to the United States."  United States v. Lee, 2000 U.S. App. 

LEXIS 3082, at *5-*6 (10th Cir. Feb. 29, 2000).  If the CIPA procedures could 

adequately protect those secrets (and other sensitive classified information in many 

other cases), they can surely protect the secrets contained in the FISA materials at 

issue here.  In short, CIPA provides precisely the "appropriate security procedures 

and protective orders" that Congress contemplated would accompany disclosure 

when it enacted FISA.  50 U.S.C. §§ 1806(f), 1825(g).  

E. Disclosure Is Also Required Under Brady. 

Brady requires production of material evidence that would be favorable to 

the defendant on a motion to suppress.  See United States v. Gamez-Orduno, 235 

F.3d 453, 461 (9th Cir. 2000) ("The suppression of material evidence helpful to the 

accused, whether at trial or on a motion to suppress, violates due process if there is 

a reasonable probability that, had the evidence been disclosed, the result of the 

proceeding would have been different.") (emphasis added).  For the reasons we 

have outlined, the government's application to the FISC and the FISC order 

authorizing the search of Gartenlaub's home and computers are helpful to the 
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defense in preparing the motion to suppress the FISA-derived evidence.  Brady 

thus requires their disclosure. 

CONCLUSION 

For the foregoing reasons, the Court should reverse Gartenlaub's conviction.    

STATEMENT CONCERNING ORAL ARGUMENT 

Appellant requests oral argument.  Argument will permit counsel to address 

the complex legal and factual questions that this case presents. 
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JOHN CLINE 

 

50 USCS § 1801 
 Current through PL 114-327, approved 12/16/16.  

 
 

United States Code Service - Titles 1 through 54  >  TITLE 50. WAR AND NATIONAL DEFENSE  >  
CHAPTER 36. FOREIGN INTELLIGENCE SURVEILLANCE  >  ELECTRONIC SURVEILLANCE 

 
§ 1801. Definitions [Caution: See prospective amendment note below.]  

As used in this title [50 USCS §§ 1801 et seq.]: 

(a) "Foreign power" means-- 

(1) a foreign government or any component thereof whether or not recognized by the United States; 

(2) a faction of a foreign nation or nations, not substantially composed of United States persons; 

(3) an entity that is openly acknowledged by a foreign government or governments to be directed and 
controlled by such foreign government or governments; 

(4) a group engaged in international terrorism or activities in preparation therefor; 

(5) a foreign-based political organization, not substantially composed of United States persons; 

(6) an entity that is directed and controlled by a foreign government or governments; or 

(7) an entity not substantially composed of United States persons that is engaged in the international 
proliferation of weapons of mass destruction. 

(b) "Agent of a foreign power" means-- 

(1) any person other than a United States person, who-- 

(A) acts in the United States as an officer or employee of a foreign power, or as a member of a 
foreign power as defined in subsection (a)(4), irrespective of whether the person is inside the 
United States; 

(B) acts for or on behalf of a foreign power which engages in clandestine intelligence activities in 
the United States contrary to the interests of the United States, when the circumstances of 
indicate that such person may engage in such activities, or when such person knowingly aids or 
abets any person in the conduct of such activities or knowingly conspires with any person to 
engage in such activities; 

(C) engages in international terrorism or activities in preparation therefore; 

(D) engages in the international proliferation of weapons of mass destruction, or activities in 
preparation therefor; or 

(E) engages in the international proliferation of weapons of mass destruction, or activities in 
preparation therefor, for or on behalf of a foreign power, or knowingly aids or abets any person 
in the conduct of such proliferation or activities in preparation therefor, or knowingly conspires 
with any person to engage in such proliferation or activities in preparation therefor; or 

(2) any person who-- 
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(A) knowingly engages in clandestine intelligence gathering activities for or on behalf of a foreign 
power, which activities involve or may involve a violation of the criminal statutes of the United 
States; 

(B) pursuant to the direction of an intelligence service or network of a foreign power, knowingly 
engages in any other clandestine intelligence activities for or on behalf of such foreign power, 
which activities involve or are about to involve a violation of the criminal statutes of the United 
States; 

(C) knowingly engages in sabotage or international terrorism, or activities that are in preparation 
therefor, for or on behalf of a foreign power; 

(D) knowingly enters the United States under a false or fraudulent identity for or on behalf of a foreign 
power or, while in the United States, knowingly assumes a false or fraudulent identity for or on 
behalf of a foreign power; or 

(E) knowingly aids or abets any person in the conduct of activities described in subparagraph (A), 
(B), or (C) or knowingly conspires with any person to engage in activities described in 
subparagraph (A), (B), or (C). 

(c) "International terrorism" means activities that-- 

(1) involve violent acts or acts dangerous to human life that are a violation of the criminal laws of the 
United States or of any State, or that would be a criminal violation if committed within the jurisdiction 
of the United States or any State; 

(2) appear to be intended-- 

(A) to intimidate or coerce a civilian population; 

(B) to influence the policy of a government by intimidation or coercion; or 

(C) to affect the conduct of a government by assassination or kidnapping; and 

(3) occur totally outside the United States or transcend national boundaries in terms of the means by 
which they are accomplished, the persons they appear intended to coerce or intimidate, or the locale 
in which their perpetrators operate or seek asylum. 

(d) "Sabotage" means activities that involve a violation of chapter 105 of title 18, United States Code [18 
USCS §§ 2151 et seq.], or that would involve such a violation if committed against the United States. 

(e) "Foreign intelligence information" means-- 

(1) information that relates to, and if concerning a United States person is necessary to, the ability of 
the United States to protect against-- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a foreign 
power; 

(B) sabotage, international terrorism, or the international proliferation of weapons of mass 
destruction by a foreign power or an agent of a foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network of a foreign power or by 
an agent of a foreign power; or 

(2) information with respect to a foreign power or foreign territory that relates to, and if concerning a 
United States person is necessary to-- 

(A) the national defense or the security of the United States; or 

(B) the conduct of the foreign affairs of the United States. 

(f) "Electronic surveillance" means-- 
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(1) the acquisition by an electronic, mechanical, or other surveillance device of the contents of any wire 
or radio communication sent by or intended to be received by a particular, known United States 
person who is in the United States, if the contents are acquired by intentionally targeting that United 
States person, under circumstances in which a person has a reasonable expectation of privacy and 
a warrant would be required for law enforcement purposes; 

(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents of any wire 
communication to or from a person in the United States, without the consent of any party thereto, if 
such acquisition occurs in the United States, but does not include the acquisition of those 
communications of computer trespassers that would be permissible under section 2511(2)(i) of title 
18, United States Code; 

(3) the intentional acquisition by an electronic, mechanical, or other surveillance device of the contents 
of any radio communication, under circumstances in which a person has a reasonable expectation 
of privacy and a warrant would be required for law enforcement purposes, and if both the sender 
and all intended recipients are located within the United States; or 

(4) the installation or use of an electronic, mechanical, or other surveillance device in the United States 
for monitoring to acquire information, other than from a wire or radio communication, under 
circumstances in which a person has a reasonable expectation of privacy and a warrant would be 
required for law enforcement purposes. 

(g) "Attorney General" means the Attorney General of the United States (or Acting Attorney General), the 
Deputy Attorney General, or, upon the designation of the Attorney General, the Assistant Attorney 
General designated as the Assistant Attorney General for National Security under section 507A of title 
28, United States Code. 

(h) "Minimization procedures", with respect to electronic surveillance, means-- 

(1) specific procedures, which shall be adopted by the Attorney General, that are reasonably designed 
in light of the purpose and technique of the particular surveillance, to minimize the acquisition and 
retention, and prohibit the dissemination, of nonpublicly available information concerning 
unconsenting United States persons consistent with the need of the United States to obtain, produce, 
and disseminate foreign intelligence information; 

(2) procedures that require that nonpublicly available information, which is not foreign intelligence 
information, as defined in subsection (e)(1), shall not be disseminated in a manner that identifies any 
United States person, without such person's consent, unless such person's identity is necessary to 
understand foreign intelligence information or assess its importance; 

(3) notwithstanding paragraphs (1) and (2), procedures that allow for the retention and dissemination of 
information that is evidence of a crime which has been, is being, or is about to be committed and 
that is to be retained or disseminated for law enforcement purposes; and 

(4) notwithstanding paragraphs (1), (2), and (3), with respect to any electronic surveillance approved 
pursuant to section 102(a) [50 USCS § 1802(a)], procedures that require that no contents of any 
communication to which a United States person is a party shall be disclosed, disseminated, or used 
for any purpose or retained for longer than 72 hours unless a court order under section 105 [50 
USCS § 1805] is obtained or unless the Attorney General determines that the information indicates 
a threat of death or serious bodily harm to any person. 

(i) "United States person" means a citizen of the United States, an alien lawfully admitted for permanent 
residence (as defined in section 101(a)(20) of the Immigration and Nationality Act [8 USCS § 
1101(a)(20)]), an unincorporated association a substantial number of members of which are citizens of 
the United States or aliens lawfully admitted for permanent residence, or a corporation which is 
incorporated in the United States, but does not include a corporation or an association which is a foreign 
power, as defined in subsection (a)(1), (2), or (3). 



Page 5 of 16 
 50 USCS § 1801 

 JOHN CLINE  

(j) "United States", when used in a geographic sense, means all areas under the territorial sovereignty of 
the United States and the Trust Territory of the Pacific Islands. 

(k) "Aggrieved person" means a person who is the target of an electronic surveillance or any other person 
whose communications or activities were subject to electronic surveillance. 

(l) "Wire communication" means any communication while it is being carried by a wire, cable, or other like 
connection furnished or operated by any person engaged as a common carrier in providing or operating 
such facilities for the transmission of interstate or foreign communications. 

(m) "Person" means any individual, including any officer or employee of the Federal Government, or any 
group, entity, association, corporation, or foreign power. 

(n) "Contents", when used with respect to a communication, includes any information concerning the identity 
of the parties to such communication or the existence, substance, purport, or meaning of that 
communication. 

(o) "State" means any State of the United States, the District of Columbia, the Commonwealth of Puerto 
Rico, the Trust Territory of the Pacific Islands, and any territory or possession of the United States. 

(p) "Weapon of mass destruction" means-- 

(1) any explosive, incendiary, or poison gas device that is designed, intended, or has the capability to 
cause a mass casualty incident; 

(2) any weapon that is designed, intended, or has the capability to cause death or serious bodily injury 
to a significant number of persons through the release, dissemination, or impact of toxic or poisonous 
chemicals or their precursors; 

(3) any weapon involving a biological agent, toxin, or vector (as such terms are defined in section 178 
of title 18, United States Code) that is designed, intended, or has the capability to cause death, 
illness, or serious bodily injury to a significant number of persons; or 

(4) any weapon that is designed, intended, or has the capability to release radiation or radioactivity 
causing death, illness, or serious bodily injury to a significant number of persons. 

History   

   (Oct. 25, 1978,P.L. 95-511, Title I, § 101, 92 Stat. 1783; Dec. 3, 1999, P.L. 106-120, Title VI, § 601, 113 Stat. 
1619; Oct. 26, 2001, P.L. 107-56, Title X, § 1003, 115 Stat. 392; Dec. 28, 2001, P.L. 107-108, Title III, § 314(a)(1), 
(c)(2), 115 Stat. 1402, 1403; Dec. 17, 2004, P.L. 108-458, Title VI, Subtitle A, § 6001(a), 118 Stat. 3742; March 9, 
2006, P.L. 109-177, Title V, § 506(a)(5), 120 Stat. 248; July 10, 2008, P.L. 110-261, Title I, § 110(a), 122 Stat. 
2465; Oct. 7, 2010, P.L. 111-259, Title VIII, § 801(1), 124 Stat. 2746.) 

   (As amended June 2, 2015,P.L. 114-23, Title VII, §§ 702, 703, 129 Stat. 300.) 

Annotations 

Notes  

Prospective amendment:  

   Termination of Dec. 17, 2004 amendment, effective December 15, 2019. Pursuant to § 6001(b) of Act Dec. 17, 
2004, P.L. 108-458, as amended, which appears as a note to this section, the addition of para. (b)(1)(C) of this section 
by § 6001(a) of such Act shall cease to have effect on 12/15/2019, subject to certain savings provisions. 

Amendments:  
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1999 . Act Dec. 3, 1999, in subsec. (b)(2), in subpara. (C), deleted "or" after the concluding semicolon, 
redesignated subpara. (D) as subpara. (E), and added a new subpara. (D). 

2001 . Act Oct. 26, 2001, as amended by Act Dec. 28, 2001 (effective as of the enactment of Act Oct. 26, 2001, and 
as if included in Act Oct. 26, 2001 as originally enacted, as provided by § 314(c) of Act Dec. 28, 2001), in subsec. 
(f)(2), inserted ", but does not include the acquisition of those communications of computer trespassers that would 
be permissible under section 2511(2)(i) of title 18, United States Code". 
   Act Dec. 28, 2001, in subsec. (h)(4), substituted "72 hours" for "twenty-four hours". 

   Such Act further (effective as of the enactment of Act Oct. 26, 2001, and as if included in Act Oct. 26, 2001 as 
originally enacted, as provided by § 314(c) of Act Dec. 28, 2001), amended the directory language of Act Oct. 26, 
2001, without affecting the text of this section. 

2004 . Act Dec. 17, 2004, in subsec. (b)(1), added subpara. (C). 

2006 . Act March 9, 2006, in subsec. (g), substituted ", the Deputy Attorney General, or, upon the designation of the 
Attorney General, the Assistant Attorney General designated as the Assistant Attorney General for National 
Security under section 507A of title 28, United States Code" for "or the Deputy Attorney General". 

2008 . Act July 10, 2008 (effective on enactment, subject to certain exceptions, as provided by § 402 of such Act, 
which appears as a note to this section), in subsec. (a), in para. (5), substituted "persons;" for "persons; or", in para. 
(6), substituted "; or" for a concluding period, and added para. (7); in subsec. (b)(1), in subparas. (B) and (C), 
deleted "or" following the concluding semicolon, and added subparas. (D) and (E); in subsec. (e)(1)(B), substituted 
"sabotage, international terrorism, or the international proliferation of weapons of mass destruction" for "sabotage or 
international terrorism"; and added subsec. (p). 

2010 . Act Oct. 7, 2010, corrected alignments without affecting the text of this section. 

2015 . Act June 2, 2015, in subsec. (b)(1), in subpara. (A), inserted ", irrespective of whether the person is inside 
the United States", in subpara. (B), deleted "of such person's presence in the United States" following 
"circumstances of" and substituted "such activities" for "such activities in the United States", and substituted 
subpara. (E) for one which read: "(E) engages in the international proliferation of weapons of mass destruction, or 
activities in preparation therefor for or on behalf of a foreign power; or". 

Short titles:  

   Act Oct. 25, 1978, P.L. 95-511, § 1, 92 Stat. 1783, provides: "This Act [50 USCS §§ 1801 et seq. generally; for full 
classification, consult USCS Tables volumes] may be cited as the 'Foreign Intelligence Surveillance Act of 1978'.". 

   Act Dec. 27, 2000, P.L. 106-567, Title VI, § 601, 114 Stat. 2850, provides: "This title may be cited as the 
'Counterintelligence Reform Act of 2000'.". For full classification of such Title, consult USCS Tables volumes. 

   Act Aug. 5, 2007, P.L. 110-55, § 1, 121 Stat. 552, provides: "This Act [adding 50 USCS §§ 1805a et seq., amending 
50 USCS § 1803(e), appearing in part as 50 USCS § 1803 note, and unclassified in part] may be cited as the 'Protect 
America Act of 2007'.". For full classification of such Act, consult USCS Tables volumes. 

   Act July 10, 2008, P.L. 110-261, § 1(a), 122 Stat. 2436, provides: "This Act may be cited as the 'Foreign Intelligence 
Surveillance Act of 1978 Amendments Act of 2008' or the 'FISA Amendments Act of 2008'.". For full classification of 
such Act, consult USCS Tables volumes. 

   Act Feb. 25, 2011, P.L. 112-3, § 1, 125 Stat. 5, provides: "This Act [amending 50 USCS §§ 1805, 1861, and 1862, 
and notes to 50 USCS §§ 1801 and 1805] may be cited as the 'FISA Sunsets Extension Act of 2011'.". For full 
classification of such Act, consult USCS Tables volumes. 

   Act May 26, 2011, P.L. 112-14, § 1, 125 Stat. 216, provides: "This Act [amending 50 USCS §§ 1805, 1861, and 
1862, and notes to 50 USCS §§ 1801 and 1805] may be cited as the 'PATRIOT Sunsets Extension Act of 2011'.". 
For full classification of such Act, consult USCS Tables volumes. 
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   Act Dec. 30, 2012, P.L. 112-238, § 1, 126 Stat. 1631, provides: "This Act [amending 18 USCS § 2511 note, and 
notes to 50 USCS §§ 1801 and 1881] may be cited as the 'FISA Amendments Act Reauthorization Act of 2012'.". 

   Act June 2, 2015, P.L. 114-23, § 1, 129 Stat. 268, provides: "This Act may be cited as the 'Uniting and Strengthening 
America by Fulfilling Rights and Ensuring Effective Discipline Over Monitoring Act of 2015' or the 'USA FREEDOM 
Act of 2015'.". For full classification of such Act, consult USCS Tables volumes. 

Other provisions:  

   Repeal of provisions relating to the effective date of Act Oct. 25, 1978 and exception. Act Oct. 25, 1978, P.L. 
95-511, Title VII [Title VI] [Title IV] [Title III], § 701 [601] [401] [301], 92 Stat. 1798; Oct. 14, 1994, P.L. 103-359, Title 
VIII, § 807(a)(1), (2), 108 Stat. 3443 (effective as provided by § 807(c) of such Act, which appears as 50 USCS § 
1821 note); Oct. 20, 1998, P.L. 105-272, Title VI, §§ 601(1), 603(a), 112 Stat. 2404, 2412; Dec. 17, 2004, P.L. 108-
458, Title VI, Subtitle A, § 6002(a)(1), 118 Stat. 3743, which formerly appeared as a note to this section, was repealed 
by Act July 10, 2008, P.L. 110-261, Title I, § 101(a)(1), 122 Stat. 2437 (effective on enactment, subject to certain 
exceptions, as provided by § 402 of such Act, which appears as a note to this section). It provided that Act Oct. 25, 
1978 was effective on enactment except that any electronic surveillance approved by the Attorney General to gather 
foreign intelligence information shall not be deemed unlawful for failure to follow the procedures of the Act, if that 
surveillance is terminated or an order approving that surveillance is obtained under title I of the Act within ninety days 
following the designation of the first judge pursuant to section 103 of the Act. 

   Termination of Trust Territory of the Pacific Islands. For termination of Trust Territory of the Pacific Islands, see 
note preceding 48 USCS § 1681. 

   Counterintelligence Reform Act of 2000; severability provision. Act Dec. 27, 2000, P.L. 106-567, Title VI, § 
608, 114 Stat. 2856, provides: "If any provision of this title (including an amendment made by this title) [for full 
classification, consult USCS Tables volumes], or the application thereof, to any person or circumstance, is held 
invalid, the remainder of this title (including the amendments made by this title), and the application thereof, to other 
persons or circumstances shall not be affected thereby.". 

   Effective date of amendments made by § 314(c) of Act Dec. 28, 2001. Act Dec. 28, 2001, P.L. 107-108, Title III, 
§ 314(c), 115 Stat. 1402, provides that the amendments made by such section to §§ 207(b)(1) and 1003 of Act Oct. 
26, 2001, P.L. 107-56 (amending 50 USCS §§ 1801 and 1805), are effective as of the enactment of such Act Oct. 
26, 2001, and as if included therein as originally enacted. 

   Subsec. (b)(1)(C); sunset provision. Act Dec. 17, 2004, P.L. 108-458, Title VI, Subtitle A, § 6001(b), 118 Stat. 
3742; March 9, 2006, P.L. 109-177, Title I, § 103, 120 Stat. 195; Dec. 19, 2009, P.L. 111-119, Div B, § 1004(b), 123 
Stat. 3470; Feb. 27, 2010, P.L. 111-141, § 1(b), 124 Stat. 37; Feb. 25, 2011, P.L. 112-3, § 2(b), 125 Stat. 5; May 26, 
2011, P.L. 112-14, § 2(b), 125 Stat. 216; June 2, 2015, P.L. 114-23, Title VII, § 705(b), 129 Stat. 300, provides: 

   "(1) In general. Except as provided in paragraph (2), the amendment made by subsection (a) [adding subsec. 
(b)(1)(C) of this section] shall cease to have effect on December 15, 2019. 

   "(2) Exception. With respect to any particular foreign intelligence investigation that began before the date on which 
the provisions referred to in paragraph (1) cease to have effect, or with respect to any particular offense or potential 
offense that began or occurred before the date on which the provisions cease to have effect, such provisions shall 
continue in effect.". 

   FISA Amendments Act of 2008; severability provision. Act July 10, 2008, P.L. 110-261, Title IV, § 401, 122 
Stat. 2473, provides: "If any provision of this Act [full classification, consult USCS Tables volumes], any amendment 
made by this Act [full classification, consult USCS Tables volumes], or the application thereof to any person or 
circumstances is held invalid, the validity of the remainder of the Act, of any such amendments, and of the application 
of such provisions to other persons and circumstances shall not be affected thereby.". 
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   Effective date of July 10, 2008 amendments. Act July 10, 2008, P.L. 110-261, Title IV, § 402, 122 Stat. 2473, 
provides: "Except as provided in section 404 [note to this section], the amendments made by this Act [full 
classification, consult USCS Tables volumes] shall take effect on the date of the enactment of this Act.". 

   FISA Amendments Act of 2008; transition procedures. Act July 10, 2008, P.L. 110-261, Title IV, § 404, 122 
Stat. 2474; Dec. 30, 2012, P.L. 112-238, § 2(b), 126 Stat. 1631, provides: 

   "(a) Transition procedures for Protect America Act of 2007 [Act Aug. 5, 2007, P.L. 110-55; for full classification, 
consult USCS Tables volumes] provisions. 

      (1) Continued effect of orders, authorizations, directives. Except as provided in paragraph (7), notwithstanding 
any other provision of law, any order, authorization, or directive issued or made pursuant to section 105B of the 
Foreign Intelligence Surveillance Act of 1978 [50 USCS § 1805b], as added by section 2 of the Protect America Act 
of 2007 (Public Law 110-55; 121 Stat. 552), shall continue in effect until the expiration of such order, authorization, 
or directive. 

      "(2) Applicability of Protect America Act of 2007 to continued orders, authorizations, directives. Notwithstanding 
any other provision of this Act [for full classification, consult USCS Tables volumes], any amendment made by this 
Act [for full classification, consult USCS Tables volumes], or the Foreign Intelligence Surveillance Act of 1978 (50 
U.S.C. 1801 et seq.)-- 

         "(A) subject to paragraph (3), section 105A of such Act [50 USCS § 1805a], as added by section 2 of the Protect 
America Act of 2007 (Public Law 110-55; 121 Stat. 552), shall continue to apply to any acquisition conducted pursuant 
to an order, authorization, or directive referred to in paragraph (1); and 

         "(B) sections 105B and 105C of the Foreign Intelligence Surveillance Act of 1978 [50 USCS §§ 1805b and 
1805c], as added by sections 2 and 3, respectively, of the Protect America Act of 2007, shall continue to apply with 
respect to an order, authorization, or directive referred to in paragraph (1) until the later of-- 

            "(i) the expiration of such order, authorization, or directive; or 

            "(ii) the date on which final judgment is entered for any petition or other litigation relating to such order, 
authorization, or directive. 

      "(3) Use of information. Information acquired from an acquisition conducted pursuant to an order, authorization, 
or directive referred to in paragraph (1) shall be deemed to be information acquired from an electronic surveillance 
pursuant to title I of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) for purposes of section 
106 of such Act (50 U.S.C. 1806), except for purposes of subsection (j) of such section. 

      "(4) Protection from liability. Subsection (l) of section 105B of the Foreign Intelligence Surveillance Act of 1978 
[50 USCS § 1805b], as added by section 2 of the Protect America Act of 2007, shall continue to apply with respect 
to any directives issued pursuant to such section 105B. 

      "(5) Jurisdiction of foreign intelligence surveillance court. Notwithstanding any other provision of this Act [for full 
classification, consult USCS Tables volumes] or of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 
et seq.), section 103(e) of the Foreign Intelligence Surveillance Act (50 U.S.C. 1803(e)), as amended by section 5(a) 
of the Protect America Act of 2007 (Public Law 110-55; 121 Stat. 556), shall continue to apply with respect to a 
directive issued pursuant to section 105B of the Foreign Intelligence Surveillance Act of 1978 [50 USCS § 1805b], as 
added by section 2 of the Protect America Act of 2007, until the later of-- 

         "(A) the expiration of all orders, authorizations, or directives referred to in paragraph (1); or 

         "(B) the date on which final judgment is entered for any petition or other litigation relating to such order, 
authorization, or directive. 

      "(6) Reporting requirements. 
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         (A) Continued applicability. Notwithstanding any other provision of this Act [for full classification, consult USCS 
Tables volumes], any amendment made by this Act [for full classification, consult USCS Tables volumes], the Protect 
America Act of 2007 (Public Law 110-55), or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et 
seq.), section 4 of the Protect America Act of 2007 [unclassified] shall continue to apply until the date that the 
certification described in subparagraph (B) is submitted. 

         "(B) Certification. The certification described in this subparagraph is a certification-- 

            "(i) made by the Attorney General; 

            "(ii) submitted as part of a semi-annual report required by section 4 of the Protect America Act of 2007 
[unclassified]; 

            "(iii) that states that there will be no further acquisitions carried out under section 105B of the Foreign 
Intelligence Surveillance Act of 1978 [50 USCS § 1805b], as added by section 2 of the Protect America Act of 2007, 
after the date of such certification; and 

            "(iv) that states that the information required to be included under such section 4 relating to any acquisition 
conducted under such section 105B [50 USCS § 1805b] has been included in a semi-annual report required by such 
section 4. 

      "(7) Replacement of orders, authorizations, and directives. 

         (A) In general. If the Attorney General and the Director of National Intelligence seek to replace an authorization 
issued pursuant to section 105B of the Foreign Intelligence Surveillance Act of 1978 [50 USCS § 1805b], as added 
by section 2 of the Protect America Act of 2007 (Public Law 110-55), with an authorization under section 702 of the 
Foreign Intelligence Surveillance Act of 1978 [50 USCS § 1881a] (as added by section 101(a) of this Act), the Attorney 
General and the Director of National Intelligence shall, to the extent practicable, submit to the Foreign Intelligence 
Surveillance Court (as such term is defined in section 701(b)(2) of such Act [50 USCS § 1881(b)(2)] (as so added)) 
a certification prepared in accordance with subsection (g) of such section 702 and the procedures adopted in 
accordance with subsections (d) and (e) of such section 702 at least 30 days before the expiration of such 
authorization. 

         "(B) Continuation of existing orders. If the Attorney General and the Director of National Intelligence seek to 
replace an authorization made pursuant to section 105B of the Foreign Intelligence Surveillance Act of 1978 [50 
USCS § 1805b], as added by section 2 of the Protect America Act of 2007 (Public Law 110-55; 121 Stat. 522), by 
filing a certification in accordance with subparagraph (A), that authorization, and any directives issued thereunder 
and any order related thereto, shall remain in effect, notwithstanding the expiration provided for in subsection (a) of 
such section 105B [50 USCS § 1805b], until the Foreign Intelligence Surveillance Court (as such term is defined in 
section 701(b)(2) of the Foreign Intelligence Surveillance Act of 1978 [50 USCS § 1881(b)(2)] (as so added)) issues 
an order with respect to that certification under section 702(i)(3) of such Act [50 USCS § 1881a(i)(3)] (as so added) 
at which time the provisions of that section and of section 702(i)(4) of such Act [50 USCS § 1881a(i)(4)] (as so added) 
shall apply. 

      "(8) Effective date. Paragraphs (1) through (7) shall take effect as if enacted on August 5, 2007. 

   "(b) Transition Procedures for FISA Amendments Act of 2008 provisions. 

      (1) Orders in effect on December 31, 2017. Notwithstanding any other provision of this Act [for full classification, 
consult USCS Tables volumes], any amendment made by this Act [for full classification, consult USCS Tables 
volumes], or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), any order, authorization, or 
directive issued or made under title VII of the Foreign Intelligence Surveillance Act of 1978 [50 USCS §§ 1881 et 
seq.], as amended by section 101(a), shall continue in effect until the date of the expiration of such order, 
authorization, or directive. 
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      "(2) Applicability of Title VII of FISA to continued orders, authorizations, directives. Notwithstanding any other 
provision of this Act [for full classification, consult USCS Tables volumes], any amendment made by this Act [for full 
classification, consult USCS Tables volumes], or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 
et seq.), with respect to any order, authorization, or directive referred to in paragraph (1), title VII of such Act [50 
USCS §§ 1881 et seq.], as amended by section 101(a), shall continue to apply until the later of-- 

         "(A) the expiration of such order, authorization, or directive; or 

         "(B) the date on which final judgment is entered for any petition or other litigation relating to such order, 
authorization, or directive. 

      "(3) Challenge of directives; protection from liability; use of information. Notwithstanding any other provision of 
this Act [for full classification, consult USCS Tables volumes] or of the Foreign Intelligence Surveillance Act of 1978 
(50 U.S.C. 1801 et seq.)-- 

         "(A) section 103(e) of such Act [50 USCS § 1803(e)], as amended by section 403(a)(1)(B)(ii), shall continue to 
apply with respect to any directive issued pursuant to section 702(h) of such Act [50 USCS § 1881a(h)], as added by 
section 101(a); 

         "(B) section 702(h)(3) of such Act [50 USCS § 1881a(h)(3)] (as so added) shall continue to apply with respect 
to any directive issued pursuant to section 702(h) of such Act [50 USCS § 1881a(h)] (as so added); 

         "(C) section 703(e) of such Act [50 USCS § 1881b(e)] (as so added) shall continue to apply with respect to an 
order or request for emergency assistance under that section; 

         "(D) section 706 of such Act [50 USCS § 1881e] (as so added) shall continue to apply to an acquisition conducted 
under section 702 or 703 of such Act [50 USCS § 1881a or 1881b] (as so added); and 

         "(E) section 2511(2)(a)(ii)(A) of title 18, United States Code, as amended by section 101(c)(1), shall continue to 
apply to an order issued pursuant to section 704 of the Foreign Intelligence Surveillance Act of 1978 [50 USCS § 
1881c], as added by section 101(a). 

      "(4) Reporting requirements. 

         (A) Continued applicability. Notwithstanding any other provision of this Act or of the Foreign Intelligence 
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), section 601(a) of such Act (50 U.S.C. 1871(a)), as amended by 
section 101(c)(2), and sections 702(l) and 707 of such Act [50 USCS § 1881a(l) and 1881f], as added by section 
101(a), shall continue to apply until the date that the certification described in subparagraph (B) is submitted. 

         "(B) Certification. The certification described in this subparagraph is a certification-- 

            "(i) made by the Attorney General; 

            "(ii) submitted to the Select Committee on Intelligence of the Senate, the Permanent Select Committee on 
Intelligence of the House of Representatives, and the Committees on the Judiciary of the Senate and the House of 
Representatives; 

            "(iii) that states that there will be no further acquisitions carried out under title VII of the Foreign Intelligence 
Surveillance Act of 1978 [50 USCS §§ 1881 et seq.], as amended by section 101(a), after the date of such certification; 
and 

            "(iv) that states that the information required to be included in a review, assessment, or report under section 
601 of such Act [50 USCS § 1871], as amended by section 101(c), or section 702(l) or 707 of such Act [50 USCS § 
1881a(l) or 1881f], as added by section 101(a), relating to any acquisition conducted under title VII of such Act [50 
USCS §§ 1881 et seq.], as amended by section 101(a), has been included in a review, assessment, or report under 
such section 601, 702(l), or 707 [50 USCS § 1871, 1881a(l), or 1881f]. 
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§ 1806. Use of information  

(a) Compliance with minimization procedures; privileged communications; lawful purposes.  Information 
acquired from an electronic surveillance conducted pursuant to this title [50 USCS §§ 1801 et seq.] 
concerning any United States person may be used and disclosed by Federal officers and employees without 
the consent of the United States person only in accordance with the minimization procedures required by 
this title [50 USCS §§ 1801 et seq.]. No otherwise privileged communication obtained in accordance with, or 
in violation of, the provisions of this title [50 USCS §§ 1801 et seq.] shall lose its privileged character. No 
information acquired from an electronic surveillance pursuant to this title [50 USCS §§ 1801 et seq.] may be 
used or disclosed by Federal officers or employees except for lawful purposes. 

(b) Statement for disclosure.  No information acquired pursuant to this title [50 USCS §§ 1801 et seq.] shall be 
disclosed for law enforcement purposes unless such disclosure is accompanied by a statement that such 
information, or any information derived therefrom, may only be used in a criminal proceeding with the 
advance authorization of the Attorney General. 

(c) Notification by United States.  Whenever the Government intends to enter into evidence or otherwise use or 
disclose in any trial, hearing, or other proceeding in or before any court, department, officer, agency, 
regulatory body, or other authority of the United States, against an aggrieved person, any information 
obtained or derived from an electronic surveillance of that aggrieved person pursuant to the authority of this 
title [50 USCS §§ 1801 et seq.], the Government shall, prior to the trial, hearing, or other proceeding or at a 
reasonable time prior to an effort to so disclose or so use that information or submit it in evidence, notify the 
aggrieved person and the court or other authority in which the information is to be disclosed or used that the 
Government intends to so disclose or so use such information. 

(d) Notification by States or political subdivisions.  Whenever any State or political subdivision thereof intends 
to enter into evidence or otherwise use or disclose in any trial, hearing, or other proceeding in or before any 
court, department, officer, agency, regulatory body, or other authority of a State or a political subdivision 
thereof, against an aggrieved person any information obtained or derived from an electronic surveillance of 
that aggrieved person pursuant to the authority of this title [50 USCS §§ 1801 et seq.], the State or political 
subdivision thereof shall notify the aggrieved person, the court or other authority in which the information is 
to be disclosed or used, and the Attorney General that the State or political subdivision thereof intends to so 
disclose or so use such information. 

(e) Motion to suppress.  Any person against whom evidence obtained or derived from an electronic surveillance 
to which he is an aggrieved person is to be, or has been, introduced or otherwise used or disclosed in any 
trial, hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or 
other authority of the United States, a State, or a political subdivision thereof, may move to suppress the 
evidence obtained or derived from such electronic surveillance on the grounds that-- 

(1) the information was unlawfully acquired; or 

(2) the surveillance was not made in conformity with an order of authorization or approval. 
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Such a motion shall be made before the trial, hearing, or other proceeding unless there was no 
opportunity to make such a motion or the person was not aware of the grounds of the motion. 

(f) In camera and ex parte review by district court.  Whenever a court or other authority is notified pursuant to 
subsection (c) or (d), or whenever a motion is made pursuant to subsection (e), or whenever any motion or 
request is made by an aggrieved person pursuant to any other statute or rule of the United States of any 
State before any court or other authority of the United States or any state to discover or obtain applications 
or orders or other materials relating to electronic surveillance or to discover, obtain, or suppress evidence or 
information obtained or derived from electronic surveillance under this Act, the United States district court 
or, where the motion is made before another authority, the United States district court in the same district as 
the authority, shall, notwithstanding any other law, if the Attorney General files an affidavit under oath that 
disclosure or an adversary hearing would harm the national security of the United States, review in camera 
and ex parte the application, order, and such other materials relating to the surveillance as may be necessary 
to determine whether the surveillance of the aggrieved person was lawfully authorized and conducted. In 
making this determination, the court may disclose to the aggrieved person, under appropriate security 
procedures and protective orders, portions of the application, order, or other materials relating to the 
surveillance only where such disclosure is necessary to make an accurate determination of the legality of 
the surveillance. 

(g) Suppression of evidence; denial of motion.  If the United States district court pursuant to subsection (f) 
determines that the surveillance was not lawfully authorized or conducted, it shall, in accordance with the 
requirements of law, suppress the evidence which was unlawfully obtained or derived from electronic 
surveillance of the aggrieved person or otherwise grant the motion of the aggrieved person. If the court 
determines that the surveillance was lawfully authorized and conducted, it shall deny the motion of the 
aggrieved person except to the extent that due process requires discovery or disclosure. 

(h) Finality of orders.  Orders granting motions or requests under subsection (g), decisions under this section 
that electronic surveillance was not lawfully authorized or conducted, and orders of the United States district 
court requiring review or granting disclosure of applications, orders, or other materials relating to a 
surveillance shall be final orders and binding upon all courts of the United States and the several States 
except a United States court of appeals and the Supreme Court. 

(i) Destruction of unintentionally acquired information.  In circumstances involving the unintentional acquisition 
by an electronic, mechanical, or other surveillance device of the contents of any communication, under 
circumstances in which a person has a reasonable expectation of privacy and a warrant would be required 
for law enforcement purposes, and if both the sender and all intended recipients are located within the United 
States, such contents shall be destroyed upon recognition, unless the Attorney General determines that the 
contents indicate a threat of death or serious bodily harm to any person. 

(j) Notification of emergency employment of electronic surveillance; contents; postponement, suspension or 
elimination.  If an emergency employment of electronic surveillance is authorized under subsection (e) or (f) 
of section 105 [50 USCS § 1805] and a subsequent order approving the surveillance is not obtained, the 
judge shall cause to be served on any United States person named in the application and on such other 
United States persons subject to electronic surveillance as the judge may determine in his discretion it is in 
the interest of justice to serve, notice of-- 

(1) the fact of the application; 

(2) the period of the surveillance; and 

(3) the fact that during the period information was or was not obtained. 

On an ex parte showing of good cause to the judge the serving of the notice required by this subsection 
may be postponed or suspended for a period not to exceed ninety days. Thereafter, on a further ex parte 
showing of good cause, the court shall forego ordering the serving of the notice required under this 
subsection. 

(k) Coordination with law enforcement on national security matters. 
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(1) Federal officers who conduct electronic surveillance to acquire foreign intelligence information under this 
title [50 USCS §§ 1801 et seq.] may consult with Federal law enforcement officers or law enforcement 
personnel of a State or political subdivision of a State (including the chief executive officer of that State 
or political subdivision who has the authority to appoint or direct the chief law enforcement officer of that 
State or political subdivision) to coordinate efforts to investigate or protect against-- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power; 

(B) sabotage, international terrorism, or the international proliferation of weapons of mass destruction 
by a foreign power or an agent of a foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network of a foreign power or by an 
agent of a foreign power. 

(2) Coordination authorized under paragraph (1) shall not preclude the certification required by section 
104(a)(7)(B) or the entry of an order under section 105 [50 USCS § 1805]. 

History   

   (Oct. 25, 1978,P.L. 95-511, Title I, § 106, 92 Stat. 1793; Oct. 26, 2001, P.L. 107-56, Title V, § 504(a), 115 Stat. 
364; Nov. 25, 2002, P.L. 107-296, Title VIII, Subtitle I, § 898, 116 Stat. 2258; July 10, 2008, P.L. 110-261, Title I, §§ 
106, 110(b)(1), 122 Stat. 2462, 2466.) 

   (As amended June 2, 2015,P.L. 114-23, Title VII, § 701(b), 129 Stat. 299.) 

Annotations 

Notes  

References in text:  

   "This Act", referred to in subsec. (f), is Act Oct. 25, 1978, P.L. 95-511, popularly known as the Foreign Intelligence 
Surveillance Act of 1978, which is generally classified to 50 USCS §§ 1801 et seq. For full classification of such Act, 
consult USCS Tables volumes. 

   "Section 104(a)(7)(B)", referred to in subsec. (k)(2), is § 104(a)(7)(B) of Act Oct. 25, 1978, P.L. 95-511, which was 
redesignated § 104(a)(6)(B) of such Act by Act July 10, 2008, P.L. 110-261, Title I, § 104(1)(B), 122 Stat. 2461, and 
appears as 50 USCS § 1804(a)(6)(B). 

Amendments:  

2001 . Act Oct. 26, 2001 added subsec. (k). 

2002 . Act Nov. 25, 2002 (effective 60 days after enactment, as provided by § 4 of such Act, which appears as 6 
USCS § 101 note), in subsec. (k)(1), in the introductory matter, inserted "or law enforcement personnel of a State or 
political subdivision of a State (including the chief executive officer of that State or political subdivision who has the 
authority to appoint or direct the chief law enforcement officer of that State or political subdivision)". 

2008 . Act July 10, 2008 (effective on enactment, subject to certain exception, as provided by § 402 of such Act, 
which appears as 50 USCS § 1801 note), in subsec. (i), substituted "communication" for "radio communication"; 
and, in subsec. (k)(1)(B), substituted "sabotage, international terrorism, or the international proliferation of weapons 
of mass destruction" for "sabotage or international terrorism". 

2015 . Act June 2, 2015, in subsec. (j), in the introductory matter, substituted "subsection (e) or (f) of section 105" 
for "section 105(e)". 
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§ 1821. Definitions  

As used in this title [50 USCS §§ 1821 et seq.]: 

(1) The terms "foreign power", "agent of a foreign power", "international terrorism", "sabotage", "foreign 
intelligence information", "Attorney General", "United States person", "United States", "person", "weapon 
of mass destruction", and "State" shall have the same meanings as in section 101 of this Act [50 USCS 
§ 1801], except as specifically provided by this title [50 USCS §§ 1821 et seq.]. 

(2) "Aggrieved person" means a person whose premises, property, information, or material is the target of 
physical search or any other person whose premises, property, information, or material was subject to 
physical search. 

(3) "Foreign Intelligence Surveillance Court" means the court established by section 103(a) of this Act [50 
USCS § 1803(a)]. 

(4) "Minimization procedures" with respect to physical search, means-- 

(A) specific procedures, which shall be adopted by the Attorney General, that are reasonably designed 
in light of the purposes and technique of the particular physical search, to minimize the acquisition 
and retention, and prohibit the dissemination, of nonpublicly available information concerning 
unconsenting United States persons consistent with the need of the United States to obtain, produce, 
and disseminate foreign intelligence information; 

(B) procedures that require that nonpublicly available information, which is not foreign intelligence 
information, as defined in section 101(e)(1) of this Act [50 USCS § 1801(e)(1)], shall not be 
disseminated in a manner that identifies any United States person, without such person's consent, 
unless such person's identity is necessary to understand such foreign intelligence information or 
assess its importance; 

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the retention and 
dissemination of information that is evidence of a crime which has been, is being, or is about to be 
committed and that is to be retained or disseminated for law enforcement purposes; and 

(D) notwithstanding subparagraphs (A), (B), and (C), with respect to any physical search approved 
pursuant to section 302(a) [50 USCS § 1822(a)], procedures that require that no information, 
material, or property of a United States person shall be disclosed, disseminated, or used for any 
purpose or retained for longer than 72 hours unless a court order under section 304 [50 USCS § 
1824] is obtained or unless the Attorney General determines that the information indicates a threat 
of death or serious bodily harm to any person. 

(5) "Physical search" means any physical intrusion within the United States into premises or property 
(including examination of the interior of property by technical means) that is intended to result in a 
seizure, reproduction, inspection, or alteration of information, material, or property, under circumstances 
in which a person has a reasonable expectation of privacy and a warrant would be required for law 
enforcement purposes, but does not include (A) "electronic surveillance", as defined in section 101(f) of 
this Act [50 USCS § 1801(f)], or (B) the acquisition by the United States Government of foreign 
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intelligence information from international or foreign communications, or foreign intelligence activities 
conducted in accordance with otherwise applicable Federal law involving a foreign electronic 
communications system, utilizing a means other than electronic surveillance as defined in section 101(f) 
of this Act [50 USCS § 1801(f)]. 

History   

 
   (Oct. 25, 1978,P.L. 95-511, Title III, § 301, as added Oct. 14, 1994, P.L. 103-359, Title VIII, § 807(a)(3), 108 Stat. 
3443; Dec. 28, 2001, P.L. 107-108, Title III, § 314(a)(3), 115 Stat. 1402; July 10, 2008, P.L. 110-261, Title I, § 
110(c)(2), 122 Stat. 2467; Oct. 7, 2010, P.L. 111-259, Title VIII, § 801(4), 124 Stat. 2746.) 

Annotations 

Notes  

Effective date of section:  

   This section took effect 90 days after enactment, with certain exceptions, pursuant to § 807(c) of Oct. 14, 1994, 
P.L. 103-359, which appears as a note to this section. 

Amendments:  

2001 . Act Dec. 28, 2001, in para. (4)(D), substituted "72 hours" for "24 hours". 

2008 . Act July 10, 2008 (effective on enactment, as provided by § 402 of such Act, which appears as 50 USCS § 
1801 note), in para. (1), inserted "weapon of mass destruction,". 

2010 . Act Oct. 7, 2010, in para. (1), inserted the quotation marks around "weapon of mass destruction". 

Other provisions:  

   Effective date and application of Oct. 14, 1994 amendments. Act Oct. 14, 1994, P.L. 103-359, Title VIII, § 
807(c), 108 Stat. 3453, provides: "The amendments made by subsections (a) [adding 50 USCS §§ 1821 et seq., 
among other things; for full classification, consult USCS Tables volumes] and (b) [unclassified] shall take effect 90 
days after the date of enactment of this Act, except that any physical search approved by the Attorney General of 
the United States to gather foreign intelligence information shall not be deemed unlawful for failure to follow the 
procedures of title III of the Foreign Intelligence Surveillance Act of 1978 [50 USCS §§ 1821 et seq.] (as added by 
this Act), if that search is conducted within 180 days after the date of enactment of this Act pursuant to regulations 
issued by the Attorney General, which were in the possession of the Select Committee on Intelligence of the Senate 
and the Permanent Select Committee on Intelligence of the House of Representatives before the date of enactment 
of this Act.". 

Research References & Practice Aids  

Related Statutes & Rules:  

This section is referred to in 50 USCS § 1822. 

Law Review Articles:  

Donohue. Symposium: Moving Targets: Issues at the Intersection of National Security & American Criminal Law: 
Article: The Limits of National Security.  48 Am Crim L Rev 1573, Fall 2011. 
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Donohue. Criminal Law: Anglo-American Privacy And Surveillance.  96 J Crim L & Criminology 1059, Spring 2006. 

Hall. Constitutional Regulation of National Security Investigation: Minimizing the Use of Unrelated Evidence.  41 
Wake Forest L Rev 61, Spring 2006. 
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§ 1823. Application for order  

(a) Submission by Federal officer; approval of Attorney General; contents.  Each application for an order 
approving a physical search under this title [50 USCS §§ 1821 et seq.] shall be made by a Federal officer in 
writing upon oath or affirmation to a judge of the Foreign Intelligence Surveillance Court. Each application 
shall require the approval of the Attorney General based upon the Attorney General's finding that it satisfies 
the criteria and requirements for such application as set forth in this title [50 USCS §§ 1821 et seq.]. Each 
application shall include-- 

(1) the identity of the Federal officer making the application; 

(2) the identity, if known, or a description of the target of the search, and a description of the premises or 
property to be searched and of the information, material, or property to be seized, reproduced, or altered; 

(3) a statement of the facts and circumstances relied upon by the applicant to justify the applicant's belief 
that-- 

(A) the target of the physical search is a foreign power or an agent of a foreign power; 

(B) the premises or property to be searched contains foreign intelligence information; and 

(C) the premises or property to be searched is or is about to be owned, used, possessed by, or is in 
transit to or from a foreign power or an agent of a foreign power; 

(4) a statement of the proposed minimization procedures; 

(5) a statement of the nature of the foreign intelligence sought and the manner in which the physical search 
is to be conducted; 

(6) a certification or certifications by the Assistant to the President for National Security Affairs, an executive 
branch official or officials designated by the President from among those executive branch officers 
employed in the area of national security or defense and appointed by the President, by and with the 
advice and consent of the Senate, or the Deputy Director of the Federal Bureau of Investigation, if 
designated by the President as a certifying official-- 

(A) that the certifying official deems the information sought to be foreign intelligence information; 

(B) that a significant purpose of the search is to obtain foreign intelligence information; 

(C) that such information cannot reasonably be obtained by normal investigative techniques; 

(D) that designates the type of foreign intelligence information being sought according to the categories 
described in section 101(e) [50 USCS § 1801(e)]; and 

(E) includes a statement explaining the basis for the certifications required by subparagraphs (C) and 
(D); 

(7) where the physical search involves a search of the residence of a United States person, the Attorney 
General shall state what investigative techniques have previously been utilized to obtain the foreign 
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intelligence information concerned and the degree to which these techniques resulted in acquiring such 
information; and 

(8) a statement of the facts concerning all previous applications that have been made to any judge under 
this title [50 USCS §§ 1821 et seq.] involving any of the persons, premises, or property specified in the 
application, and the action taken on each previous application. 

(b) Additional affidavits or certifications.  The Attorney General may require any other affidavit or certification 
from any other officer in connection with the application. 

(c) Additional information.  The judge may require the applicant to furnish such other information as may be 
necessary to make the determinations required by section 304 [50 USCS § 1824]. 

(d) Personal review by Attorney General. 

(1) (A) Upon written request of the Director of the Federal Bureau of Investigation, the Secretary of Defense, 
the Secretary of State, the Director of National Intelligence, or the Director of the Central Intelligence 
Agency, the Attorney General shall personally review under subsection (a) an application under that 
subsection for a target described in section 101(b)(2) [50 USCS § 1801(b)(2)]. 

(B) Except when disabled or otherwise unavailable to make a request referred to in subparagraph (A), 
an official referred to in that subparagraph may not delegate the authority to make a request referred 
to in that subparagraph. 

(C) Each official referred to in subparagraph (A) with authority to make a request under that 
subparagraph shall take appropriate actions in advance to ensure that delegation of such authority 
is clearly established in the event such official is disabled or otherwise unavailable to make such 
request. 

(2) (A) If as a result of a request under paragraph (1) the Attorney General determines not to approve an 
application under the second sentence of subsection (a) for purposes of making the application under 
this section, the Attorney General shall provide written notice of the determination to the official making 
the request for the review of the application under that paragraph. Except when disabled or otherwise 
unavailable to make a determination under the preceding sentence, the Attorney General may not 
delegate the responsibility to make a determination under that sentence. The Attorney General shall take 
appropriate actions in advance to ensure that delegation of such responsibility is clearly established in 
the event the Attorney General is disabled or otherwise unavailable to make such determination. 

(B) Notice with respect to an application under subparagraph (A) shall set forth the modifications, if any, 
of the application that are necessary in order for the Attorney General to approve the application 
under the second sentence of subsection (a) for purposes of making the application under this 
section. 

(C) Upon review of any modifications of an application set forth under subparagraph (B), the official 
notified of the modifications under this paragraph shall modify the application if such official 
determines that such modification is warranted. Such official shall supervise the making of any 
modification under this subparagraph. Except when disabled or otherwise unavailable to supervise 
the making of any modification under the preceding sentence, such official may not delegate the 
responsibility to supervise the making of any modification under that preceding sentence. Each such 
official shall take appropriate actions in advance to ensure that delegation of such responsibility is 
clearly established in the event such official is disabled or otherwise unavailable to supervise the 
making of such modification. 

History   

 
   (Oct. 25, 1978,P.L. 95-511, Title III, § 303, as added Oct. 14, 1994, P.L. 103-359, Title VIII, § 807(a)(3), 108 Stat. 
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3446; Dec. 27, 2000, P.L. 106-567, Title VI, § 603(a), 114 Stat. 2852; Oct. 26, 2001, P.L. 107-56, Title II, § 218, 115 
Stat. 291; Dec. 17, 2004, P.L. 108-458, Title I, Subtitle G, § 1071(e), 118 Stat. 3691; July 10, 2008, P.L. 110-261, 
Title I, § 107(a), 122 Stat. 2462; Oct. 7, 2010, P.L. 111-259, Title VIII, § 806(a)(2), 124 Stat. 2748.) 

Annotations 

Notes  

Effective date of section:  

   This section took effect 90 days after enactment, with certain exceptions, pursuant to § 807(c) of Oct. 14, 1994, 
P.L. 103-359, which appears as 50 USCS § 1821 note. 

Amendments:  

2000 . Act Dec. 27, 2000, added subsec. (d). 

2001 . Act Oct. 26, 2001, in subsec. (a)(7)(B), substituted "a significant purpose" for "the purpose". 

2004 . Act Dec. 17, 2004 (effective not later than six months after enactment, as provided by § 1097 of such Act, 
which appears as 50 USCS § 3001 note), in subsec. (d)(1)(A), substituted "Director of National Intelligence" for 
"Director of Central Intelligence". [For determination by the President that the amendment should take effect on 
4/21/2005, see Pres. Mem. of April 21, 2005, 70 Fed. Reg. 23925, which appears as 50 USCS § 3001 note.] 

2008 . Act July 10, 2008 (effective on enactment, subject to certain exceptions, as provided by § 402 of such Act, 
which appears as 50 USCS § 1801 note), in subsec. (a), deleted para. (2) which read: "(2) the authority conferred 
on the Attorney General by the President and the approval of the Attorney General to make the application;", 
redesignated paras. (3)-(9) as paras. (2)-(8), respectively, in para. (2) as redesignated, deleted "detailed" preceding 
"description", in para. (3)(C) as redesignated, inserted "or is about to be", in para. (6) as redesignated, in the 
introductory matter, substituted "Affairs," for "Affairs or", and substituted "Senate, or the Deputy Director of the 
Federal Bureau of Investigation, if designated by the President as a certifying official--" for "Senate--"; and, in 
subsec. (d)(1)(A), substituted "the Director of National Intelligence, or the Director of the Central Intelligence 
Agency" for "or the Director of National Intelligence". 

2010 . Act Oct. 7, 2010, amended the directory language of Act Dec. 17, 2004, without affecting the text of this 
section. 

Other provisions:  

   Officials designate to make certifications. For provisions listing officials designate by the President to make 
certifications required by subsec. (a)(7) of this section, see Ex. Or. No. 12949 of Feb. 9, 1995, § 3, 60 Fed. Reg. 
8169, which appears as 50 USCS § 1822 note. 

Case Notes   

 1. Generally 
 2. Significant purpose 

 1. Generally 

While defendants argued, with respect to government's surveillance that had been authorized under Foreign 
Intelligence Surveillance Act, that government "may have" violated procedures that Act required to minimize 
acquisition and retention, and prohibit dissemination, of nonpublicly available information concerning unconsenting 
United States persons under 50 USCS §§ 1801(h), former 1804(a)(5), former 1823(a)(5), and they based that 
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§ 1824. Issuance of an order  

(a) Necessary findings.  Upon an application made pursuant to section 303 [50 USCS § 1823], the judge shall 
enter an ex parte order as requested or as modified approving the physical search if the judge finds that-- 

(1) the application has been made by a Federal officer and approved by the Attorney General; 

(2) on the basis of the facts submitted by the applicant there is probable cause to believe that-- 

(A) the target of the physical search is a foreign power or an agent of a foreign power, except that no 
United States person may be considered an agent of a foreign power solely upon the basis of 
activities protected by the first amendment to the Constitution of the United States; and 

(B) the premises or property to be searched is or is about to be owned, used, possessed by, or is in 
transit to or from an agent of a foreign power or a foreign power; 

(3) the proposed minimization procedures meet the definition of minimization contained in this title [50 USCS 
§§ 1821 et seq.]; and 

(4) the application which has been filed contains all statements and certifications required by section 303 
[50 USCS § 1823], and, if the target is a United States person, the certification or certifications are not 
clearly erroneous on the basis of the statement made under section 303(a)(6)(E) [50 USCS 
1823(a)(6)(E)] and any other information furnished under section 303(c) [50 USCS § 1823(c)]. 

(b) Determination of probable cause.  In determining whether or not probable cause exists for purposes of an 
order under subsection (a)(2), a judge may consider past activities of the target, as well as facts and 
circumstances relating to current or future activities of the target. 

(c) Specifications and directions of orders.  An order approving a physical search under this section shall-- 

(1) specify-- 

(A) the identity, if known, or a description of the target of the physical search; 

(B) the nature and location of each of the premises or property to be searched; 

(C) the type of information, material, or property to be seized, altered, or reproduced; 

(D) a statement of the manner in which the physical search is to be conducted and, whenever more than 
one physical search is authorized under the order, the authorized scope of each search and what 
minimization procedures shall apply to the information acquired by each search; and 

(E) the period of time during which physical searches are approved; and 

(2) direct-- 

(A) that the minimization procedures be followed; 

(B) that, upon the request of the applicant, a specified landlord, custodian, or other specified person 
furnish the applicant forthwith all information, facilities, or assistance necessary to accomplish the 
physical search in such a manner as will protect its secrecy and produce a minimum of interference 
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with the services that such landlord, custodian, or other person is providing the target of the physical 
search; 

(C) that such landlord, custodian, or other person maintain under security procedures approved by the 
Attorney General and the Director of National Intelligence any records concerning the search or the 
aid furnished that such person wishes to retain; 

(D) that the applicant compensate, at the prevailing rate, such landlord, custodian, or other person for 
furnishing such aid; and 

(E) that the Federal officer conducting the physical search promptly report to the court the circumstances 
and results of the physical search. 

(d) Duration of order; extensions; assessment of compliance. 

(1) An order issued under this section may approve a physical search for the period necessary to achieve 
its purpose, or for 90 days, whichever is less, except that (A) an order under this section shall approve 
a physical search targeted against a foreign power, as defined in paragraph (1), (2), or (3) of section 
101(a) [50 USCS § 1801(a)], for the period specified in the application or for one year, whichever is less, 
and (B) an order under this section for a physical search targeted against an agent of a foreign power 
who is not a United States person may be for the period specified in the application or for 120 days, 
whichever is less. 

(2) Extensions of an order issued under this title [50 USCS §§ 1821 et seq.] may be granted on the same 
basis as the original order upon an application for an extension and new findings made in the same 
manner as required for the original order, except that an extension of an order under this Act for a 
physical search targeted against a foreign power, as defined in paragraph (5), (6), or (7) of section 101(a) 
[50 USCS § 1801(a)], or against a foreign power, as defined in section 101(a)(4) [50 USCS § 1801(a)(4)], 
that is not a United States person, or against an agent of a foreign power who is not a United States 
person, may be for a period not to exceed one year if the judge finds probable cause to believe that no 
property of any individual United States person will be acquired during the period. 

(3) At or before the end of the period of time for which a physical search is approved by an order or an 
extension, or at any time after a physical search is carried out, the judge may assess compliance with 
the minimization procedures by reviewing the circumstances under which information concerning United 
States persons was acquired, retained, or disseminated. 

(e) Emergency orders. 

(1) Notwithstanding any other provision of this title [50 USCS §§ 1821 et seq.], the Attorney General may 
authorize the emergency employment of a physical search if the Attorney General-- 

(A) reasonably determines that an emergency situation exists with respect to the employment of a 
physical search to obtain foreign intelligence information before an order authorizing such physical 
search can with due diligence be obtained; 

(B) reasonably determines that the factual basis for issuance of an order under this title [50 USCS §§ 
1821 et seq.] to approve such physical search exists; 

(C) informs, either personally or through a designee, a judge of the Foreign Intelligence Surveillance 
Court at the time of such authorization that the decision has been made to employ an emergency 
physical search; and 

(D) makes an application in accordance with this title [50 USCS §§ 1821 et seq.] to a judge of the Foreign 
Intelligence Surveillance Court as soon as practicable, but not more than 7 days after the Attorney 
General authorizes such physical search. 

(2) If the Attorney General authorizes the emergency employment of a physical search under paragraph (1), 
the Attorney General shall require that the minimization procedures required by this title [50 USCS §§ 
1821 et seq.] for the issuance of a judicial order be followed. 
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(3) In the absence of a judicial order approving such physical search, the physical search shall terminate 
when the information sought is obtained, when the application for the order is denied, or after the 
expiration of 7 days from the time of authorization by the Attorney General, whichever is earliest. 

(4) A denial of the application made under this subsection may be reviewed as provided in section 103 [50 
USCS § 1803]. 

(5) In the event that such application for approval is denied, or in any other case where the physical search 
is terminated and no order is issued approving the physical search, no information obtained or evidence 
derived from such physical search shall be received in evidence or otherwise disclosed in any trial, 
hearing, or other proceeding in or before any court, grand jury, department, office, agency, regulatory 
body, legislative committee, or other authority of the United States, a State, or political subdivision 
thereof, and no information concerning any United States person acquired from such physical search 
shall subsequently be used or disclosed in any other manner by Federal officers or employees without 
the consent of such person, except with the approval of the Attorney General if the information indicates 
a threat of death or serious bodily harm to any person. 

(6) The Attorney General shall assess compliance with the requirements of paragraph (5). 

(f) Retention of applications and orders.  Applications made and orders granted under this title [50 USCS §§ 
1821 et seq.] shall be retained for a period of at least 10 years from the date of the application. 

History   

 
   (Oct. 25, 1978,P.L. 95-511, Title III, § 304, as added Oct. 14, 1994, P.L. 103-359, Title VIII, § 807(a)(3), 108 Stat. 
3447; Dec. 27, 2000, P.L. 106-567, Title VI, § 603(b), 114 Stat. 2853; Oct. 26, 2001, P.L. 107-56, Title II, § 
207(a)(2), (b)(2), 115 Stat. 282; Dec. 28, 2001, P.L. 107-108, Title III, § 314(a)(4), 115 Stat. 1402; Dec. 17, 2004, 
P.L. 108-458, Title I, Subtitle G, § 1071(e), 118 Stat. 3691; March 9, 2006, P.L. 109-177, Title I, § 105(b), 120 Stat. 
195; July 10, 2008, P.L. 110-261, Title I, §§ 107(b), (c)(1), 110(c)(3), 122 Stat. 2463, 2467; Oct. 7, 2010, P.L. 111-
259, Title VIII, §§ 801(5), 806(a)(2), 124 Stat. 2746, 2748.) 

Annotations 

Notes  

References in text:  

   "This Act", referred to in this section, is Act Oct. 25, 1978, P.L. 95-511, popularly known as the Foreign 
Intelligence Surveillance Act of 1978, which appears generally as 50 USCS §§ 1801 et seq. For full classification of 
such Act, consult USCS Tables volumes. 

Effective date of section:  

   This section took effect 90 days after enactment, with certain exceptions, pursuant to § 807(c) of Act Oct. 14, 
1994, P.L. 103-359, which appears as 50 USCS § 1821 note. 

Amendments:  

2000 . Act Dec. 27, 2000, redesignated subsecs. (b)-(e) as subsecs. (c)-(f), respectively; and inserted new subsec. 
(b). 

2001 . Act Oct. 26, 2001, in subsec. (d), in para. (1), substituted "90" for "forty-five" and inserted "(A)", and ", and 
(B) an order under this section for a physical search targeted against an agent of a foreign power as defined in 
section 101(b)(1)(A) may be for the period specified in the application or for 120 days, whichever is less", and, in 
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para. (2), inserted "or against an agent of a foreign power as defined in section 101(b)(1)(A),". 
   Act Dec. 28, 2001, in subsec. (e), in paras. (1)(A)(ii) and (3)(C), substituted "72 hours" for "24 hours". 

2004 . Act Dec. 17, 2004 (effective not later than six months after enactment, as provided by § 1097 of such Act, 
which appears as 50 USCS § 3001 note), in subsec. (c)(2)(C), substituted "Director of National Intelligence" for 
"Director of Central Intelligence". [For determination by the President that the amendment should take effect on 
4/21/2005, see Pres. Mem. of April 21, 2005, 70 Fed. Reg. 23925, which appears as 50 USCS § 3001 note.] 

2006 . Act March 9, 2006, in subsec. (d), in paras. (1)(B) and (2), substituted "who is not a United States person" for 
"as defined in section 101(b)(1)(A)". 

2008 . Act July 10, 2008 (effective on enactment, subject to certain exception, as provided by § 402 of such Act, 
which appears as 50 USCS § 1801 note), in subsec. (a), deleted para. (1) which read: "(1) the President has 
authorized the Attorney General to approve applications for physical searches for foreign intelligence purposes;", 
redesignated paras. (2)-(5) as paras. (1)-(4), respectively, in para. (2)(B) as redesignated, inserted "or is about to 
be", and, in para. (4) as redesignated, substituted "303(a)(6)(E)" for "303(a)(7)(E)"; in subsec. (d)(2), substituted 
"paragraph (5), (6), or (7) of section 101(a)" for "section 101(a) (5) or (6)"; and substituted subsec. (e) for one which 
read: 
   "(e) Emergency orders. 

      (1) 

         (A) Notwithstanding any other provision of this title, whenever the Attorney General reasonably makes the 
determination specified in subparagraph (B), the Attorney General may authorize the execution of an emergency 
physical search if-- 

            "(i) a judge having jurisdiction under section 103 is informed by the Attorney General or the Attorney 
General's designee at the time of such authorization that the decision has been made to execute an emergency 
search, and 

            "(ii) an application in accordance with this title is made to that judge as soon as practicable but not more 
than 72 hours after the Attorney General authorizes such search. 

         "(B) The determination referred to in subparagraph (A) is a determination that-- 

            "(i) an emergency situation exists with respect to the execution of a physical search to obtain foreign 
intelligence information before an order authorizing such search can with due diligence be obtained, and 

            "(ii) the factual basis for issuance of an order under this title to approve such a search exists. 

      "(2) If the Attorney General authorizes an emergency search under paragraph (1), the Attorney General shall 
require that the minimization procedures required by this title for the issuance of a judicial order be followed. 

      "(3) In the absence of a judicial order approving such a physical search, the search shall terminate the earlier 
of-- 

         "(A) the date on which the information sought is obtained; 

         "(B) the date on which the application for the order is denied; or 

         "(C) the expiration of 72 hours from the time of authorization by the Attorney General. 

      "(4) In the event that such application for approval is denied, or in any other case where the physical search is 
terminated and no order is issued approving the search, no information obtained or evidence derived from such 
search shall be received in evidence or otherwise disclosed in any trial, hearing, or other proceeding in or before 
any court, grand jury, department, office, agency, regulatory body, legislative committee, or other authority of the 
United States, a State, or political subdivision thereof, and no information concerning any United States person 
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§ 1825. Use of information  

(a) Compliance with minimization procedures; lawful purposes.  Information acquired from a physical search 
conducted pursuant to this title [50 USCS §§ 1821 et seq.] concerning any United States person may be 
used and disclosed by Federal officers and employees without the consent of the United States person only 
in accordance with the minimization procedures required by this title [50 USCS §§ 1821 et seq.]. No 
information acquired from a physical search pursuant to this title [50 USCS §§ 1821 et seq.] may be used or 
disclosed by Federal officers or employees except for lawful purposes. 

(b) Notice of search and identification of property seized, altered, or reproduced.  Where a physical search 
authorized and conducted pursuant to section 304 [50 USCS § 1824] involves the residence of a United 
States person, and, at any time after the search the Attorney General determines there is no national security 
interest in continuing to maintain the secrecy of the search, the Attorney General shall provide notice to the 
United States person whose residence was searched of the fact of the search conducted pursuant to this 
Act and shall identify any property of such person seized, altered, or reproduced during such search. 

(c) Statement for disclosure.  No information acquired pursuant to this title [50 USCS §§ 1821 et seq.] shall be 
disclosed for law enforcement purposes unless such disclosure is accompanied by a statement that such 
information, or any information derived therefrom, may only be used in a criminal proceeding with the 
advance authorization of the Attorney General. 

(d) Notification by United States.  Whenever the United States intends to enter into evidence or otherwise use 
or disclose in any trial, hearing, or other proceeding in or before any court, department, officer, agency, 
regulatory body, or other authority of the United States, against an aggrieved person, any information 
obtained or derived from a physical search pursuant to the authority of this title [50 USCS §§ 1821 et seq.], 
the United States shall, prior to the trial, hearing, or the other proceeding or at a reasonable time prior to an 
effort to so disclose or so use that information or submit it in evidence, notify the aggrieved person and the 
court or other authority in which the information is to be disclosed or used that the United States intends to 
so disclose or so use such information. 

(e) Notification by States or political subdivisions.  Whenever any State or political subdivision thereof intends 
to enter into evidence or otherwise use or disclose in any trial, hearing, or other proceeding in or before any 
court, department, officer, agency, regulatory body, or other authority of a State or a political subdivision 
thereof against an aggrieved person any information obtained or derived from a physical search pursuant to 
the authority of this title [50 USCS §§ 1821 et seq.], the State or political subdivision thereof shall notify the 
aggrieved person, the court or other authority in which the information is to be disclosed or used, and the 
Attorney General that the State or political subdivision thereof intends to so disclose or so use such 
information. 

(f) Motion to suppress. 

(1) Any person against whom evidence obtained or derived from a physical search to which he is an 
aggrieved person is to be, or has been, introduced or otherwise used or disclosed in any trial, hearing, 
or other proceeding in or before any court, department, officer, agency, regulatory body, or other authority 
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of the United States, a State, or a political subdivision thereof, may move to suppress the evidence 
obtained or derived from such search on the grounds that-- 

(A) the information was unlawfully acquired; or 

(B) the physical search was not made in conformity with an order of authorization or approval. 

(2) Such a motion shall be made before the trial, hearing, or other proceeding unless there was no 
opportunity to make such a motion or the person was not aware of the grounds of the motion. 

(g) In camera and ex parte review by district court.  Whenever a court or other authority is notified pursuant to 
subsection (d) or (e), or whenever a motion is made pursuant to subsection (f), or whenever any motion or 
request is made by an aggrieved person pursuant to any other statute or rule of the United States or any 
State before any court or other authority of the United States or any State to discover or obtain applications 
or orders or other materials relating to a physical search authorized by this title [50 USCS §§ 1821 et seq.] 
or to discover, obtain, or suppress evidence or information obtained or derived from a physical search 
authorized by this title [50 USCS §§ 1821 et seq.], the United States district court or, where the motion is 
made before another authority, the United States district court in the same district as the authority shall, 
notwithstanding any other provision of law, if the Attorney General files an affidavit under oath that disclosure 
or any adversary hearing would harm the national security of the United States, review in camera and ex 
parte the application, order, and such other materials relating to the physical search as may be necessary to 
determine whether the physical search of the aggrieved person was lawfully authorized and conducted. In 
making this determination, the court may disclose to the aggrieved person, under appropriate security 
procedures and protective orders, portions of the application, order, or other materials relating to the physical 
search, or may require the Attorney General to provide to the aggrieved person a summary of such materials, 
only where such disclosure is necessary to make an accurate determination of the legality of the physical 
search. 

(h) Suppression of evidence; denial of motion.  If the United States district court pursuant to subsection (g) 
determines that the physical search was not lawfully authorized or conducted, it shall, in accordance with the 
requirements of law, suppress the evidence which was unlawfully obtained or derived from the physical 
search of the aggrieved person or otherwise grant the motion of the aggrieved person. If the court determines 
that the physical search was lawfully authorized or conducted, it shall deny the motion of the aggrieved 
person except to the extent that due process requires discovery or disclosure. 

(i) Finality of orders.  Orders granting motions or requests under subsection (h), decisions under this section 
that a physical search was not lawfully authorized or conducted, and orders of the United States district court 
requiring review or granting disclosure of applications, orders, or other materials relating to the physical 
search shall be final orders and binding upon all courts of the United States and the several States except a 
United States Court of Appeals or the Supreme Court. 

(j) Notification of emergency execution of physical search; contents; postponement, suspension, or elimination. 

(1) If an emergency execution of a physical search is authorized under section 304(d) and a subsequent 
order approving the search is not obtained, the judge shall cause to be served on any United States 
person named in the application and on such other United States persons subject to the search as the 
judge may determine in his discretion it is in the interests of justice to serve, notice of-- 

(A) the fact of the application; 

(B) the period of the search; and 

(C) the fact that during the period information was or was not obtained. 

(2) On an ex parte showing of good cause to the judge, the serving of the notice required by this subsection 
may be postponed or suspended for a period not to exceed 90 days. Thereafter, on a further ex parte 
showing of good cause, the court shall forego ordering the serving of the notice required under this 
subsection. 

(k) Coordination with law enforcement on national security matters. 
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(1) Federal officers who conduct physical searches to acquire foreign intelligence information under this title 
[50 USCS §§ 1821 et seq.] may consult with Federal law enforcement officers or law enforcement 
personnel of a State or political subdivision of a State (including the chief executive officer of that State 
or political subdivision who has the authority to appoint or direct the chief law enforcement officer of that 
State or political subdivision) to coordinate efforts to investigate or protect against-- 

(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power; 

(B) sabotage, international terrorism, or the international proliferation of weapons of mass destruction 
by a foreign power or an agent of a foreign power; or 

(C) clandestine intelligence activities by an intelligence service or network of a foreign power or by an 
agent of a foreign power. 

(2) Coordination authorized under paragraph (1) shall not preclude the certification required by section 
303(a)(6) [50 USCS § 1823(a)(6)] or the entry of an order under section 304 [50 USCS § 1824]. 

History   

 
   (Oct. 25, 1978,P.L. 95-511, Title III, § 305, as added Oct. 14, 1994, P.L. 103-359, Title VIII, § 807(a)(3), 108 Stat. 
3449; Oct. 26, 2001, P.L. 107-56, Title V, § 504(b), 115 Stat. 364; Nov. 25, 2002, P.L. 107-296, Title VIII, Subtitle I, 
§ 899, 116 Stat. 2258; July 10, 2008, P.L. 110-261, Title I, §§ 107(c)(2), 110(b)(2), 122 Stat. 2464, 2466.) 

Annotations 

Notes  

References in text:  

   "This Act", referred to in this section, is Act Oct. 25, 1978, P.L. 95-511, popularly known as the Foreign 
Intelligence Surveillance Act of 1978, which appears generally as 50 USCS §§ 1801 et seq. For full classification of 
such Act, consult USCS Tables volumes. 
   "Section 304(d)", referred to in subsec. (j)(1), is § 304(d) of Act Oct. 25, 1978, P.L. 95-511, which was 
redesignated § 304(e) of such Act by Act Dec. 27, 2000, P.L. 106-567, Title VI, § 603(b)(1), 114 Stat. 2853, and 
appears as 50 USCS § 1824(e). 

Effective date of section:  

   This section took effect 90 days after enactment, with certain exceptions, pursuant to § 807(c) of Oct. 14, 1994, 
P.L. 103-359, which appears as 50 USCS § 1821 note. 

Amendments:  

2001 . Act Oct. 26, 2001 added subsec. (k). 

2002 . Act Nov. 25, 2002 (effective 60 days after enactment, as provided by § 4 of such Act, which appears as 6 
USCS § 101 note), in subsec. (k)(1), in the introductory matter, inserted "or law enforcement personnel of a State or 
political subdivision of a State (including the chief executive officer of that State or political subdivision who has the 
authority to appoint or direct the chief law enforcement officer of that State or political subdivision)". 

2008 . Act July 10, 2008 (effective on enactment, subject to certain exceptions, as provided by § 402 of such Act, 
which appears as 50 USCS § 1801 note), in subsec. (k), in para. (1)(B), substituted "sabotage, international 
terrorism, or the international proliferation of weapons of mass destruction" for "sabotage or international terrorism", 
and, in para. (2), substituted "303(a)(6)" for "303(a)(7)". 




