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(U) EXHIBIT I

(U) QUERYING PROCEDURES USED BY THE FEDERAL BUREAU OF
INVESTIGATION IN CONNECTION WITH ACQUISITIONS OF FOREIGN
INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED

L. (U) These procedures apply to the querying of unminimized information, acquired pursuant
to section 702 of the Foreign Intelligence Surveillance Act of 1978, as amended (“FISA” or “(he
Act”), by the Federal Bureau of Investigation (“FBI”), and apply in addition to separate
minimization procedures for the FBI adopted pursuant to subsection 702(e) of the Act. These
querying procedures should be read and applied in conjunction with those minimization
procedures, and nothing in these procedures permits any actions that would otherwise be
prohibited by those minimization procedures. FBI personnel who have completed training in
these procedures and the FBI’s section 702 minimization procedures may query FBI systems
containing unminimized information acquired pursuant to section 702 of the Act to find, extract,
review, translate, and assess whether such information reasonably appears to be foreign
intelligence information, to be necessary to understand foreign intelligence information or assess
its importance, or 1o be evidence of a crime. Authorized users with access to unminimized
section 702-acquired information should process the results of an appropriate query of
unminimized section 702-acquired information in accordance with the FBI's applicable section
702 minimization procedures.

II. (U) If the FBI determines that it must take action in apparent departure from these querying
procedures to protect against an immmediate threat to human life (¢.g., foree protection or hostage
situations) and that it is not feasible to obtain a timely modification of these procedures, the FBI
may take such action immediately. The FBI will make a record of the action taken, to mclude
any query term(s) used, and report the action taken to the Office of the Director of National
Intelligence (“ODNI”) and to the Department of Justice’s National Security Division (“NSD”),
which will promptly notify the Foreign Intelligence Surveillance Court (“FISC™) of such activity.

1I1. (U) Definitions and Presumptions
A. (U) Definitions for purposes of these procedures

(U) These procedures adopt the definitions set forth in 50 U.S.C. § 1801 for the terms
“foreign intelligence information,” “person,” “United States,” and “United States person.”

meliieiiii V' hen used 1o conduct a query, “United States person query term™ means a term that
is reasonably likely to identify one or more specific United States persons. United States
person query terms may be either a single item of information or information that, when
combined with other information, is reasonably likely to identify one or more specific United
States persons. Determining whether information is reasonably likely to identify one or more
specific United States persons in a particular context may require a case-by-case assessment
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(U) Should the FBI determine that it is necessary to deviate from an aspect of these
procedures to perform lawful oversight functions of its personnel or systems apart from those
gpecified in this subsection (IV F), the FBI shall consult with NSD and ODNI prior to
conducting such a query. NSD shall promptly report the deviation to the FISC. Each such
report shall describe the nature of the deviation from the procedures and identify the specific
oversight activity for which the deviation was necessary.

(U} Consistent with the requirements set forth in subsection I'V_E above, the FBI must keep a
record of any United States person query term used for a query of unminimized section 702-
acquired information in support of the activilies described in this subsection (IV.F).
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