IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA
Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA

FOR AN ORDER AUTHORIZING THE (Under Seal)
REGISTER/TRAP AND TRACE DEVICE 113 o aq”!

)
)
INSTALLATION AND USE OF A PEN %
ON AN ELECTRONIC MAIL ACCOUNT %

ORDER

This matter having come before the Court pursuant to an Application under 18 U.S.C.

§ 3122, by - Assisiant United States Attorney, an attorney for the Government
as defined by Fed. R, Crim. P. 1(b}{1), requesting an Order under 18 U.S.C, § 3123, authorizing
the installation and use of a pen register and the use of a trap and trace device or process
(“pen/trap device™) on all electronic: communications being sent from or sent to the account
associated with _that is registered to subscriber _aI
Lavabit, LLC (hereinafter referred to as the “SUBJECT ELECTRONIC MAIL ACCOUNT™).
The Court finds that the applicant has certified that the information likely to be obtained by such
instaliation and use is relevant to an ongoing criminal investigation into possible violation(s) of
18 U.S.C. §§ 641, 793(d)-(e), and 798(a)(3) by_

IT APPEARING that the information likely to be obtained by the pen/trap device is
relevant to an ongoing criminal investigation of the specified offense;

IT IS ORDERED, pursuant 0 18 U.S.C. § 3123, that a pen/trap device may be installed
and used by Lavabit and the Federal Bureau of Investigation to capture all non-content dialing,
routing, addressing, and signaling information (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to record the date and time of
the initiation and receipt of such transmissions, to record the duration of the transmissions, and to

record user log-in data (date, time, curation, and Internet Protocol address of all log-ins) on the



SUBJECT ELECTRONIC MAIL ACCOUNT, all for a period of sixty (60) days from the date of
such Order or the date the monitoring equipment becomes operational, whichever occurs later;

IT IS FURTHER ORDERED, pursuant to 18 U.S.C, § 3123(b)(2), that Lavabit shall
furnish agents from the Federal Bureau of Investigation, forthwith, all information, facilities, and
technical assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference to the services that are accorded persons with
respect to whom the installation and use is to take place;

IT IS FURTHER ORDERED that the United States take reasonable steps to ensure that
the monitoring equipment is not used to capture any “Subject:” portion of an electronic mail
message, which could possibly contain content;

IT IS FURTHER ORDERED that Lavabit shall be compensated by the Federal Bureau of
Investigation for reasonable expenses incurred in providing technical assistance;

IT IS FURTHER ORDERED that, in the event that the implementing investigative
agency seeks to install and use its own pen/trap device on a packet-switched data network of a
public provider, the United States shall ensure that a record is maintained which will identify: (a)
any officer(s) who installed the device and any officer(s) who accessed the device to obtain
information from the network; (b) the date and time the device was installed, the date and time
the device was uninéml'led, and the date, time, and duration of each time the device is accessed to
obtain info rmation; (¢) the configuration of the device at the time of its installation and any
subsequent modification thereof; and (d) any information which has been collected by the device,
To the extent that the pen/trap device can be set to automatically record this information
electronically, the record shall be maintained electronically throughout the installation and use of
the pen/trap device. Pursuant to 18 U.S.C. § 3123(a)(3)}(B), as amended, such record(s) shall be
provided ex parte and under seal to this Court within 30 days of the termination of this Order,
including any extensions thereof;

[T IS FURTHER ORDEREID, pursuant to 18 U.S.C. § 3123(d), that this Order and the

Application be sealed until otherwise ordered by the Court, and that copies of such Order may be
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furnished to the Federal Bureau of Investigation, the United States Attorney's Office, and
Lavabit;
IT IS FURTHER ORDERED that Lavabit shall not disclose the existence of the pen/trap

device, or the existence of the investigation to any person, except as necessary to effectuate this

Order, unless or until otherwise orcered by the Court.

SO ORDERED: 1s/

RS . SRR
/ Zresa Carroll Bu_chaﬂan
FMted States Magistrate J udge

“on. Theresa C. Buchanan

| United States Magistrate judge
Date:kﬁk,gg | %
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