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L {lJ} Executive Summary 

(TS//Sl//¥<r) The Business Records FISA Compliance Review Team of the National 
Security :\gcncy (NSA), in response to instructions from the Director ofNSA (DIRNSA) 
and as set out in DIRNSA's Declaration of 13 February 200t) to the Foreign intelligence 
Surveillance Court (FISC), conducted a comprehensive systems engineering and process 
rcvic\v of the instrurnentation and implementation of the Business Records (SR) FISA 
authorization, This review was focused along the t\VO major components where 
compliance issues had been reported --- system-level technical engineering and execution 
within the analytic workforcc. 

(TS//3l/'/NF) The review entailed 8 major system or process components of the BR FISA 
metadata workflow, 248 sub-components, and 93 requirements and resulted in 9 ne\;;.' 
areas of concern based on past practices as described herein. NSA has taken steps, 
described herein, to remedy the problems identified, and to ensure to the extent possible 
they will not recur. NSA has also developed plans for both the cuncnt and future 
architecture to provide more rigorous and efficient protection, control and monitoring of 
thc 8R F1SA mctadata. implementation of the envisioned changes in architectural design 
and oversight procedures brieny described in this report will help mitigate vulnerabilities 
and correct the problems identitled through the CDurse of the end-to~end review. 

(C/iREL TO U?;!\, FVFY) The end-to-end review revealed that there was no single cause 
of the problems that occurred and, in fact, there were a number of successful oversight, 
management and technology processes in place that operated as designed. The problems 
NSA experienced stemmed from a basic Jack of shared understanding among the key 
mission, technology, legal and oversight stakeholders of the full scope of the program to 
include its implementation and cndAo~end design. The complexity ofthc overall 
configuration, due in pmi to the intricacy of the system and the <JifTering rules associated 
'.,vith NSA's various authorizations, was also a contributing factor as: "vas the fact that 
NSA oversight was primarily fl)Cused on analyst access to and llse of the metadata. 

(TS/'Sli,'NF) This report, which assumes a basic kno'vvledge ofNSA's structure and some 
familiarity \v1th the FISC documents and DIRNSA declarations associated "vith the BR 
FISA program, addresses previously identified and ne\vly uncovered areas of concern, as 
well as the corrective actions already taken, and those on-going or planned, to address 
these issues. It details the scope ofthe cnd-t(H::nd revie\-v, the methodology employed 
and the results. It also describes the minimization and oversight procedures NSA 
proposes to employ should the FISC decide to approve NSA's resumption of previously 
authorized access to the BR FISA mctadata, to include automated alerting and querying 
of the mctadata, as \vcl! as the autbority to establish \vhether a telephony selector meets 
the Reasonable Articulablc Suspicion ("RAS") standard fOf analysis (i.e., regular 
authorized access). Additionally, the report outiines the checks, balances and safeguards 
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engineered into the system; points to the need 10 clarif)/ existing language in some cases; 
and describes enhanced training for the workf()fee that is designed to prevent future 
instances of non-compliance. Finally, the report includes a summary of a proposed 
technical nfchitcctUfC which will further protect BR FISA mctadata. 

(T£//SU,'NF) In conducting the end~to-end review, NSA established a diverse team of 
technical, legal and mission experts to examine jointly the key functional areas of system 
engineering, mission operations and oversight The NSA team created an architectural 
diagram of tile end-tn-end data and \vorkf1ow and examined each major system 
component and sub-component to ensure a complete understanding of how the data was 
handled. In addition, NSA compiled all HR FISA~rclatcd requirements and evaluated 
each system and process component against those requirements to identify areas of 
concern or vulnerability. 

(tUFOLO, In moving t(.\fward, NSA will not only address the specific technical and 
process issues identified in this report but will also implement changes in its program 
management construct to increase transparency and awareness among accountable parties 
and establish an enduring vie\v of the full scope of the program. 

-fU/TOUC)j NSA may produce additional supplements to this report to the extent 
necessary to respond to additional items that may be of interest to the court. 

II. nla[QllQi Results of Detailed Analysis on Identified Areas of Concern 

A, TtrIJF OtJej Previously Reported Compliance issues 

~, nJdnJtJ~ Telephony Activity lletection (Alerting) Process 

{in Description 

Cf'S,", SL/Nf} As previously described to the Court, i NSA implemented an activity 
detection (alerting) procesi in a munner that ',.vas not authorized by the Court's Order, 
and then inaccurately described th81 process in its initial and each subsequent report to 
the Court. NSA stated that only RAS~approvcd selectors vvere induded on the Activity 
Detection List vvhcn, in fact, the list included those RAS-approved and non-RAS­
approved sclectors~ which were also tasked for content collection by countertcnorism 
analysts tracki and associated terrorist organizations Of, subsequent to 

I ttl '.TOU01 See DlENSA Dcdarati()]1 cluku !3 Februal)' 2009, al Sections HI.A. and llLK 

2 (U'T'Ot:O) NSA now refers to the Alert Process and the Alert List as the Activity Detection Process and 
the Activity l:kteetion List to more accurately describe their li.l!1e1iGrtS. 

'1rC':il."?I:-) In mid-January 2009, there were 1 ,935 RAS<l.pproved and 15,900 non-RAS~appf()ved 
~elcclOrs on the Activity Detection l.ist. At lhm lime. the Station Table (the reference database of all RAS 
evaluations) had approximately 27 .000 sclcc!ors identified as RAS-approved and 63,000 sdector~ 
idcmified as non~RAS-uppro\"ed. 

3 



the 1l1Oddkations of the BR FISA Court Order on 8 August 2006 and again on 14 June 
2f)')7 4 \ \. , , 

(T£I:"SI/i?Wrl'he Activity Detection List that was used prior to 24 January 2009 to alert 
anal yst:; to a selector of potentia! interest was a list independent of the Statton Table, the 
historic reference database of all RAS c\.'aluations. The Activity Detection List was 
compared against the incoming BR FISA data to assist analysts in prioritizing their vi/ork. 
Some oftl1e selectors on the Activ1ty Detection List had been RAS evaluated, and their 
status would have been reflected on the Station Table. Others had never been evaluated 
t()r RAS and would not have appeared in the Station Table, In this latter case, they \vere 
treated as non-RAS~approved on thc alert list v;,:hich meant that contact chaining did not 
take place in the complete body of archived data until and unless the particular selector 
had satisfied the RAS standard, 

cess to the Court reflected a similar process 
already in place fe}}' the program, but NSA 's 
implementation of the t\.I,/O processes was actually different Further, as described to the 
Court, the NSA personnel who designed the BR FISA Activity Detection List process 
believed that the requirement to sadsfy the HAS standard was only triggered when access 
was sought to NSf',' s stored (i.e., "archi vcd" in N SA padancc) repository of BR FISA 
metadatu. The inaccurate characterization was identified in the course of a meeting 
bctvieen NSA and representatives from the National Security Division (NSD) of the 
Dcpm1ment of Justice (DoJ) on 9 January 2009. During discussions, Dol identified what 
was ultimately dctcTI11ined to be an incident of non-compliance with the Order. After 
additional inquiry, NS[)/DoJ ofl"tcially reported the incident to the FISC on 15 January 
2009, 

n3/i3 U/N n Bet\veen 20 and 24 January 2009, the RA S-approved portion of the Station 
Table '(,.'(1S mistakenly implemented as the Activity Detection List in an attempt to address 
the original problems identiflcd with the alerting process. At that time there \vero 
approximately 27,000 selectors on this list, approximately 600 of which were designated 
as RAS~approved \vithout having undergone NSA Office of General Counsel (OGC) 
rel-·in\, as described in Section ILA.4, 

ill) Remedial Steps 

(TS,'/SI.:/Nr) NSA completely shut down the Activity Detection Process against the BR 
FISA mctadata on 24 January 2009 as a corrective measure. 

2.~he 

,j (TS/,EH,':hf") As of g A 
believed to be associated 
2007, the authorization expanded again 
reasonably believed (0 he associated witb 
inclnde_ 

, echanism 

, " of the BR mCiadata for telephone ide1ltifiers reasonably 
permitted by the Court. As of 14 June 

BR mctad31a for telephone identifiers 
associated terrorist organizations to 

.[:~ ... )~.} S L'~<'·I~ r::'f-.o;.o;c.".'t;:):,-'l !.:;-r.:.:"()i"tC".'<» :.·:?l().r~()rt;: 4 



("fS,','SL','NT) As previously reported to the Court,S from May 2006 to 18 February 2009, 
NSA intelligence anu1),5t3 who were \vorking counterterrorism targets had access to a tool 
known as ~ which \Vas used to assist them in dctcDl1ining whether or not a 
telephone ~f interest vva~ present in NSA's mctadata repositories and, if so. 
what the level of calling activity was fix that sclcctOL Between these dates,_ 
in turn, accessed the data present in the BR FiSA mctadata repository to assist In 

f(;Sl'Cl1n<lt~, to these queslions_ is not a tool used fix contact chaining or 
RatheL for each query ofa specific telephony selector, the_ 

tool returns the number of unique contacts, the number of calls made, the dates of the first 
and Jast call events recorded in NSA '$ data repositories and the amount Oflirl1c it took to 
process the query, It docs not return the actual telephone identifiers in contact with the 
selector that serves as the hasis fiJI the analyst's query. can he used 
as a stand-alone tooL it is more invoked other tools such 

(TS,',"£L'Nr) On 19 February 2009, NSA contlrmcd that_ performed queries 
againsl the HR FISA mctadata repository using non~RAS-approvcd selectors. It was also 
confiJmcd that analysts '\vho were :lot BR FiSA~authorizcd inadvertently accessed BR 
FISA mctadata without realizing it as a result of accessing_, The results 
returned from this tool did not identify to the user whether their results came from BR 
FISA or from metadata collected pursuant to NSA's authority to collect signals 
intelligence int<:mmltion under Executive Order (EO) 12333, but rather combined them 
into a consolidated summary, 

(TS,'.::'f .... /Nr) On 20 Fehruary 2009, NSA removed the specific system~1cvd certificate 
(cryptologic authentication fix sothvarc akin to a ticket used to confinn the bearer is 
entitled to that had alkJ\vcd the BR 1 

access ;~~~~~ 
also made sofhvarc.::. 

\vhich rcmovc"Xl analv"ts' ahility to manually im"c ,kG 
, " -, BR FtSA mctadata. Whlle_ could still autom.an,caalY 

5 (tJ.'.T'nuo) Sec DlRNSA Supplemental Declaration dated 2S February 2009 ,It Section ILA. & B. 

(, crs:, C1!,'(tin The removal of the sysl('ln~lcvd 
~::;;'!:;2: , DC.'" ,b,ODt;,,, 
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invoked via the Automated Chaining Analysis Tool (ACAT)/ as staled, the revocation of 
the sysicm level certificate prcvcntc(_ from accessing the BIZ FISA mciadata 
chain rcposilory. 

3.1n7tIOlS·~.QlJmproper Analyst Queries 

(T[J;,'SI;','PJf) Among the compliance issues previously rcported to the Court}; was NSA's 
discovery that bct\vecn ] November 2008 and 23 January 2009, three analysts 
inadvcrtc11l1y performed chaining within thc_ BR FISA mctadata repository 
using 14 different telephone identifiers that did not meet RAS approval prior to the query. 
The analysts did not realize they were querying the BR FtSA mctadata and none ofthc 
identifiers \vas associated with a U,S, telephone number or person. Based on an audit of 
other queries the analysts were conducting at the same time, it appears each analyst 
thought he or she \vas conducting queries of other repositories of telephony mctadata that 
arc not subject to the requirements of the Business Records Order. 

im,pi,emcntcd the Emphatic Access Restriction (EAR) to ensure that 
contact BR nSA repository is restricted 
to only those support personnel have 
conducted tests to ensure the EAR is functioning properly by monitoring manual query 
input and output, evaluating individual and connected functions, as well as examining log 
files to ensure the results of manual querics, now with the EAR in place, produce the 
desired results. Earlier NSA had also introduced a safeguard the nn"lvsls 
acknowledgc that they \vcrc about to access the BR FISA mctadata 
1'1.111hcr reduce the potential i()[ additional instances of non-compliance. More ti::mnal and 
rigorous training also emphasizes the need fix caution \vhen invoking their BR FiSA 
authority. NSA is in the process of finalizing the testing of a sothvurc modification which 
\vill restrict the to chaining no morc than three hops from a RAS-approved 
selector BR FfSA metadata repository. 

crs i'gl Ii!>:}') Internal audits of the activities ofNSA personnel authOlizcd to query the 
data under the 5 March 2009 order since 17 March 2009, \\ihcn the Court approved the 
first batch of BR FlSA metadata selectors as meeting the RAS standard, have shown no 
further compliance issues. 

4. fHiiiSWi>lf) U.S. Identifiers Designated as RAS-Appnn:ed without OGC 
Rev!cvv 

(l:J :rOUO) The rclati01Hhip bel\\,'{xn the /\CAT 
Ciln be round in 1hc Appendix, Ciio%ary oCTerms. 

Ii (lJ.. IHl)O) Se~' DIRNSA Supplemental Declaration dated 25 hbruary 2009 at Seeliu!} ltD. 
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(T:?; cSV/tWj Bct\vccn 24 May 2006 and 2 February 2009, NSA designated 
approximately J,OOO U.S. selectors as RAS-approved on thc Station Table without 
undergoing the required OGC approvaL This set of numbers was derived hom two time 
periods: 1 January 2005 to 23 May 2006 and 24 May 2006 to mid- December 2008. 

"'TS/,U!.'N~ Approximately 600 U.S. selectors that had been tipped to FBI and CIA 
bdvvcen t January 2005 and 23 May 2006 as having ties to known, or probable, ten-orist 
entities \lvere added to the Station Table after the BR FISA Order was issued in an effort 
to '~jumpslart" the BR FISA operations. These 600 lLS. selectors did not undergo OGe 
rc\'lC\v. 

(! ,5,,;lIiliFl Between 24 May 2006 and () May 2009, NSA issued 2779 BIZ F!SA-bascd 
reports, all of which were based on contact chaining of RAS-approved selectors. Induded 
in these reports were tips to customers (FBI, ClA., NCTC, and/or ODN!) of U.S. 
telephone numbers \vhich had been in associated 

wcre \vithln 
RP,S-uPf,ro'lcd sci"ct()J'. For rcports . 24 May 2006 

and mid-lDccClllher 200K, NSA took the additional step of designating as RAS~approved 
in the Station Tahle the subset of these domestic selectors that v,'cre lipped as having ties 
10 known, or probable, terrorist entities. However, these selectors did not undergo the 
required OGe review. For this cntrrc period (24 May 2006 to J 5 December 20(8), the 
total number of U.S. selectors added to the station table as RAS-approved, but without 
the OGC review, was approximately 2,400.1() 

(TS,'.'SI/.Nr) At thc time the RAS~approved portion ofthe Station Table was mistakenly 
implemented as the Activity Detection List in mid-january 2009, as described in Section 

() \T:s, .. 31.:,:f(r) The numba of report'; included in the DlRNSA Declaration of 13 February 2009 WAS 275. 
Thi~ WilS based upon inf~xmailOn gathered on 6 Fcbruary. Further fcvinv has taken into account the litet 
thai an aJdillOnal report \-vas issued after (, February, but before 13 February. Some of these reports had 
heen cancelled for various reasons and some of the eaneeHed rqwrts were reissued '.>lith COITcc:tioll3_ 
Thcrdl:l[c, the Ci.ln·ccl number of unique lCp(\rh as ofthe 13 February 2009 declaration should have been 
274. Simx then, additional reports have been issu~d for a current 101al of 277 (a~ of 0 May 2009). The 
DeclaratioJl also statd that Ihere were 2.549 sclectors tipped in these reporH. The acmai number or 
~deel(1r,; lipped in the 274 rep(lrt~ is 2,gx~. 

H eCl', 5L'.'Nn Approximately 1000 of ILese sclector~ fmlD Ill(: post-23 May 2006 era were reporlCd to 
customers ae-; haVing only an indirect connection to known or probable terrorist sekctors. !t was not NSA 
policy to include (hi,; category of number" in Ihe Slntioll Tllblc ,"~ .eRAS-approved." However, an error was 
made during a hulk upload to the Station Table of lipped numhers on 9 December ZOOB and these number~ 
were inadvertently included. They were [,resenl on the Station Table a~ RAS~approved until the entire set 
of 2.400 U.s. selectors were chan2ed to "not RJ\S-approved" on 15 Deeemher 200K (six days later). An 
audit of the Alert system, !he~ystem and the 'rransaction Database Sh{HVcd that no ,:haining: in 
the BIZ FlSA metadalK1 was performed on these numbers during this period. 
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ILA. 1., approximately 600 11 of the U.S. selectors from the Table had not undergone the 
required OOC rcvie\.'/. Forty~six of these approximately 600 selectors generated alerts as 
a result of the actions described in Section !tA.l; hO\vcver, none of the resulting analysis 
based on these alerts yiekkxl infbITnation that was subsequently tipped to customers. 

(TG.',""SL','lJF) Designating these U.s. identifiers as RAS-approved \vithout the required 
OGC review grew out of a related practice that NSA applied briefly to its development of 
the Telephony Activity Detection List in 2006. Specifically, in its first periodic report to 
the Court as directed in the initial May 2006 Order, NSA stated that U.S. identiflers that 
had been reported to FBI and CIA prior to 24 May 2006 because of their direct contact 
with international terrorism selectors had also been added to the alert list, even though 
thev had not been QualifIed as seed identifiers and had not been rcvic\l,lcd bv OGC While J , ., 

the initial report explained to the Court the NSA rationale for the bcliefthat these 
identifiers did not need to go through the full approval process to be included on the alert 
list, the November 2006 90-day report also stated that the practice had ceased as of 18 
August 2006. Although the use of this process to add identifiers to the Alert List did 
cease on that date, NSA I-~lilcd to discontinue the process of adding selectors to the 
Station Table. 

(TS/,.'SL'iNr") In early February 2009, all selectors that the OGe had not revie\vcd were 
changed to non-RAS-approved on the Station Table. 

130 (tJ) Newly Identified Areas of Concern 

L 
2009 

INot Audited Prior to January 

iUi Description 

(TS/iSl//fH') January 2009 discussions bet\veen 0\,=' '::::::::::~===========~===========::::::::==:=; 
the HR FISA-authorizcd analysts revealed that the 
N SA's repository for individual BR Fl SA metadata onc- 01' chains, . not cen 
prompting fmihcr investigation as part of the cnd-to-end review. Prior to that time, NSA 
0&(' was not mvare of its existence in the tedmica! architecture and thcre!1:mc: did not 
audit the database. 

fl]) Remedial Stegs 

(TSi/Sj/ ..... Np BctwcenMay 2006 and January 2009 
_logging capability recorded all queries via the analyst graphical user interface 

II (P;,:'st:,Nf', These were lhe approximately 600 from the pre-FlSA era; tlK' others had been changed to 
"not RAS-approwxf' in mid-December 200((. The failure to remove ihese approximately 600 numbers Vias 
an ovusighL The (:iOO selectors were changcd to "non-RAS<lpproved" on the Station Table in early 
Fehwary 200l). 

-.f'f.-) i) S i/(::-: 1\. ~.:.~ .. -:~.:::.~: ~() ;1_"'11 ~ f';··.·:::~)it(:···<) > ~:.:>+ () !o··()ft f~ 8 



to the data within the. to include the user's login, Internet Protocol (IP) address, 
date and time and retrieval request ,-, all fldds required by the OrdeL Analysts use the 

to verify the specific call event details bet\veen two individuals -­
details such as which selector initiated each call, \vhen the caB was initiated and hmv long 
the call lasted, However, sometimes to verify the call details of a communication event 
the analyst llses the selector that was the flrst or second hop result as the retrieval request 
Because of thi the selector that \vas the RAS-approvcd seed is not ahvays evident in 1he 

_ In Jan 2009, NSA took steps to augment the 
system log to include the 

RAS-approvcd seed that the user was asserting to be in 1\\'0 hops of the selector 
being queried. 0&(' began audit!ng queries to the database in February 2009, Since this 
enhanced auditing capability V·ias added, O&C has audited the BR FISA-authorizcd 
intelli ueries and found no evidence of improper queries. Although the 

suffered a system crash in September 2008, NSA 
was ultimately able to recover sufficient data to pennit O&C to conduct sample audits of 
queries since the Order's inception. These sample audits revealed no unauthorized 
analysts conducted queries Dgainst the BR FISA mctadata and no authorized analysts 
conducted improper queries of the metadata. 

n·?;)?;jii]>lF) As the 
architecture, it is currently not protected by the EAR, NSA \vill migrate 
functionality into the corporate architecture to provide greater acco ity and to help 
ensure compliance with the Court Order and any future requirements. Reconstituting this 
database \vithin the corporate architecture \V-ill ensure that it is established and supported 
on systems that use corporate authentication/authorization services, usc system security 
and configuration management practices, are certified and accredited \\lith approval to 
operate o~ an active System Security Plan (SSP),17 and above all employ software 
measures that minimize compliance risks, 

2. (,fSHSIHNT) Data Integrity Analysis} Usc of HR FISA Metadata 

iV) DcscriQtiQn 

(Ts//g ii/») F) As part of their Court-authorized function of ensuring HR mctadata is 
properly fonnattcd for anal .. data in . ana] sts seek to identi . 

Once the data 
integrity analysts had identified such G BR FfSA data, they 

I' (U .. TOt'O, An SSP is il formal document describing ille implemented protection measures f(:Jr the secure 
operation of a computer system. 
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IN(mld not only take steps to prevent the selectors becoming part of the analysis in the HR 
FISA context, but \vould also note them selectors in other NSA systems 
in order to similarly prevent them from being included in analysis conducted outside the 
HR FISA context. NSA detenllined that the data integrity analysts' practice of populating 

umbers in NSA dat8bases outside the 13R FISA databases had not been 
described to the Court 

(TSi/SliiNF) For example, NSA maintains a database, which is 
\yieldy used by analysts and designed to hold idcntiflers, to include the types 01l1li1 
_I numbers referenced above, that, based on an analytic judgment, should not be 
tasked to the SICHNT system, !n an dl(xt to help minimize the fisk of making incorrect 
associations bctWC{;,'l1 telephony identi~ta intCf,'fity analysts 
providc1d the BR metadata _ small number of _ 
_ BR metadata business numbers \vere stored in a file that was accessible by the 
HR FISA-enahlc(_ a federated query tool that allowed approximately 200 
analysts to obtain as much infonna_tion "as~ possible about a rrticular selector of int~e!est._ 
Both and the HR ¥' lSA~ allowed analysts outSide of 
those authorized by the Court to access the_ltlUmber lists. The end-to-end 
revie\v has not identified any other systems that have been fed ' 
numbers uncovered by the data integrity analysts from the BR FISA mctadata. 

developed a 'defeat list' process to 
be of JittJc analytic value and that 

In building defeat lists, NSA 
I entl· selectors in data acquired pursuant to the BR FISA Order as \veH 
as in data acquired pursuant to EO ] 2333. When candidat selectors 
contained in the BR FlSA mctadata were f(mnd 10 have a 

btained approval from the data integrity analysts to allow 
sc , w come rom BIZ FISA metadata, to be added to the defeat list. This 

resulted in all references to those selectors being removed from all 
chain databases, to include the database containing and processing data acqu pursuant 
to EO 12333. Since A st 2008 had also been sendi all selectors on the 

A notice ,"vas filed with the FISC on these issues on 8 

(U) Remedial Steps 

2009, NSA dctcnnined that the data integrity- analysts' practice of 
======~ 

PopUlarng . bers i and using BR FISA-enablcd 
_ to access this database was an arc SA immediately began 
quarantining the BR-derived idcntiflers i completi the action b 
2 Mav 2009, Access to the file containim:: the sm 13K-derived 

~ . .~. 
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identifiers by the HR F1SA-enable(_ \vas shut off on 12 May 2009, when files 
created by the data integrity analysts were- moved to a protected work file system. 

(TS,','SI/.,Nf) NSA rich,y," 

ever been added to 
began to maintain ~!!!!::.!!"-
on 11 removed the eight 

"Clem list The BR FISA defeat list will no longer 
until thIs issue is resolved. 

(TtL'SI/,'Nf) As the positive impacts that result in making these numbers available to 
analysts outside of those authorized by the Court seem to be in keeping \vith the spirit of 
reducing unnecessary telephony collection and minimizing thc risk ofmaklng incorrect 
associations between telephony idcntillcrs and targets, NSA \vi11 work with Dol to seek 
(' ;. h ' i] 
~t)urt approval to contmuc sue pra,ctlccs,-

3. (TS/r'CiiI/NO tlse of Correlated Sc~ectors to Query the fiR FlSA MC1adata 

tV) Ocscrlpf12g 

(Tb.'/SI//Nr) The cnd-to-end review revealed the fact that NSA's practice of using 
con-elated selectors to query the BR FiSA metadata had not been fully described to the 
Court. A communications address, or selectoc is considncd. cOlTelated \vith other 
communications addresses whcn each additional address is shov,.'n to ;d,,,,,;fv 

~~~~21 as the ~~ aMress 

the DR FISA metadata routinely used 
to query the BR FISA 

mc,ta,:iata without a separate RAS dctcnnination on each correlated selector. In other 
\vords, jfthcrc was a successful RAS determination made on anyone of the selectors in 

Iiii'H3l:JC) See j\ppcndix 1, Glossary of Tenns. for expan:-:ion ilnd definition oill •••••• 
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the correlation, a11 were considered RAS-
=:::::!:::::=== 

(TUHCi/ihf-lj Although NSA obta" con-elations from a variety of 
sources to include Intelligence Community reporting, the tool that the analysts authorized 
to the SR FISA mctadata primaril used to obtain the cOlTelations is called 

A description ofhO\v is used to correlate_====1 
was included in the govemment's 1 g August 2008 filing to the FlSA 

COUli. \VhiJe NSA previously described to the FISC the 'cc of using correlated 
selectors as seeds, the FISC never addressed \Vh correlated selectors 
met the RAS standard \vhen anyone of the correlated selectors met the RAS standard. A 
notice \\'l1S filed with the FISC on this issue on 15 June 2009. 

(IJ) Remedial StC[!S 

(T3//~ ji/NF) The ~ a database that 
holds correlations ctwccn ors of interest, to include results ft-om 
was the primary means by ,;vhich correlated selectors \verc used to query the BR FISA 
mctadata. On 6 February 2009, prior to the implementation ofthe EAR,~ccess 
to HR FISA metaJata \vas disabJed, preventin~1 from providing automated 
correlation results to BR FfSA-authorized anal}'sts. In addition, the implementation of the 
EAR on 20 February ended the pnictice of trcatin . ations as RAS-
approved in manual queries conducted \vithin since the EAR requires each 
selector to be individually RAS-approved g used to query the BR FISA 
data. N SA ceased the practice of trcatin correlations as RAS-approved 
within the _ in conjunction with the March 2009 Court 
Order. 

4. ~andiing BR FiSA J\'1etadata 

tV) Description 

(TS/iSli/pH') The results of the Homeland Security Analysis Center (HSAC) analysts' BR 
FISA metadata contact chaining queries have been routine! made available to the 
broader pulation ofNSA analysts working 

s sharing helps ensure that analysts with felgn target expertise can 
apply the full scope of their knO',vkdge to the HR F1SA-generated information to identify 
all possible terrorist connections quickly and characterize them within the context of the 
target's known activities. With only 20 HSAC analysts approved to query the bulk Bi<. 
FISA metadata and more than one thousand analysts working various aspects of the 
counterterrorism mission enterprise-wide, fewer than t\VO percent of counterterrorism 



anJlysts currently have the (JuthorilV to access the BR FiSA mcladata. Thus, the 
colJccllvc experience of the HR FlSA-authorizcd analysts represents a small fraction of 
NSA's overall expertise on counterterrorism targc1s, CT target analysts beyond the small 
number currently authorized to query the HR FISA mctadata arc responsible fix 
analyzing the data in the context ofSlGtNT infc)mlation and \'.!flting reports; this practice 
continued under the structure imposed by the March Court Orders. NSA believed such 
internal sharing of the results of ib analysis (as distinct from the bulk metadata itself) \vas 
consistent \vith the Court's Orders: but had not included a ofi! to the Court in 

(TfJi.]l/,'Nf) In addition, the Court Orders prior to 2 March 2009 state that "any 
processing by technical personnel of the BR metadata acquired pursuant to this Order 
shall be conducted through the NSA's private network, which shall be accessible only via 
select machines and only to cleared technical personnel, using secured encrypted 
communications," The end-tn-end review revealed that the \vay in which NSA protects 
the data is not precisely as stated in the Court Order; however we believe NSA's 
implernentation is consistent with the intent of preventing unauthorized users trom 
accessing the data, For example, there arc not specificaUy designated or "select" 
machines from which technical personnel access and process the data on NSA'5 private, 
secure network The internal NSA communications paths on its classified networks arc 
Dot encrypted, but arc subject 10 strong physical and security access controls l5 which 
provide the necessary protections. 

(T£FSU,'Nr) The end-10-end review also revealed that data integrity analysts, in order to 
conduct their authorized duties, pull samples of raw BR mctadata into their private 
directories on the NSA net\vork, which they access via username and password, to 
analyze the metadata in order to develop new parsing rules or prepare samples for spot 
checks. The private directories offered them a the metada1a using 
tools and applications that they could not invoke in 
_ While these directories could be ~~~~~ 
repository to the 
described to the Court, ,. not as a true dalal}",;e 
repository. The data integrity analysts arc au.thorized to access the data, and any 
importation to their own systems was deleted when no longer needed. 

-n:',,','§T'l:.l,q Additionally, the revic\\.' uncovered that data integrity analysts, in 
conducting their authorized duties. copied data into tv,'O shared directories created f()l" 

15(1 S" Al,',Ti~Thc NS;\ CI'mp1cx is it SClSillVC Compartmented InConna!ion Facility (SelF) that is an 
accredited m~la!lati()n. incorporating ~tf('ng physical and sccurity aeCe~s control mea~ures (barriers, jocks, 
alarm systems, armed gUi\rd~), to which only authorized personnel are granted acces~, ~/ithin NSA, only 
approved users of NSANET can gain acces~ to thc nctv"nrk through login and password. Once on the 
nd\vork, Ilk user can onlY acces~ {he BR FlSA, metadata if additional access controh specifically allow 
such accc~s. Accc~s to particular da1a seb lS granted based on nccd~lo~kn(1\v and is verified ,:iil Public Key 
lnfrastructure (PKl). 
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restricted infc)mlation \\.'ith a controlled user seL These shared directories also offered 
access to similar tools and applicaiions as mentioned above. NSl"'<- learned that roughly 
170 personnel \\iho at one time had been cleared for sensitive mctadata programs had 
access to files on this server. Approximately 15% ofthcse personnel 'were system 
administrators or data integrity analysts; the remainder included intelligence analysts, 
rnanagers and engineers. \-\lhiIe it was possible for the flIes to be accessed by any of these 
personnel, it is unlikely that anyone other than data integrity analysts \vould have done so 
since it would have been outside the scope of their duties. 

{U} Rcrncdild Stcgs 

t: 1 §//S L'/T> I Ff:,t\ notice was flied 'with the FISC on the matter of sharing results of queries 
within NSA as it relates to the BR F1SA Order on 12 June 2009, While NSA believes the 
ability of BR FlSA-authorizcd analysts to share unminimized 
broader population ofNSA ana!ysls "'lurking 
is critical to the success of its counterterrorism e " 
the process of limiti 

_:I tho ''',cd analvsts. 
he Court explicitly authorized the continuation of internal sharing of the results 01' 

authorized queries \vith NSA analysts other than the limited number authorized to access 
the bulk metadata, provided all analysts receiving such results receive date and 
adequate training. The government anticipates seeking 111 

the BR FISA context. 

t: I :§iiCH/i N}1-Rcgarding the handling of meta data by technical personnel, NSA 
implemented additicma! access controls using UNIX group access control \vhich assured 
that only thc data integrity analysts were in the "group" which could access this data, and 
is providing appropriate protected storage arcas fi:.n the data integrity analysts' work files. 
With regard to the manner in which NSA secures the BR FISA metadata, NSA will work 
\vith Dol to more accurately reflect in any future application to the Court the CUlTcnt 

method of providing protection. Instead of accessing the data via select machines using 
secured encrypted communications, NSA provides protection through the use of the 
secure netv'!ork; use ofNSA's identity and authorization access control service; and other 
NSA corporate standard data protc'Ction services, 

5. (~System Developer Access to fiR FISA Metadata vvilile Testing 
Ncvr Tools 

fl.]) Dcsgiption 

(T?;i,'~t/J>lF1 In its revlev,; of all tools and interfaces that aHO\ved access to BR FISA 
metadata, NSA deternlined that developers assigned to v/ork 
_ a next ""ion mctadata anal sis" hicnl user interface (GUI) which is 
the replacement fix had queried BRFISA metadata 
chaining summaries 20 times during the course of their testing between 26 September 
2008 and 11 February 2009, This access occurred due to the dual responsibilities ufihe 
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individuals involved, The developers also have maintenance 
responsibilities for thc operational system, 
is warranted on a continual basis, While the actions \/,,'ere in keeping \vith the Court 
Orders that were in place at the time of the queries, access to the BR metadata ¥/as 
unintentional and unknmvn to the developers at the time, 

(tTl Remedial Stcgs 

(TS//Gl/ .... f-Jn Vlhen this issue surfaced, NSA implemented a software change on 19 
March 2009 to prevent the __ GUI from accessing BR F1SA 
metadata regardless of the user's access level or the RAS status of the selector. NSA also 
implemented an oi/ersight process \I/hereby all BR FISA~autborizcd technical personnel 
who have both maintenance and development responsibilities have their accesses to BR 
FISA metadata revoked when involved in new systems development. This process will 
ensure no inadvelicnt access to the data until such time as these technical personnel 
receive OGC authorization to access BR FISA mctadata to test technological measures 
designed to enable compliance \Nith the Court Order. The NSA O&C is notified each 
time anyone's pennission to access the HR FISA mctadata is changed and tracks these 
changes for compliance purposes. 

6:rrS/,'Gi/.II\LELProvider I'isserts That Foreign-to- Foreign Metadata "~"as 
Provided Pursuant to BUSiness Records Court Order 

(tl) i)cscription 

"ft'~~,~~ NSA's mission clement which obtains 
the BRFISA metadata from the providers, reported during the end-tn-end revlevv' tha. 

raised a question concerning whether certain f()reign-to-foreign 
NSA is sub"ect to the tenus of the BR FISA Order_ 

This ibreign-to-f()reign 
metadata stmicd coming into NSA in January 2007. 

{lJ} Remedial Steps 

The Court IS no\v 
a\vare of this issue, and the Court's 29 May Order specif1cally excludes from its scope the 
af;xcmentioned t(}reign-to-lt)feign metadata. The provider eeased providing this mctadata 
on the same day as the Order was signed. NSA is coordinating with the provider and the 
NSD/DoJ to resolve this matter. 

7. 11 Sf is ISJ!.I14 tJ riintcntional Omission of OGC Revie\y MES. Identifiers 
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ill} Description 

(TSi/Sl/,'pJr) It \-vas recently discovered that during the June through October 2006 
timcfrarne, in the proCC~5 of implc:nenting the initial BIt FISA Orders, a few domestic 
numbers were designated as RAS approved and chained without OGC approval due to 
compound analyst errors~ These crrors occurred \vhcn analysts inadvertently selected the 
incolTect oplion in a GUL The correct option would have designated the domestic 
identifier as needing OGC approvzL The incorrect option put the domestic selector into a 
large list offon:ign selectors which did not need OGC approvaJ as pati of the RAS 
approval process. In those cases \vherc the Homeland Mission Coordinator (HMC) failed 
to notice the domestic numher in the large list of foreign selectors and the RAS 
justiflcation was approved, the number \vas chained. NSA continues to investigarc this 
matter. bu.t, based on avai!ablc records, NSA's initial estimate is this OCCUlTed fewer than 
ten times. NSA \\-'i11 provide addit:onal inf1xmation as appropriate. A notice was filed 
\-vitb the FISC on this issue on 29 June 2009. 

{U} Remedial Steps 

iTS 'JSI .... /?H') Each time an error was identified through quality control, senior HMCs 
provided additional guidance and training, as appropriate. Continued training and 
management oversight, in particular when new analysts arrived, helped ensurc such 
errors \vere not repcattxL 

K (T8//SiNNF) External Access to Unminimized HR FISA IVletadata Query 
Resuhs 

tlJ) DescriQtion 

(T§;,'i§:,[,'iNr) In examining NSA's practice of sharing BR FISA metad!ata 
with other NSA analysts working aUlihc;circd 

NSA learned ofelA FBI, 
mctadata-dcrivcd query results and target knowledge int(wmation 

via an NSA eountcrtcnorism datahasc~ This matter, just recenUy identified, \vas iJ 

collaboration practice that was in r1acc prior to the inception of the BR FISA Court 
Orckr. Over time, approximately 200 analysts at CIA, FBI, and NCTC had been granted 
access to this target knoV\·'lcdgc hase. \Vllon the BR program was brought under the 
jurisdiction orillc FlSA Court, this practice ,vas not modified to confonn with the 
Order's requirements for the dissemination of BR FISA mctadata-dcrivcd query results 
outside ofNSA. A notice was filed \vith the FISC on this matter on 16 June 2009. 

{tJ) Remedial Steps 

(T~;igi/."pJr) While NSA disabled the hyperlink button used by the external anatysts to 
access this target knO\vlcdge database in the Sumrncr 2008 timcframe, NSA learned that 
the external analvsts could havt.:: still accessed the data if they retained the URL address. 

" " 
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Upon identifying this as an arca of concern OD It JUDC 2009, NSA began terminating 
external customer account access to the target kno\vlcdgc database, completing the action 
by 12 June 2009. NSA is continuing to investigate this matter; audits are no\v underway 
to determine the extent to which the query results may have been accessed. Once 
completed, NSA will provide a full explanation of this practice. 

{U} Description 

1'1 S//3i/i?TF~When an NSA analyst determines that infonnation identifying a U.S. person 
is critical to include in a metadata report, he or she is required to obtain dissemination 
authorization from the designated NSA approving office in accordance \""ith the Court's 
Order. Specitlcally, the ordcr requires that prior to disseminating any U.S. person 
infoD11ution outside ofthe NSA, the Chief o flnfonnati Ofl Sharing Services must 
determine that the inf~)rmation is related to countelicff01ism inf(xmation and is necessary 
to understand the inf(mnation or to assess its importance. In fact, the Chiefof 
lnfonnation Sharing Services, \vben unavailable, has in the past delegated this authority, 
typica!Jy to the Deputy Chief Additionally, after hours or in an emergency situation, this 
authority has also been delegated to NSA's Senior Operations Officer (SOO) in its 
National Security Operations Center (NSOC). 

:c.::.c..c-"..:"'--=-=---=-=:.::.==-:::o..:::.f...:cs-=-c:.::.n,,,,,si=ti:..,vc mctadata among NSA's 
called Requests Infonnation (RFls), submitted to 

, ere disseminated to all the partners fix response. Only those RFIs that the 
emlined \\''Cfe answerab!c by NSA \vere fonvarded to the HSAC liSAC 

queries in response to the RFls were only performed against valid RAS-approvcd 
selectors. The_tandard operatjn Ufe \-vas to minimize HSAC's results 
and then merge them \vith the results 0 ' with any sourcing in1'01mation 
sanitized, Of the 12 RFls sent to i-iSAC 'cen 2007 and 2008, HSAC 
affJrmatively responded to only four. The idee! the results o1'one l6 of 
these RFIs, in a sanitized i{xmat, back to the uestor. While the query 
results \vere sanitized to remove inf(mnation ng collection source, it \vaS 

recently discovered that t\VO U $. telephony identifiers derived from BR FISA metadata 
anal s results \vere inad ·hared without being minimized by NSA, with the 

7 As it was not ~ractice 
to disseminate unmillimized US. person inf{)rmation, obtaining dissemination 
authorization hom the designated NSA approving office was not part ofthcir process, 

tU) Remedial S~ 

1(, (l'.,'/I{)UO) -)'ile RFI re~rGnse is not a sub~et of the 277 reports discussed earlier in Section l1.A.4. 
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(TS/"SI,'i'P)F.:j NSA is currently conducting a review of any HR FrSA mctadata~derivcd 
reports that contained U .. S, person identifying int(mnation to determine consistency \"lith 
the Court's OrdeL Once this is completed, the results "vill be provided. 

A. (lJ) Scope 

(TS/,'GU/~JF) NSA established a team of experts to conduct a thorough end-to-end 
systems engineering and process review ofthe BR FISA mctadata \vorkl1ow. The team 
reviewed 93 [cuuircments extracted from the March 2009 BR FISA Court Order, . J - -

App!ication and Declaration; dataflow diagrams; and system documentation (to include 
systems engineering and security plans) to ensure a complete understanding of how the 
requirements \vere being met prior to 2 March 2009, hmv well they are currently being 
met, and what changes may be needed to ensure compliance, The team then used these 
requirements as a basis to examine six key aspects (systems architecture, analyst 
worki1ow, management control, compliance auditing, oversight, and training) ofNSA 's 
handling of BIZ FISA mctadata, and to establish a comprehensive plan to ensure that all 
requirements are addressed and properly implemented, 

(T~//~!//]>J'F) Another critical step in preparing to conduct the eno-to-ond revlc\v v,nts to 
identify and map hO\v all the system components fit together. Lack o~>uch end-to-cnd 
{)\varoness contributed to the problems initially reported to the FISC.'~ The 
systems/processes revic\ved "vere: 

L 

2. 

repository for individual BR FISA metadata one-hop chains 
5, the Telephony Activity Detection (Alerting) Process 
6. the Reasonable ArticulabIc Suspicion (RAS) Approval Process 
7. the 13R FISA Analytic Tools and Processes 
8. the BR nSA Analyst Decision and Reporting Process. 

p~ (tJ.:,'nHJO) See Declaration of the Director of the National Security Agency (DlRNSA) dated 13 
February 2(j09. 

18 



(T[,.'.'8L','1'\lI'TThe interaction of these S" !·s len18 

tl:)1I0WS I and 

i 
{iatal1aSC$ arc accessIble to HI<. mtclhgencc analysts. These analysis also 
usc the t;:)llcnving processes: the Activit}' Defection (Alerting) Proces,,,,, the RAS Approval 
Process, the BR {15A Anafytic Tools/Proce.Yscs, and the BR 1,15,/1 Analyst 
Decision/Reporting Process to identify, query, analyze and ultimately dissf-'1l1lnatc 
information derived from the metadata. These eight components, part of a large and 
complex system, arc further described in Section Ute. and pidured in Figures J ~ 1 O. 
Figure 1 provides a top-level view of the ovcmlJ architectural system, Figure 2 highlights 
the eight components, while Figures 3~ 1 0 highlight each of the individual components in 
greater detail. Each component is rdlected \vith corresponding colors in the diagrams. 

(TS//S!','0>ll.Z1 In concert with this systems engineering cnd~to-end rcvievl", NSA conducted 
a thorough review of its analytic p~ocesses, management controls, auditing mechanisms, 
oversight and training fix the HR FISA mctadata handling. This included a thorough 
eXamil1l.ltion of CJch activity, tool and analytic process to assure that it operated in 
compliance \vith the Court Order. The rcvic\v lcd to several additional audits to ensure 
that no compliance incidents had occurred and to examine whether or not the individuals 
who \vorkcd with the BR FlSA mctadata fully understood the applicable authority and 
limitations. Documentation and training were also updated. Each part of the review 
compared the component or process being revicv-..'cd \vith the relevant requirement from 
the list extracted from the COUli docurncnts. 

-C1's,·' igr<!>!~ NSA's systems engineering and workf1{)\v reviews surveyed the processes 
and tools as they existed before any remedies \vcrc implemented. This retrospective 
evaluation enabled NSA to develop the near-tt.'fm corrective mcasun .. '"S nt .. 'Cc"Ssary for 
cuncnt Court-approved operations and potential resumption of regular access to the BR 
FISA mctadata should it bc authonzed by the Court It also infoTIned plans f(jr 
incorporating the BR FISA flow ir,to the NSA future architecture more effectively_ 

K (lJ) Methodology: 

-CfS,'.'SI 'if}! 0 NSA employed a repeatable and "vell-documented process in conducting its 
cnd*to~cnd review. NSA derived technical requirements from the legal requirements 
governing BR F1SA mctadata handling. As noted, NSA simultaneously began to develop 
an end-to-end systems engineering diagram of the systems and databases that support BR 
processing and storage. NSA also developed and conducted Initial Privacy Assessments 
(IF As) \vhich include 3 standard sc:t of questions used to determine, among other things, 
whether the system or process under review interacts \vith data that could contain 
information about U.S. persons. The outcome of the IPA detcmlincs \vhcther a more 1n-
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depth Privacy Impact Assessment (PIA)]'> is required to fully explore the extent of 
interaction and whether any privacy compliance concerns exist An IFA was conducted 
for any system or process identiflcd as potentia!!y part of the BR FlSA mctadata cnd-to­
end data flow. For those systems confirmed to be in contact with BR FISA mctadata via 
the !PA, a PIA was pCrf0n11cd. Th:; results ofthc IPAs and P1As \.verc then compared 
against the Court-derived requirements to dctenninc the level to which each requirement 
'.vas satisfied. For any system or process fix which there \vas concern, NSA is developing 
well~documcntcd, fully-tested corrective solutions should the Court decide to allow NSA 
to resume its regular access. 

Co (U) Results: 

Upon sOlis and! the data according to data source and type, 
and determines the necessary routing path that is to be used for the different data types< 
~oes not derive, process Or create new data from this data set. 

p[(lV),jer issue identified in Section ILB.6, NSA identified no 
!:!:::;:!!!::.!! of (he SR F(SA mel adElIa 

NSA's corporate file fOf\varding service, provides fix 
distribution the BR FISA metadata hom the collection source to the analytic 
repositories, It accepts files from Si)UrCCS and transp01is those fi.les to the end destinations 
identified in the filename given to the fIle by the source system. 

I'! (C':'HU, TO USA, I") TY) The IPAiPL\ hamework provided a way tOr the Agency to assess compliance 
risk. This framework \\"a~ not us('d to supersede any Court-derived requiremcnl~, Both the IPA and P1A 
templates wne based on Department ornefCnse (DoD), DoJ or Homeland Security Privacy Asses~menl 
frameworks and (hen adjusted f{lf the SICiINT en\'ironment. While IP As and pji\s arc not required for the 
lntdllgenec ("ommunity, they provided a sound methodology f{)r the systems engineering enG-io-end 
reViC\\". 
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is eontlgurcd to allow ' accesses by 
technical personnel to be monitored and logged. The system has security 
controls that arc documented across multiple SSPs. employs security 
access controls, such 8S PK!, to verify users and their system access and likewise 
employs file transtCr controls2o to verify file transfer access, We source and file 
destination. The system also employs a stringent configuration 
rnanagcment methodology such that sof!\varc changes cannot be implemented \vi1hout the 
required testing and approval. 

NSA's corporate contact chaining syo;!cr;!, ",;copts 
from multiple sources. It accepts ihe BR FISA meladata 1lles from 
the raw mctadata in a separate realm, performs data quality, preparation and sorting 
functions; and then summarizes co;}tacts represented in the processed data._ 
stores the resulting contact chains and provides analysts with access to these contact 
chains. 

iTS.''''§; rep.! F) The _ portion of the end-tn-end review demonstrated that the 
ilr<JVllim,g the necessary protection of the BR FlSA metadata while it is in 

the domain given the added protection provided the implementation of 
the EAR and the removal of the system level ' has always 
employed other acccss controls, system security and configuration management practices 
fhr ensuring appropriate protection of the BR FISA metadata residing in its database and 
accessed by authorized analysts. They include, but arc not limited to, a fully certified and 
accredited system under 3 System Security Plan and cfICctivc usc of corporate 
authentication and authoriz8iion service, 

(TSCSClJf) 1\s stated earlier, NSA insta!led the EAR on 20 February 2009 in response 
to a compliance issue previously reported to the CourL Jl Prior to the EAR, NSA ",vas 
relying on analytic due diligence tc qm.-'"fY_ with only RAS~approved 
selectors. The EAR, via internal sottware system controls, no\\' ensures that manual 
contact chaining is restricted to only those seeds that have been RAS-approvcd by thc 
Court by preventing a no~c1cctor from being used as a seed f(x 
conducting call chaining_)fthe BIZ FISA mctadata in 
repository. In addition, NSA renuwed the system level certificate that had been ,­
automated tools to access the BR FISA metadatu. In so doing, NSA disabled all 
automated of the BR FfSA metadata. Access to the BR FISA metadata chaining 
inf(xmation in is strictly controlled via individual user access 
<luih«(uticatio,uil)crmi.sslion and this ,Kcess is logged in accordance \-vith the CUITent BR 
FISA COUli Order. 

-'i (t;,·-n)~!o) Sec DIRNSA Supplemental Declaration dated 25 Fcbrunr.y 2009. 
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....(TS {'SL',"!<JPjThc implementation o1't11c EAR had an unintentional 3GVerSe impact on the 
technical support mission ofNSA's BR FISA~authorized data 'analysts. Prior to 
the addition of the EAR, these ana;ysts frequently - Contact 
Chaining Da18Dase flJf the limited purpose of verifying parsmg (a method for 

. into standardized dala fields), Analysts cOlnposed these rules fhr 
BR FISA mctadata to determine \"I/hether the system output represented 

ac,;urate ~2'.:'~~~ between communicants. In so doing, the data integrity analysts 
q~~:~.~! I using both RAS and non-RAS~approvcd se]cctors, as they were 
a to type of querying is especially important \\l11en a new data fOlmat is 
received f]-om one of the providers, Once the EAR was put in place, these analysts could 
only query the dmao(Jsc using a RAS-approvcd selector. This diminishes their ability to 
test and evaluate their parsing rules. NSA is finalizing testing of a technical solution to 
create an EAR-hypass capability solely for the data integrity icanL The existing impaired 
ability ofihc data integrity analysts is assessed as a system pcrfcYnnance vulnerability, as 
it could result in improperly J()mlattcd data. 

~Whilc the EAR restricts the ahility to query the_I Contact 
Chaining Da1abase to onty RAS~approved seeds, there is no similar technical restriction 
to prevent a BR FISA~authorized analyst from chaining beyond the Court-rnandatcd three 
hops from a RAS-approved selectoL NSA is tlnaIizing testing of a software modification 
to provide this contact-chaining hop restriction. In the meantime, training and 
management oversight ensure that contact chaining is executed in accordance \vith the 
Court Order. 

(TSiifiliNF) The cnd-to-cnd review also identified the fact I incorporated 
a defeat list including BR F!SA-derived selectors to manage umes rnore 
effectively. The inclusion ofBR F1SA-dcri\!ed selectors on this list is descrihed morc 
fully in Section H.B.2. 

4. {077l'/ffi,jjQj. 

is used by authorized BR FISA 
analysts to 
Chaining Database only contains s~mmarics of one-hop chains 
contact \/v'ith selector 2 - N times \vithin a so,xiiic!inw;;"ne 

(TS.' 'SIi.'?Jr) The end-ta-end review revealed an area of concern rcsulting from the hlct 
that queries within not been audited, as 
described in Scction ItE.], audits showed no indication 

met,d,ta or of any improper querying of the" 
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(Tfl'ifiL',"[tJr) The rcvic\v abo identified other systern weaknesses. First, lflsufficicnt 
documentation and confIguration managCJl1cnt (the ability to track versions) exist to 
ensure that no unauthorized or unintended changes can be made that would make the 

it is attached to nehvork, the 
[s not afforded the additional protection of 

aithougr access to thc database is strictly controlhxL Third, the 
is not protected by the EAR, thus there are no 

te(;lmci,( oa measures ' to prevcnt a BR FlSA-approved anaiyst from querying the 
metadata using a non-RAS~approved selector or onc that is not within two hops 01' a 

\S<lr'provcd selector. To improper manual queries of meta data_ 
using non-Court-approvcd selectors, NSA has provided 

autil()fJ'W( al1!lly,;·tf '. and is r !lUeiits of queries. 
Additionally, ; usmg 
\vindow reminding them to use 

sec a pop-up 
quclies and limit their 

chaining to the Court-approved number ofhojJs. 

(Tb''iSI .. '/NF) NSA is preparing to incorporatc 

into the NSA corporate architecture. This transition to corporate ~:~;~~~;;~( 
hamcv./ork will maximize usc ofihe latest technologies and proven c 
management to minimize any security and compliance risks. In the interim, NSA is 
uddrcssing these vulnerabilities through improved training, competency testing 
and increased management oversight 

5. (i:T77F'6~JQLTelcphony Activity Detection (Alerting) Process 

fn;/ieH/i~Jn The Activity Detccticn (Alerting) Process identified when a selector on the 
Activity Detection List was in contact vlith an incoming number in a gi\'en day's BR 
metadata when Hmt contact originated or terminated in the tJ .S. This notification, in tum, 
allO\ved analysts to prioritize their follow-on analysis. Ifthc RAS standard \vas mct on 
the selector, the system pertl)nmxl automated contact chaining in the BR FISA mcwdata 
archive to identify and track tcnorist operatives and their support nel\vorks both in the 
U.S. unci abroad. Ifnot, a notitlcatron "vas made to NSA personnel so that they could 
dctemlinc whether to attempt to satisfY the RAS standard, \vhich \Nould then allow such 
contact chaining to take pJaee manually. 

(TS/,iSL','?4r) As List consisted of 
telephony had been RAS evaluated 3S 

\vel1 as selectors that had never been RAS original Activity Detection List 
was built frorn two sources; onc \vas called thc "/\,ddrcss Database," \vhich \vas a master 
target database off(}feign and domestic telephone identifiers that Vicrc of current lOImT11 

intelligence interest to counterterrorism personnel. The second source 
\vhich was ana continues to be a cktabasc NSA uses as a selection management system to 
manage and task identifiers for SIGINT colkction. One ofine features of_ is 
that it is enriched \,,'ith correlations oftclephony identifiers associated \\,·ith numbers 
laskcd to the SIGINT system. This enrichment is enabled \vhich is a 
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database used to store eom:lations ben;v'cen seieclors 

fE;";'Ul//Nf) The Telephony Activity Detection Process is not currently operational as 
the result of the compliance issue previously reported to the FISC22 and as described in 
Section I 1.1L 1 of this report. NSA shut do\vn the Activity Detection Process entirely on 
24 January 2009 as a corrective measure. (Of note, under the prior implementation 
bcfi:Jrc contact chaining could takc place in the complete body of archived mctadata and 
bcfi:)fc any results of such analysis ·were disseminated, the alcliing selector had to satisfy 
the RAS standard and be approved explicitly as having done so.) This process vvas 
thoroughly examined in the course of the cnd-to-end revie\v and consequently 3 revised 
implcmGntation, as described in Section V.A., has been proposed should the Court 
approve resumption of regular access. 

60 ~ RAE) Approval Process 

11 SiI:'5l."iPig The RAS Approval Process is the mechanism by vihich an analyst must be 
able to uliiculatc some bet or set of facts that causes him or her to suspect in of the 
totali circumstances that a particular number is associated 

before he or she may use a telephone nurmrw 
to query the BR FiSA metadata. 

(,'Y·Sil/:Sl,· .. }fF) The RAS Approval Process in place until 2 March 2009 (the date of the 
FISC Order) incorporated a combination of documented guidancc and well-understood 
procedures as outhncd in the OGC RAS Memo and the analytic office's RAS Working 
Aid. During the three years that DoJ has revic\"ved NSA RAS approvals, no spot check 
hus revealed a faulty RAS approval decision. 

7.11 SJd§iHf'Hg. BR FISA Analytic Tools and Processes 

(TS/:Sf.."'"?vr) The BR FISA Tools ,vere designed to analyze the ra\v BR FISA metadata as 
\vell as the output of analyties such as_ contact chaining. Analysts used these 
tools against the HR FlSA metadata and chaining results to identify possihle tCHorist 
communications into, fl:om and within the US. 

CIT,' 'n.'"'Nf) Two instances of conccrn related to the analy1:ic tools and processes used by 
the BR FISA-authori;;;cd intelligence analysts \vc!"c idcntiflcd through the cnd-hH:nd 
rcvic\\: and arc described in Sections ILA.L and lLB.3. These tools and processes, which 
werc designed to tlmetion against both the BR FISA metadata and other catcgoties of 
telephony metadata that NSA acquTes through SIGINT operations authorized under the 
general provisions of EO 12333, \v~rc used primarily by analysts within NSA 's Office of 
Counterterrorism to identify possihle terrorist connections into, f)·om, and \vithin the lj,S., 
as \\'e11 as forcjg[HO~f()rcign communications. Twelve of the 19 analytic tools examined 

':'(1'J.TOtJ(~')eC D1RNSA Declaration Jated J 3 Febnw.ry 2009 
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\-veTC developed ' architecture and arc wcll~documentcd, 

other seven BR FISA analytic tools examined 
\VCIT developed in whole or in par! by engineers working in the Counterterrorism 
OrgDuization to meet constantly changing mission requirements, resulting in limited 
configuration and change management controL All seven of these tools were either 
monitored through existing O&C audits or \llCrC sUbjected to new audits and/or revic"vs 
as pm1 of the cndMto-cnd review. With thc exccption 
~nd GUI, none ofthcsc tools arc currently 
metadatD. 

«(S .. '/~SL,-'Nn To mitigate risk in the futurc, NSA will transition the BR FISA analytic 
tools and processes to the corporate NSA enterprise architecture and will no longer 
develop tools within the Oftlce of Counterterrorism. Complete endAo-end testing will be 
conducted for all tools against a standard sct of BR FrSA requirements to ensure they arc 
fully compliant prior 10 resumption of automated operations if authorized by the Court. 

8. (~ Analyst Decision ::md Reporting Process 

(TS '/§IIi~IF) The Analyst Deeisior and Reporting Process encompasses the target 
knowledge. guidelines and procedures that enable intelligence analysts to deteflTline \vhat 
ini(xmation meets customer rcquirGmcnts. It also involves the cva!uation and 
minimization procedures intelligence analysts employ when analyzing data and drafting 
and disseminating rcports. 

(TS/'.'SfiihF) Prior to the alel1 list shutdown on 24 January 2009. the BR FjSA analyst 
decision and reporting \vork flow began when an HSAC analyst \vas no1lfied of a match 
betlveen a known selector of count;::-rtelTOf!Sm interest and an identifier in the ingested 
BR FISA mctadata, vv·hen an analyst received an RFI from a customer, or when an 
analyst was continuing analysis on an existing target seC Aside from the activity 
detection Est, the process remains the same today on selectors that arc specifically 
approved in accordance with the C()urt's Orders. ifNSA has reason to believe the 
infc)rmation constitutes valid threat-related activity, NSA applies lJSSID 18 to minimize 
infi:)fmation concerning U.S. persons and then reports the infi:xmation to the FBL CIA, 
NCTC and ODNI, Jnd other customers, as appropriate. 

(Tg."?iI . ."iNr) NSA rcvie\vcd its anulytic ·workHow to ensure the BR FISA mctadata \vas 
appropriately handled, analyzed and disseminated. Three fie,,\, areas of eoncen1, discussed 
in Section ILB, "vere idcntitled wih the BR FISA /\na!ysis Decision and Rcpoliing 
Process in addition to that which was previously described to the Court23 and discussed in 
Section B.A . 

.ern) /]·OtJC~')c,o Supplemental l)IRNSA Declaration dated 25 February 2009, at K, Section 2 
(lnapproprime analy,,! qu(~rying). 
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-( [ Sidl 'iNI4 As a by-product of thc cnd~to~end rcvle\v, NSA has updated the interim 
analytic BR nSA Standard Operating Procedures (SOP) to ensure compliance with the 
current Court Orders and is coordinating this document with DoJ as required by the 
Court. This SOP outlines siep-bY-flep instructions fi)f the authorized intelligence analysts 
in handling the BR FISA mctadata; describes the procedures used to control access to the 
BR FlSA mctadata; provides the steps used to conduct weekly audits of inc analysts' 
queries and tools; and details the methodology used to qucry the BIZ FISA mctadata 
under newly established Imminent Threat Concept ofOpcrations guidelines, NSA will 
continue to maintain the SOP und CONOP as "living documents" and update them as 
needed. 

t j 3,:,'3[,,'1>114. NSA also continues tu maintain and regularly update an II-step 
comprehensive checklist that outlines both the Homeland Mission Coordinator and 
analyst responsibilities in the BR FISA mdadata analysis and rcpOliing process, The 
checklist is comprised of over 30 components that require analysts to ans\vcr a variety of 
questions, including whether the proposed report falls \vithin the scope of BR FISA 
authorities and express OOC guidelines; \vhcther NSA attempted to get additional 
information about the selector from the FBI and CIA intcgrces at NSA; and whether 
cellular identifiers were checked t() ddenninc i1'thc user had roamed Into another 
country. The checklist also reminds analysts to dciail1he info1111ation/intclligence 
sourcc(s) that prompted the report's production, 

(T§i'Etitl'lr) in addition, NSA has in place a combination of web pages and on~line aids 
dedicated to end~product reporting and dissemination guidance. These detailed working 
aids, together with required LJSSm 18 training for ali BR F1SA-approvcd intelligence 
analysts, require that any NSA BR FISA~bascd reporting that contains U.S. person 
inf()nnation f()l!ow NSA 's standard minimization procedures f{wnd in USSID ] 8 and the 
Court Order. 

IV. IJ NSA's Minimization and Overs! JM Procedures 

(TS,IiSL'i~H') NSA has well-documented and long-standing minimization procedures for 
ensuring protection oflLS, pcrsons' information in SIGINT analysis and reporting under 
all SIGtNT authorities, to include the FISA Ordcr. NSA's norma] regime of compliance 
oversight f(x handling the BIZ F1SA is a comprehensive, multi~prongcd approach 
involving Dol and NSA's OOC O&C, Office o1'thc inspector General and SID. 
Currently, NSA is required to consult with Dol on all significant legal opinions involving 
BR FISA metadata handling, Dol meets with the appropriate NSA representatives at least 
once every renewal period to revicw the program. Prior to thc 2 March Court Order that 
the fiSC make all RAS detcnllinations, DoJ also conducted "spot checks" to review a 
sampling of justifications (RAS Jetenl1inalions) fiJf querying the mctadata. NSA, in turn, 
provides internal o\'"crsight to the BR FISA program by a variety of oversight controls 
and compliance mcchanisms to prevent. detect, correct and report incidents and 
violations of the procedures, to include technical, physical and managerial safeguards 
such as: examining samples of call-detail records to ensure NSA is receiving only 
compliant data: ensuring analysts are trained in the querying, dissemination and storage 
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restrictions for the metadata: monitoring analytic access to the mctadata; auditing queries 
on a weekly basis b}' 0&(': monitoring audit functionJlity; rCyiC\Ning the BR FlSA f3\V 
database repositories; and cxmnining the list ofRAS-approved selectors, 

erg 'is! 'iNn In light of the compliance issues that surfaced specific to the handling oflhe 
HR FISA mctadata, NSA reviewed its minimization procedures as \vell as its oversight 
procedures, to include auditing, documentation, and training, to identify areas for 
potential improvement. All \vere identified as <]feas for enhancement to ensure thai 
personnel handling the BR FISA mctadata arc aware oLmd compliant with the Comt 
Orders govcming its usc and dissemination. 

A. (U) 1\-1inimizatkm 

(TS,'.'Sl','hr) Every NSA intelligence analyst is required to complete training and pass a 
test on USSID I g minimization procedures every two years as a pre-requisite for access 
to u11lninimizcdiuncvaluatcd SIG1NT data. Additionally, intelligence analysts must 
receive an ooe compliance bricflng and on-tIle-job training (Orf) regarding their 
responsibilities j~JT handling metadata containing U ,S, person infonnation prior to being 
gr;:mllxl access to the BR FISA memdat,L They also have on-line access 10 detailed 
working aids including required minimization procedures. NSA \viB continue to 
emphasize the critical importance of applying LJSSID ! 8 and the Court Order 
requirements as they relate to the handling and dissemination of BR FfSA. 

B. (U) Oversight 

1" ~ Oversight Auditing l\lcchlulisms 

(TG/iSI/,'tJr) NSA assessed requirements for auditing of systems. tools, processes and 
analyst queries to ensure the prope,' compliance procedures were in pJace. A tot3.! of 13 
audits related to 13K FISA metadata 3('CCSS and qucryjng \vcre conducted eiiher as the 
result of standing requirements or in response to issues identifi.ed through the cnd~to~cnd 
revic\v. Descriptions of resultant anomalies are captured in Section ft 

(TS,'iSL'/pJr) NSA audits samples of queries conducted 
!.::!.:!.!:~~ m"uy''",. and data integrity analysts in 

a \vcekly basis. As a result 
processes, created a dcdicatGJ senior intelligence analyst position to enhance 
auditing of BR FlSA mctadata queries, 

2. ~ Oversight Documentation and Procedures 

(TS! is; r' !'~H-") Ovcrsighl documentation and procedures governing BR FISA mctadata 
handling consists of a set of SOPs ,hat have been revicvied and revalidated, They are as 
f{)lJo\vs: 
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$ •• AcccssJ
": This SOP outlines the procedures IIJr gaining and maintaining 

access io the BR FISA mdadata in a way that is compliant \",'ith the BR 
FISA Court Order. 

• >iBR FISA AuaH Procedtlrcs~j; This document outlines the pnlccdUl·es 

" This dowment addresses the procedures to 
be r()llowed when CDmpliance Issues arc noted. 

$ '''no.} and OGe Spot Checks'~: This SOP addresses the procedures to be 
f()llowed for the required, regular DoJ andior OGC spot checks. 

@ ;;'(h-'crsight'1: This document outlines the roles and responsibilities of the 
DilTClor.thc OGC, O&C the Inspector Gcneral,_ 

and those Counterterrorism Organization analysts 
appro'\rcd 1-or BR FISA mctadata access. 

3. (tJ) Oversight Training 

(TS,','SIXNr) NSA 's Associate Directorate of Education and Training (ADET) had 
already been working with O&C and OGe to redesign the required training fl)f accessing 
HR FlSA mctadata to better enforce appropriate handling of this data and to introduce 
competency testing as part of the O&C curriculum. The curriculum will be administt:rcd 
on-line to allow students 24/7 access to the course materiaL 

(TR' 'SI/iNF) The redesigned HR F]SA portion of the training package addresses the 
knowledge and procedural components of handling BR FISA data, and now requires the 
analyst to read the most current Court Order and the OGe instructions, and in the futurc 
\viH require them to view an OGe vidco briefing about the BR FISA program and 
complete the follO\ving six lesson tutorials: 

I < "Overview of the Reasonable Articulabic Suspicion standard," as covered 
in OGC instructions 

2. "Summary oEthc RAS standard," to aid NSA analysts in preparing RAS 
justifications 

3. "Association ' to identify ho\v associations arc 
established in order to . a target fIx RAS justification 

4. "First Amendment Considerations," to identify limitations and 
considerations \vher: targeting U.S. persons \vithin BR FISA data 

5, "Sources of information," to identify thc supporting information used to 
justif)' the RAS dctennination 

6. "The BR FISC Order," vvhich explains the content of the BR FISA Orders 

(TSii)jI'ip.'F) A computer-hased competency examination wiJJ be administered upon 
completion of this training and remediation vvill be provided for missed questions. Onee 
an analyst has demonstrated thc necessary knowledge by successfully passing the exam, 
he or she \-vill compktc fonmtli/ed orr before O&C grants access to the data. 
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"frS/,BU/NE,tThc 01'1' component has always been administered by an experienced HMe 
or senior analyst experienced in conducting OJ"!', This training specifically addresses how 
analysts are pennittcd to usc the BR FISA metadata, reinfhrces the unique privacy 
concerns and handling requiremems ofthis data, and demonstrates the various tools that 
can be used to query the BR FISi\ mctadatu, In addition, each HMe and authorized 
intelligence analyst is required to sign a uSer agreement documenting that he or she has 
read and understands the obligations associated with handling the BR metadata. 

--rTSHS!i/NE~NSA has also begun to provide tailored briefings to all technical personnel 
that have been granted access to the HR FISA mctadata, The tailored briefings outline 
the categories of data obtained under the BR FISA Court Order and the restrictions 
associated \vith the technical personnel's duties, For example, the briefings make it dear 
that the Collection Managers and System Administrators are not authorized to query the 
BR FlSA metadata fix tlJreign intelligence purposes. The briefing also outlines the 
COlTect offices to contact if the technical personnel see possible compliance issues in the 
course of their duties. 

(TS/,"Sl//NF) As part of the BR FISA training redesign, complete training records will be 
maintained by ADET fix each individuaL The documentation \vill include thc test score, 
answers to individual test questions, and peri(mmmce feedback from the orr component. 
This documentation \vill allmv for tracking of access to the HR data on an individual 
basis, 

v, {~ NSA'sfl.llirc Architecture 

(TS//S1//NT) Using principles of system engineering, configuration management and 
access control, NSA has considered the future implementation of the BR FISA program 
including the automated activity detection process to be used should the Court authorize 
NSA to resume regular access to the BR FlSA metadata. 

A. (tJHFOEO) Future BR FiSA Activity Detection (Alerting) Process 

(T5i/~T/}JF) NSA could resume automated activity detection in a fully compliant manner 
should the Court approve. NSA would maintain an Activity Detection (alert) List 
containing onzy RAS~approved selectors, Only the RAS-approvcd selectors on this "BR 
Identif1cr List" would be compared to the BR FISA met adata , \Vith Court approvaJ to 
resume automated querying, NSA \\'ill \vork with NSD/DoJ to ensure the BR Identifier 
List \vil! be populated \vith only those selectors that the Court has authorizett Should the 
Court grant NSA RAS decision authority, NSA would begltl to aU,bJTllent the BR Identifier 
List \I,'11h additional identifiers that NSA approves as having satisfied the RAS standard, 
using the improved processes and training identified in this document 

B. (tJ) Future of Overarchil1g Architecture 
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I. t S,,>:5L'.'lrr}.ln the future, should the Court authorize NSA to resume regular access to 
the HR F1SA metadata, NSA \vi!! migrate the datal1mv twd lite cycle management of the 
13R F!SA metadata to its next generation system architecture 'which offers more effective 
and emcient management and control. This architecture is designed to be f1exib1e enough 
to adapt h) changes in ihe legal and oversight requirements. while confcmning to 
applicable governing authorizations sucD as EO 12333 and BR FISt\. 

~ln the future architecture, the cnd~to-end BR FlSA dataflow \viH be referred 
to as a system "thread.·' As such, NSA would manage the entire capability via a "Thread 
Engineering Team" to guide the requirements development, systems integration, usc-case 
development, testing/validation and planning 1;)[ current and future enhancements. 
Thread engineers would meet with representatives from the aGe and O&C to define and 
validi:lte requirements prior io development. System-wide configuration management 
would be implemented to log the expected sotlware builds and patches. Such practices 
exist now, but thcre is no thread t()cused on the Business Records process. 

1 I ,sii5U/PlFj.:rhc proposed systems supporting BR FlSA dataflow and life cycle 'within 
the next generation an:hitccturc encompass both technical- and personnel-based strategies 
to ensure that data is accessed, retained and purged in full compliance \vith authorities 
granted to NSA by the FISC. Moreover, the implementation of centralized processes and 
databases \l;i111 ensure that all aspects of the dataflow will continue 10 be tracked and 
audited to further ensure that any non~compliance issues can be promptly identified and 
addressed. Plans f()r addressing key requirements for Bit FISA metadata are as fi)llows: 

L ~Security I Access Control 

''"fFs-'/§riNr') !5 new dccess control application \vill be applied to all databases and 
systems supporting the BR FISA \\·orkflow. This application vI/ill validate the credentials 
of users to govern what systems they arc approved to access, and validate that their 
required training is current. PKI. which offers security measures for identification and 
authentication, as well as for access control, and ;mdit capability \-vill be used to manage 
users ".vith access to the raw data or query results. 

{TK"!SI'/?~n A data standardization plalfe,rm will date-stamp the incoming BR mc1adata 
and ensure its consistent dnd accurate structure. This \viJJ allow quick and accurate date­
based purging once the Court-ordered time frame has been reachccL 

3. ~ Databasing RI\S Selectors 

(TS{.'3Il,NP) An updated and improved centralized target knowledge databasc for storing 
telephony and email selectors has been underdevelopment since October 2008, This 
database will enable more efficient storage and retrieval of kcy- infonnation about each 
BR FlSA telephony identifier such as its RAS status and the justification and OGe 
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approval as appropriate, fix those that have been RAS-approved. These features arc 
scheduled f1:lr completion during the fourth quarter of FY09. 

4. ~ Analytical Processing and Can Chaining 

11 $; iSlli)Jq An enhanced call chaining function and data processing capability \vill 
support large volumes of automated algorithms, handle growing ingest rates and dellvcr 
faster query responses. Additionally, the mctadata will be stored using security tags, a 
measure "vhich can be used to restricl the visibility of individual entries in the database to 
personnel with the appropriate access credentials. 

5. ~uditing and f"hmitoring 

(tli, rouo.) Enhanced auditing \vill provide a means to traek a data user's activity 
pattems, the stak of a user's operations, and the frequency and composition of quelies. 
A fonnal mdrics and monitoring sysh::m will also be used to monitor the status of the 
end-to-cnd processing and \vi1l alert management and operations personnel \vhen 
processing anomalies are detected. 

VI. (1)) Conclusion 

(T£ I l£fd /1>iF) As discussed above. NSA has thoroughly rcv1c\ved the technological 
systems, analytic vvorkHows and processes associated \\lith its implementatIon of the BH 
FISA Court Order, and has introduced corrective measures to address specific concerns 
and vulnerabilities. These new measures \vill ensure a balanced focus on teclmologicai 
solutions and management controls. The end-to~cnd review also revealed areas for 
improvement which have been documented and wil! continue to be addressed. \Vhcre 
changes Vi/ere made impacting current manual operations, a combination of system 
evaluations, demonstrations and Ju1ils provided confidence that the technical fixes arc 
actually configured and operating as intended. 

(TSflSV'NF) The remedial actions described in this report are subject to ongoing 
improvement and will suppm1 strict adherence to the Court Order. Although no 
con-active measure is infallible, NSA has taken signif1cant steps designed to eliminate thc 
possibility of any future compliance issues and to ensure that the mechanisms are in place 
to detect and respond quickly if on~ were to occur. 
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Figure 1: OveraU HR FISA Process 



"""", ... ",·..,'''''ts of HR FISA Process addressed in Knd-to-End R.eview 
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FigtH'f' 3: Component of HI{ FlSA Process addressed in End-to-End Review 
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Figure 4: Component of 
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OJ!m]OO!lCl:tt of BR FISA Process addressed in End-to-End Revievv 
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Figure 8: Component of HR. FISA Process addressed in End-to-End Revie~;v 
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Figure 9: Component of BR FlSA Process addressed in End-tn-End RCYlcVV 
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Appendix: Glossary of Terms 
;- ________ nM ____ n ________________________________________ ___________________________ • ____ , __ -' ____________ n ____ M _________ M ____________ M_' __________ ' ____________________________________________________________________ M ____ M _____________ .. M _________ _ 

ACAT I See Aarm-noted Chaining and Ana(v,yi,y Too! 

Activity Detection List 

Alert List 

f---------------------------------------------------------------------------,---------------:-------------------------------------

i Automated Chaining and Analysis Tool 
and GLiI (ACAT) 

and Gl)! 
, A list of foreign and domestic telephone 

selectors believed to be associated 'with 
terrorist targets. The Activity Detection 
List is independent of the Station Table. 
Fonnerly called the Alert List, this list is 
noV\' more commonly rcfcned to as the 
Activity Detection List in order to be more 
descri ive. 

--------,-,-,---------,--------------------,--------------------------------------------------------------------------------+ 

Components e core systems an processes ldent1 ed 
as part of the BR FISA metadata workflow 
against which jp As and PIAs were 
conducted. 

Configuration Management 

Defeat List 

Emphatic Access Restriction (EAR) 

The process of tracking, controlling and 
documenting changes in SOftV·,rafC 

applications, including revision control and 
establishin baselines. 
A database containing list of identifiers 
\vhicb, based on an analytic judgment, 
should not be tasked by the SIGINT 

Clive measure written into 
::""::":"'-'-'--""'-'--"-'-'--""-, 

middlev,/are on 20 

'If)!' :; L c: 1\ L i'C-C) ,ott! >li'-iORC:!' )/",' ('jFOP H 



Mctadata 

February 2009 to prevent a 110D-RAS 
appro\'cd selector hom being used f()r a 
chain ftlle BR FISA mctadata. 

/'\ revIew a system or process w 
indudes a standard set of questions used to 
detennine, among other things, whether the 
system or process under reviev ... interacts 
\vith data that could contain infonnation 
about u.s. 

, "Data about the data"; for example, 
, inf()fmation about a telephone cal1, to 

indude the calling and called numbers, 
time of call, etc. Metadata docs not include 
content 
The repository for individual BR FISA 
n1ctactata call records fj;)r access by 
authorized Homeland Security Analysis 
Center and data i 
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.-.--.--.--- --- -- ----.---.. -- --- --- --- ----.. ---.. ---.-.-.---.---.. -.-.-.- ... --.--.- .. -... -.-.. --- ----.- .. --- --·-r----'·'· .. ,,-,·,------'--""-- -----------------------------------'-, .. , .. ,"------,,, .. ,,-------,,----------------------.. "-'-, 

to vic,,',' detailed infclf!l1ation about specific 

A selection management system used to 
manage and task sciectors, such as 
telephone numbers, IMEIs, and iMSls, to 
many different information collection 

cms \vorkhvidc, 
f .. , .. ,-............ ·" .... ---.. --''- .. "" .... , .... , ...... ''''-, .. -,----",,-,---------- --------------------------------------)--.. --" .. "", .. -----,,-,-... ,,.,,--------------------------------------------------· .... ,,""----,,----,,------1 

Parsing Rules 

lA 
I---~-::-:_--:·----------------------------------- ---------------------------------'-' -..... ,,-...... ,,---""--------,,---------j--------------------------:-._ .. C .. ~"",L __ .. ,, ___ "" ______ ,, ____________________________________ - .. -.. ", .. " ____ I 

PKI 
Public Key InJiastmcturc (PKI) 

Privacy Impact Assessment (PIA) 

An infixmation assurance service that 
supports digital signatures and other 
public-key based security mechanisms, and 
offers security measures such as 
idcntitlcation and authentication, access 
control and audit abili. 
An in-depth, standardized review of 
privacy concerns f()r a particular system or 

------ ----- .. --- ------ .. ------------.. ------.. -""-""" .. ",,-.... ,,, .. '-.. ------.. ,,----,,-- --------------------------------- j ___ L._ .. ~,,~., __ .. ~ ... _,, __________________________________ ~ ____ --------,,-----.. ------------------------------ -- i 
Requirements 

Sanitize 

Secd 

; Selector 

The temlS contained in the governing BR 
FiSA metadata documents that must be 
satisfied as art the end-te-end workflow. 
The process of disguising intelligence to 
protect sensitive collection sources, 
methods, capabilities or analytic 
procedures in order to disseminate to 
customers i.1t a classification level they can 
usc. 
An initial selector used to generate a chain 

ne number. 
! This tool is used by HMCs to conduct 
! contact chaini inst BR FISA metadata 
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I 111. _______ _ 

Standard Operating Procedure (SOP) 

Station Table 

Sub-components 

, and provide the results to the am. 
HMCs only used RAS-approved selectors 
\vhcn using this tooL The _ team 

. . the results to NSA' s 

Institutionalized documentation describing 
official and rocedurcs. 

i F1istoric reference of all telephony selectors 
, that have been assessed for RAS .~. and 
their associated RAS determination (RAS 
Appnn.'ed or Not RAS Approved) - since 
the HI< FISA Order \vas first signed on 24 

2006. 
The logical and physical breakdovms of the 
BR FISA metadata \vorkt1ow components 
that perfi.mncd specific activities and/or 
functions. 
An analytic query tool used to seek out 
additional infonnation on telephony 
selectors and other 
knowledge bases and reporting 

itorics. 

~.--.-... -- ... --.-------- ... ---. --.-----".-.-------~"""""".--.- .. ~-., .. -.-....... " ..... -- ,,---------------._----. 

i Forund document describing the System Security Plan (SSP) 

Telephony Activity Detection (Alerting) 
Process 

! implemented protection measures for the 
i secure ofa 
The process used to notify NSA analysts if 
there "vas a contact bet\vccn a fi:)reign 

with 
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- --------------------- - ---------------------- :-:--_-~J:~-~!i~:~~-~!-~:-~-~I~1?E~!-~~-:~~~0:!Tf~~~:~:~-_-_:~:::_--_-~_-_-:_--_-:_-_-_-:::-_-:--:I 

1,,'_-_ .. ~- ;:I~P%~)~~ ;~;~C:~i~hl:;~~~~~t~;, ~~~~~~t: I 
repositories, the total number of unique 

I

i contacts, total number of calls, and "first 
i heard" and "last heard" int(mnatiol1 for the 
: se1ectoL L_______ _ __________________________ M _______________ M ______________ __________________________________ '--__________________________________________________________________________________________________________________ , 
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