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I, James R. Clapper, do hereby state and declare as follows: 

(U) INTJtODUCl'lON 

1. (U) I am the Director ofNationnl lntelligence(DNI) of the United States. f have 

held this-'pos.ition since August 9, 2010. In my capacity as the DNJ~ I oversee the U.S .. 

lhtelligencc community (IC) and serve as the principal intelligence adviser to tit¢ President. 

Prior to serving as the DNI1 I served as the Director of the Defense Intelligem~e Agency from. 

1992 to 1995, the Director of the National Geospatial~Intelligence Agencyfrom.2001to2006, 

and the ·under Secretary of Defense fotlntelligence from 2007 to 2010. where I served. as the 

principal staff assistant and advisor to the Seerctary and Deputy Secretary of Def~nse on 

13 . capacity BS the Und.er Secrew;y of Defense for Intelligence, I simultane<lusly smed ~s th~ 

14 Diteet(lr of Defense Trtte1Jigenc" for the Office of the Director of National Intelligence (OONf). 
' . 

IS 
2. (U) The purpose of this declaration is 1o fortnaJly assert. in my capacity as the 

16. 

17 
"DNl and head .of the .IC, the state-sec;rets pdvilege and a statutory privilege undei"?the National 

18 Security Act of 1947, as mnended~ see SO U.S.C. § 3024(i)(l )1 .ill order to. protect intolligc.11ca 

19 sourCQS .and methods that are at risk of disclosure in the nbovc·captioni:d case as Well as in 

w · 
Shuburt "· Ob4ma (07:...0v-00693) (M: 06-cv4791 ). Tins assertion of privilege Li.l)dates and 

21 
modifi¢$ my prior assertions of priYilege i.n this litigation. As discussed. below, I um no longer 

asserting privilege over the-existence of various presidentially authorized Nationa·l Security 

24 Agency (NSA) intelligence activities, later transitioned to authority under the Fordgn 

25 Intelligence Surveillance Act (FISA). I continue to assert privilege over still~clas~ified 

26 
infornijltion concerning the 'Scope and operational details of these intelligence activitie.s, 

27 

including but not limited to information that would tend to confirm oi· deny that pm1icular 

·cfossific;d 111 Cumen1, Ex />nrte lkchuutlon of fame.s R. Clapper, Dirc~tor of National lntclligcni:C 
.lcW<!l el al. v. Nt11im1al Secwity ,fganoy et al. (Oll~v-4373-JSW);.Sf111ben, el al. v. Obama, et n/., No. 07-cv-.693-.i.S \V 
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persons were targets of or subject to· SA mte!Hgence activities or that particular 

2 · telecommunications service providers as~i&~ed NSA in. <;onducting 1ntelligence aG'tivities. 

Disclosure of this still-classified infonnation resarding the scope and opcratiouaJ,dctails ·of NSA 

4 
intelligence activities implicated by plaintiffs' allegatioiis could be expected to cnuse extremely 

5 

6 
grave.damage to tho national security of the United States. 'the statements made= herein are 

7 based on my personal knowledge as well a.s on infmmation provided to me in my official 

capacity as the .DNL 

(U} SUMMARY 
10 

3. (U) In the oourse of my officia1 duties, J have been advised ofthifi lawsuit and th 
II 

·allegations at issue in th~ plaintiffs' complaints irt theJawa/ and Shl.lhert &ctions. ln parsQnnlly 
12 

13 considering this 1natter, I have exeputed a separate unclassified declaratioi1 dated :Duecmber 20, 

2013. Moroovel', I hnve read andper~onally c;:onside~ed the infomiation contain.e<_I. in tlie.Public. 

l.S and the In. Camera, E>;.Parte Declaration of Franc-~s J. Fle-i.sch, National Security!Agency (NSA), 

16-
e~uted on December .201 2013 (hereafter «classified NSA Declaration,,). Disclpsure of the ,., 
fofonnatiou covered by my and NSA'& privileg¢ ~s¢rtions reasonably could be expected to 

18 

19 cause exceptionally grave damage to the national" security of the United States and, therefore, the 

20 infommtion. should be excludt;d from any use in this case • 

.21 
4. (U) J reach this COMhtsion, and make these assertions. of prh~lege{ 1nindfol of the 

22. 
public disclosures of infomuitfon about classified NSA intelligence programs, \?001 authorized 

23 

24 
ai1d unauthorized, that have taken plaee sb1cc Jun~ 2013. The wa.vc of unauthori""c<l public 

2S disclosures of classified infonnatiot\ tc.ga.rding NSA intelligence. activilies th11t began in June 

26 2013 has been extremely damaging to the miticmal security of the United S.tates. threatening the 

27 
ability of the IC to conduct operations effectively and keep our country safe. At the same time, 

C!Msificd /IJ Camera, Ex Parle ~laration of Jiill!CS R, Clapper, Din..'Ctor of National Intelligence 
Jewel el al. 1~ Nnlfonol Sa€111riry .;fge11ay es al (08-ev-4873-J SW); Sim bell, ct q i, 1•. Obama, cl al •• .No. 0-7-cov·!J.9.3-JS\V 
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2 authorities to gather intelligence, and whether they 11ave been used appropd~tcly. At the 

3 President's direction, I have therefore declassified and publicly rel~sed numerous documents 

4 
disclosing the existence of, and a number of details about, the NSA 's epllection af bulk 

5 
telephony nnd Internet metadata Ufider sectip:ns-402 and 501. of FISA, and the content of 

6 

7 communications of non•U.S. persons located abroad under FISA section 702. r dld this to 

8 facilitate informed public debate about the value and appropriateness of these programs with full 

9 ·understanding of what they allow, the oversight 111echani.sms in place, and the cof.1tribution these 

10 
programs have made to the Nation's security and safety. These documents were properly 

II 
classified and .the decbion .to deelassify and release them was not taken lightly. ['.lut l concluded, 

12 

13 in :consultation with e1einentc; of the IC, that in light of the unauthoriz~ disclosures, the ptJblic 

.Ji4 interest in the documents outweighed the potential for additional damage to national security • 

15 5. (V) On De<:e.ltlher 20, 2013, under authority of.the President, the ~xiste11ce of 
16 

collectipn actlvi~ics authorized by President George W. Bush in October 2001 wos also 

· declassified. Specifically, starting 011October4, 200 l, President Bush authorize<! tho Secretary 
18 

·19 

20 

~I 

n 

23 

24 

·25 

27 

28 

of Defense to employ the capabilities of the Depar-tment of.Defense, including th'~ NSA, to 
' 

oollect foreign intelligenet by electronic surveillanc-e in order to detect and preve~1t acts of 

terrorism within the United States. President Bush authorized the NSA t~ collectXJ) the co1ttent;; 
' 

of certain intemational communications, a program that was later rc::fet'ted to and jmblicly 

acknowledged by President Bush as the Terrorist Surveillance Pr~gram (TSP), and (2) telephony 

and Internet non-content informatfon (referred to as "mctadat~') in bulk, subject tt1 various 

conditions. 

6. (U) President Bush issued a'1thorizations approximately every 30-60 days. 

Clio.tsified/n. Cnmc:rn, E:i: Pane Oc~laracion of Jan11l$ R. Clap~-r, Dirccror ofNatlQnal TntcHig~cc 
Jewel et t1L v. Natio11Dl Sa~i1rlt)' Ag61/C)'C!I nl. cos.w.4873-JSl.\I)~ S/111/,f!rl, C( al. ,., Obnma. el o/ .. No. o7.c;.v-(·93·JSW 
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10 
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12 

Although the precise terms changed over time, eac 

minimization of information co11ected concerning Ameri~1 citizens to the ex.teni. consistent with 

the effective accomplislunent of the mission ofd.etection and prevention of acts of terrorism 

within the-United States. TheNSAalso applied additional internal constraints on the 

presidentially authorized activities. 

1. (U) Over time, the presidentially authorized activities transitionedito the authority 

of the FISA. The collection of communications content pursuant to presidential authodzation 

endeq in January 2007 when the U.S. Government l:l'ansiH~med TSP to· the authcu;jW of FISA 

Wlder orders of-the.FISC. In. A-µgust 2009.1 Congress enacled the Protect Americ~ Act (PAA) as 

a temporary measure. The PAA .expired fr1 February 2008 and was replaced by the FJSA 

13 · Amendments Act of 200&, which was enacted fo 2008 ruld renmins i11 effect todn;'- Toda.y! 

14 

15 

16 

l't 

content collection is conducted putsua:nt to sectiQn 702 of FlSA. The m~ta.data a~tivities also 

were tmnsitfo.tted to orders of'thc.FISC. The hulk coltecti<;m of.tQlephony :metada:t.a transition~ 

to the authority of FISA in May 2006 and ·rs co1lect(ld pursµant to section 50 I ofl!ISA. cthe-bulk 

· collection of Intemet-tnetadata was transitianed to the authority ofFJSA in July 2J>04 and was 
-IR 

19 rollected pursuant to section 402 of FISA, In December 2011. the U.S. Govemm_ent .decided not 

20 to seek re·autltorizatio.n -0f the bulk c<>Ue~tion oflntemet metadata unde1· section 402. 

21 

.23 

24 

25 

26 

'27 

28 

8. (U) As a result of the declassification ofth.e information described'abovc. the U.S. 

Government is no longer asserting privilege -over the existence of these programsiwhcther 

conducted under presidential authority or-FISC authorization~ It has remained n~essury, 

however; to withhold certain infonnfttion about these prQgrntnS, even -from the puhlicly released 

documents, to protect sensitive sourc~s and methods, such as particular targets oOmrveillancc, 

lUld methods of collecting and fillalyzing intelligence infonmition, becam;e pubUcdiSlllosure of 

Cb!l~ifiod l11Camr,mi. 8x-Pa1te Oc;;h1ration QfJ~mcs R.. Clapp.."l", .Dirccuir ofNadom1l l1.1t~lUgi;ncc 
Jewel et n/. \~ NaJIOiral St!c11rf1y.Age11cy I# nf. (OR..-:v-48.7~-JSW); Sllub~i'f. i!t ti.l 1•. ObPl!ra, ct 11/ •• No. 07-cv-693-JSW 
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this infonnation would likely cause even graver 

2 been done by the unauthorized disclosures that have occurred sinee June 2013. As ex.pltline9 in 

3 ' great detail herein. and in the accompanying Classified NSA Declaration, the same is true witl1 

respect to the highly sensitive and still classified infonnution that 1s- implkated by the plaintiffs' 
s 

allegations in this litigation. 
6 

10. (U) Accoi'ding1.y~ nonvi.thstanding the unauthorized disclosUl.'e.s and Uw otncial 
18 

19 .d~lassification and release of information.about NSA fatelligence programs that .have ta'ken 

20 

21 

22 

pince since June of\his year, ihs my judgment that disclosure of the dass-ified, privileged 

national security information desctibed herein. and in greater detail in the NSA cl\\ssitied 

declaration, will risk further and exceptionally grave damage to the nMionat security of the 

· United-states. 
14 

25 11. (U} As the NSA statos, the 111legatlons in this 1nwsuit implicate information 

concerning.severnl highly classified and important NSA inteHigencc activities thu~ conunern.-ed 

21 under presidential authorization aft~r the 9/1 i terrorist.attacks. These activities subsequently 

28 

Clal!Sificd /11 Camura, Ex Pane Occl!U'l)tio~ of )11111i:s n. CliSppcr,.Oiroclrir uf'National lmclligence 
. Jmw:/ Cl a(. v. Na1im1al Si!cttrlty Age11cy al al. (08-.::v-•1&73-JSW); Shrtberl, <JI al. 1•. Oba11tfJ, (Jt afv N~ 07-cv.i\l}J-JS\\I 
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transitioned to the authority of FISA
1 
an 

1 intelligence gathering that continu~ to be reHed on by the NSA. Sc;?e·Classificd NSA Declaration. 

3 12. (1'SlfS'fL\'\'lSI C!NFf fa order to addr¢Ss plaintiffs' alle,gation that tfl~ 
4 

NSA, with the. assistance oftel~conununication providers, i11cluding AT&T and Verizon 
s 

6 
CQmpanies, have indiscriminately .intercepted the content and obtained the communications 

7 records of milliom; of ordinary Americans as part of an alleged presidentially authorized 

8 . "Program'' after 9/11, set, l!.g.,. Jewel Complaint. at W 2-13, 39 .. 97; Shubert Second Amended 
r 

1J . Complaint {SAC) 'fir 1-9, 57-58, 62-91,102 further litigatiotl would -require or risk disclosure of 
II) 

. information concerning several classified NSA .inte1Jigence activitie.'>, sources an~ methods. This 
II 

l;z 

14 terrorist organizations. pnrsuant to tlie TSP an.d 

15 
later pursu;mt to FJSA authority,; (2)tlte bulkoolkictfon and, targeted analysis of non .. content 

11 

11! 
that have been or continue to be -conducted ·pursuant to l~ISG orders. 

19 have enabled the NSA to uncover the contacts 

20 

'' 

This lawsuit therefore imp. Hcates. informatio.n ·cottoeminc foreign intelligence-gathering activities 24 C> 

~ utiliz¢d to meet the extremely seriot1s thteat of &i1othct terrorist attack on the U.S. Homeland, a 

.26 threat vihich I describe further below, 

21 
13. (U) Accordingly, asset forth further below, I an1asstrrting the stat4 secrets 

28 

Clussincd In Camcni, Ex Part~ Dc.:lar.niim ol' James It Clapper, Dircc.tor ofNational lnlclllgcncc 
Jawcl et al. I\ NnJional Ser.trrity Agvncy el nl (08-cv .... 18-7;1"1SW); Situ.hr.rt. t:I al. v. 0l>f11Jlq, er.al., No. 07-cv·~'93·JS\V 
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privilege and the DNl's authority to .Protect mte 1gence sources and methods purnunnt to SO 

1 U.S.C. § 3024.(i)(l) to protect against the discloi:;ure of highly classified and important 

4 

5 

6 

? 

8 

10 

II 

12 

intelligence infonnation, sources ru1d methods put at issuu h1 this case, many of which are vital lo 

the national security of the United Stat~, including; (a) infonnation concerning the specific 

nature of the terrorist threat posed by al-Qa'ida and its affiliates and othel'.' foreign terrorist 

organizations to the United States; (b)·information that would tend to confinn or deny whether 

particular individuals,. including .the named plaintiffs, have been subject to any NRA intelHgence 

activities; (c) infonnatien CQm:eming the scope· or operational details ofNSA int~Uige-nce 

activities that may relate to or be necessat)' ro adjudicate plaintiffs' allegations, including 

plaintiffs1 claims that the NSA indiscri1ninately intereiepts the content of commufi:tcations, ;md 

13 1he.ir claims regarding the NSA ts bulk collectim1 of telephony and fntemet communications 

14 records (''m~mdnta'1)• and (d) infoFIDation lhat lMY tend to confirm or de11y Whether A 1 &.T or 

15 V~on (and ti'.> the·e~tcutrelevant or neccssary1 anyothertelecommunications carri~r) has 

16 
provideclassistanceto the NSA in connection with any intelligence a<;itivity. 

1:7 

l4. (U) I specifically concur with the NSA Ulat public speculation nb~mt alleged 
llt 

19 · NSA uctivities above and beyond what has been officially disclose.d does not diminish the need 

to protect intelligence sources and methods from further exposure, and that officinl confirmlltion 

ZI and disclosure of the c1assified, privileged.national security infonnation descl'ibe<,i herein cai1 be 

expected to cause exceptionally grave damage to the national security. For thcsej-ctisons. as set 
23 

.24 
forth :furth~r below, I request that the· Court uph_ofd the .stnte secrets and l\tatutory privilege 

ass~ions that r make hcroin1 as w¢1l as the statutory privilege.as~ertion made by the NSA 

pursuant to S<;ctfon 6 of the National Security Ag~cy Act, see 50 U.S.C. § 3605 (note), and 

27 
protect the information described. in. this declaration from disclosure. 

21l 

8 

Clo:;~iftcd In Cwncra, Ex Parrc Oc:cl11r.11ioo of James R. Clap~, Director ofN~liooal Intelligence 
.IJ?1v~J ~I nf. i•. Nlil/onnJ .'kc11rityAg1mc)' <JI 12/, {98-<N--4873-JSW}; S/mbErl, ct al. i •. Obnma, ef /)/., No. 07·<N~"•93.JS\V 
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10 
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Ii 

13 

14 

I :5 

16 

17 

· 1,, ."i!VH.f. 1.1 1; iNOPf_,jfJ;~ 

CLARATJON 

15. ~suant to the standards in Executive Order (E.O.) l.l526, this 

declaration is classified as: TOP SECRE'F/ISTLW/Sl-ICSNORCONfNOrOR}1. The 

details concerning these olnssificatfon markings are set forth in the Classified NSA Declaration 

and are briefly sutnrnarizedhere. UnderE.O. 13526, information is classified "TOP SECRET" 

if unauthotfo:d disclosure of the infonnation reasonably could be expected to cause 

ex.ceptionally grave damage to the national security of the United States; "SECRET" if 

unauthorized disclosure of the information reasonably could be expected to caus~ serious 

damage·to national security; and e1coNPIDEN1'IAL'• if11Muthori:zed disclpi;u.re 0.f the 

information reasonably could be expected to cau$e identifiable damnge to nntiomi l ~ecurity. At 

the beginning t)f each paragraph of this dedaration, 1he letters "U," nc," "'S, 11 amt "TSn indicate 

respecti'fle1y that the infl;:>rmation is either UNCLASSIFIED~ or is classified CON·PlDENTlAL, 

SECRET, or TOP SECRET. 

l 6. (U) Additionally, this declaration also contains Sensitive Compa.rtm.ented 

· .I11t¢nnation (SCI), which is. subject to special ace.es& and handling requirements b.1.?cause it 
18 

19 ·involves or derives .from particularly sensitive intelligence sources and methods. "rhis 

10 declaration r~ferences communications intelligence, also r.efetted to as special .inw1ligenee(SI)~ 

21 which is a. snbcatcgoty of.SCI that identifies "infonnation that was derived from explofting 
22 

cryptographrc systems or other protected sources by applying meth<lds or techniques, or from 

-interce}lt!irl foreign. cornmunkatfo11s. This declarntion also refotcnces human intelligence control 
24 

25 .systetn (HCS), another subce.tegory ofSCl that identifies infomi.ntion derived from individuals 

26 who provide intelligence information, 

21 
17. {TSl/8TL\,tf5i/IOC/NF) This declaration also contains information related to or 

9 

Cl11,~sifioij 111 ·Camcrn, E:t·Pa11e 0{:(ll~ian ofJl.lnlel It Cltippt.'I", Director ofNationnt lntellig.enc~ 
Jewel tt 11/. 11, Na1in11al Secmity Ag1!/lay ct al. (OS-c:v-4873-JSW)_; Slmhw , el al "- Obama, d al .. No. 07-cv-fic).3.JSW 
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derived from the STELLARWIND program. a controlled access signals illtelli.gence program 

l under presidential authorization in response to the attacks of September l I, 2001~ In this 

declaration, infom1ation pertairting to the STELLAR WfND program ·is denoted witJ1 the special 

marking 1'STLW' and requires more restrictive handling. Despite the Dccc.mbtlr'2005 public 
s 

6 
ac~owledgement of the TSP, and th.e recent public acknowledgment of NSA bulk telephony an 

7 Internet metadata collection activities that were also pnrtofthe STELLARWlND program, 

certain dehuls about the STBLLARWlND _program (including the TSP) remain highly classified 

9 and strictly compartmented, 

10 

11 

IZ 

(3 

14 t8. (U) Finally, infont1atfon.Jabeled "NOFORN'1 ma:y not be re1eased•ta foreign 

IS govenunents, foreign nationals, or non-U.S. citizens without p~ssion of the originator and in 

ICI 
accot9ance with DNI _policy. The "OR CON'' designator means that tlte originator of the 

17 

HI 
information c0ntrols to whom it is released. 

IC) .(U} BACKGBOVND ONDJREC.'TQR·OF ~ATIONAL INTELLIGENCE 

20 )9. (U) The position of DNI was create{! by Congress in the Jntetligen:ce Reform and 

21 
Terrorism Prevention Act of20041 P.ub. L. l 08~458. §§ 1011 (a) and 1097, l 1 8 Stilt. 3638, 3643~ 

63, 3698-99 (2004) (amending sections 102 -through l 04 llf Title f of the N atiQ11aJ: Security Act 
l.1 

24 
of 1947), Subject to the authority, direclio11, and cobtl'ol of the Ptesident~, the DNJ serves as the 

:!S head of the IC and as the principal adviser to the President, the National Security Cow1yil, and 

26 the Ho1neland Security Council for intelligence matt¢1'8 related to the national security. See. SO 

27 u.s.c. § 302'.l(b)(l), (2}. 
2ll 

10 

Cl11SSificd Jn Ciuncl'll, /':)-. f'qi•te Oc.-;laration of James R. Cluppcr, Olrllelor of'Nad.01J11l Jntclllg.encc 
Jewel !!I al. '" Ndlionnl Security A,it1!llt:y er 11/. (<Jl!~~w1&7a.JSW); Slt11berl, el nf. '~ Obama, cl al .. N9. 07~Y-i>93-JSW 
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20. {U) The IC includes--the ODNlj the Central Intelligence Agenc~ th.e NSA; the 

2 Defense Intelligence Agency; tbe National Geosptttial-Intetligence Agency; the National 

l Reconnaissance Office; other <>ffices within the Department of Defense for the c(11lection of 

4 
speci!tlize<l national intelligence through.rcccmnaissancc programs; the intelligeni;e elements of 

5 

6 
the mili~ry services, the Federal Bureau ofTnve!!ligatfon, the Department of the ~rreasury~ the 

7 
Dcpnrtmcnt of ·Energy, the Drug.Entbrc~ment Administration> and the Coast Guatd; the Bureau 

ii of Intelligence and Researcn of the-Department of State; the elements of the Depitrtment of 

0 Homeland Security concerned With the analysis of intelligence information; and such other 

10 

II 

I;! 

13 

14 

elements of any other department or agency as maybe designated by the Presidc11t; or jointly 

designated by the DNT and heads·ofthe department or agencyc-0ncerned, as:an element of the 

IC. See SOU.S.C. § 3003(4). 

21. (U) Th.e res})<)nsibiliti'cs ~id authQdties of the DNI are set forth irt th" National 

15 Security Act of 1947, ns ain~nd~d. See 50 U.s.c. § 3024. nu~se re.sponsibilities 1im;lude 

16. 
•ensuring that national fotcllige.nce is provided to tho Pre.-;ideut, the heads of the dtipa1:tm.ents and 

. ' 

17 

· agencies of the EKecutive Branch, the Chaim1an of the JointChietS of Staff anct senior rnilitaty 
1g 

19 commanders, and the Senate and Fiouse of Rep1esentatives and conm1ittees thereof. See SO 

U$.C. § 3024(a)(l ). The DNI is also charged with establishing the obje.ctives oti determining 

lJ the requirements and priorities for, and managing and directing the tasking, collection, amd.ysis, 

production, and dissemination of national intelligence by -elements of the lC. Id. 
!23 

24 
§ 3024(t)(l)(A)(i) and (ii). 

22. (U) In addition1 'the Nutio.nal Secuiity Act of 194 71 as am(,mded~ provides that 

26 "[t]he Director QfNational Intc:Higenc.e shall prote'-1l intelligence sources and methods from 

27 
unauthorized dfr.;closure.0 50 U.S.C. § 3024(j)(l). Consjstent with this rosponsib!lity, the DNI 

28 

n 

Clt$~iflcd./n Co.mCl"!l; Ex Parle Declaration of James R. Clapper, Director ofNa,tional Intelligence 
Jewel et af. v. Na/1011(1/Securilji Agt!ncy eJ nl. (08-cY-4813-lSW): Sl111b.11rf, et al. ''· Obama, ct al., No, 07~v-C193-JSW 
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2 .applicable law, Executive orders, or other Pr~si<lcntial directives, nnd access to ahd 

; dissemina1ion ofintelligence. Id. § 3024(i)(2)(A), (B). In particular, the DNI is iesponsible for 

4 
the establish1nent of um form standards and procedures for the grant of access to SCI to any 

6 
otlicor or employee of any agency or department of the United States, and for ens.-uring the 

1 consistent implementation of'those standards throughout such departments and agencies. id. 

g § 3024(j)( 1 ), (2). 

I) 23, (U) By virtue of my position as the DNI, and unless otherwise directed by the 

l(J 
President, l have access to all .intelligence related to the natiorml security that is c<-)llect¢d by any 

II 
department, agenc.y, or other entity of the United States. See SO U.S.C. § 3024(b}: section 1.3(~) 

12 

13 of E.O. 12333, as amended . . Pursuant to E~O. !3526, the Pte.sident has authmized me to t}xercise 

14 original TOP SECRET classification .authority. 

IS (.U) ASSERTION OF STATE-SECRETS. PRIVILEGE 

16 
24. (U) Ail:er careful and actual personal consideration of the matter~. based upon my 

17 

own knowledge and infonnation obtained in the course of my official duties, including the 
18 

19 information contained in the publi~ and classified Jn Camera, Ex Parte DecJarafaJrlli of Frances 

20 J. Fleisch, NSA, I have detennined that sensitive state secrets concerning NSA s®rces~ methods, 

21 and activities are implicated by ~legations that lie at the. core GfpJaintiffa' clairn$:. and that the 

disclosure of this infonnation-as set forth-herein and described in m.ore dctajl in the Classified 
23 

14 
NSA Ded;irati.on-can ·t;e expected to cause exceptionally grave damage to the n_µtio11al security 

;:is · of the United States> and therefore-that -information must be protected from disclo.:;ure ao.<.I 

26 excluded from this cas.e. Tirns, as to U1is information, I fonnally assen the state se:crets privilege. 

?.7 

28 

12 

Cfossifio<l-/Jr C111ucra, Ex Pane Dcclun1tf<Jn of Jao!C!! R. Clapper, Dlrect~r Qfl'/~tioDlll hll\!lligcnce 
Jewel el 11l 1•. Narional &01rityAge11tzy11J 11/. (08-c:v-4873-JSW); Slmbcrl, ct <JI. 1>. Ob<JJ1ta, ct <1/,, N<J, 07-cv:ft93-J$W 
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(U) ASSERTION OF STATUTORY PRIVILEGE UNDER NATIONAL SECURITY.ACT 

2 25. (~)Th.tough this declaration, l also hereby invoke ~nd assert a statutory privilege 

held by the DNT under the National Security Aot ofl 947, as amended~ to prote<;t:lhc infonnation 

4 
described herein, see 50 U.S,C. § 3024(1)(1}. My assertion of this stan1tory priVikge for 

intcUigorH .. -c .sources and methods is coextensive with my state ~eorets privilege iL'»erlion, 
6 

(U) INFORMA TION.SUBJECI TQA~SERTIONS QF PRJVJLEGE 

s 26.. (U) In general and unclassified terms1 the following categories of still-classified 

9 -infonnation nre-subje«t to my state secrets and statutory privilege assertions: 

10 

II 

12 

13 

16 

11 

11! 

19 

21 

22 

24 

26 

27 

28 

A. 

c. 

(lJ) 'threat Infomtation: information conceming the. specific nature 
of the terrorist threat posed by al-Qa.tida iuid jts affiliates and other 
foreign terrorist organfaations to the Unite.cl States, in~foding actual 
intelligence information c.oll1?cted ftotn jntelligence collection 
.3cti.viti<!s; 

(U) Parsons Subject to JntelligetrceA.c.tlvities; information lhat 
would tend to confirm or deny whether particular indiYidualst 
including thcrnamed plaintiffs~ 1m¥e been subje-ct to any N'SA 
intelligence·activities-j 

(U) Operationa/.lnformalion toneerning NSA Intelligence 
Activities.'. infonnation concerning the scope. and -operational 
.details of NSA .intelligence ac-tivitics that may relate to or be 
necessary-to adjudicate plaintiffs' allegations1 including~ 

(l) Com1riu11icatim1s Cormmt-Collection: information concemlng 
the scope or operational details o.fNSA intelligence activities. 
that may relato to o.r be n~ccssary to adjudicate plruntiffs' 
claims that the NSA indiscriminately intercepts the content of 
communications, sue, e.g,,Jaw<!l Con>plaint CW 9, 10, 73~77; 
Sliube?1•1 SAC W, 1, 2, 7., 64, 10, including; 

a) TSP information: infotrnation CQr.tccrning the scope and 
operation of the now inoperative TSP regarding the 
interception of the content of certain one-end-international 
communications reasonably believed to involve a member or 
agent of al•Qa'ida or an affiliated terrorist organization; 

b) FISA section 702: infonnation concerning operational 
details related to the collection of communications ·under 

... 
Cl11.<1.1i1T.:d /11 C11r.1cra, !1.r l'orte D~l111ulio11 of Jnmcs R. C111pper, Dlrcclor ofND!'iClnal lnWHigoncc-
Jawe/ al of. v. NtJt/qnnl SectirfcyAgenC)' etnl. (Ol!-m'-'1873,JS\\l)j Sliubcrl, cl.a/. "• Ob(!lifa. ~t <if., No. 07-cv..!./ )3.JSW 

13" 
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) 

4 

5 

6 

i 

c) any other information Telnted to deinonstradng that the NSA 
has not otherwise engaged· in the aontcnt-sunreillanC(! dragnet 
that the plaintiffs allege, and 

(2) Communicatiolt-1 Racords Collcclirw: information concerning 
the scope or operational .dQtaifa of NSA intelligence activities~ 
that may relate to or be necessary to adjudicate ·plaintiffs• 
claims -regarding the NS A's bulk collcctio1i- of telephony and 
Internet communication rcoords (or ''metadata'»> see, e.g. , 
Jewer Complatntirl 10~1 l, 13, 73-77, 82·97; Shubert SAC 
ir 102; 

" and 
I() 

II 

12 

13 

14 

IS 

Ht 

17 

18 

20 

21 

23 

24 

D. (U) "Felecommzmication~ Providei· ldentities: Informatio11 that 
may tend to confirm or denywh~ther AT&T o.r Verizon (and. to the 
extent relevant or necessary, any other telecommui1icatfons 
carrier),. has. -provided a~istance to the NSA in connection with any 
intelligence activity, incl\lding the cc.)llection of communications 
content (jr noi1.;coutent transactional records alleged to be at issue 
in this litigation. 

(U) DESCRIPTION OF·tNFORMATJON SUBJEC'(TO PRIVILEGE 
ANi>.llARM OF DISCLOSURE 

A. (U) information Concernl~g. the Threat Posed by at .. Qa~.lda,. lt"s 
Afflllates, and Other. Foreign 'ferrori~t Organizations 

2(. (U) The intelligence activities; sources, and methods that are impJkated by this 

lawsui17 and put at.risk.of disclosure in further proceedings~ must be ·viewed and ~nderstood jn 

the context of the threat faced by the United States. In unclassified tenns, more than a decade 

after the Scptembet' L 1, 2001 attacks, we remain in a global conflict Wfth al-Qa'id_a aod face an 

evolving threat from its affi.Hatc.q and ·adherents. America'"s campaign against terrorism did not 

end with the mission at Bin. Ladin's compound in May 201 1. lndeed, the thre.ats we face have 

26 become rnoi·e diverse. 

28. (U) Tu addition, to the e-xtent classified information about the al-Qtr'ida. threat 

14 

Classified /11 C11t11c~ E~ f'artc Declaration of;l1111ic.; R. Clnpper, Dirccmr ufNntionul fo1c:lllgcnc;c 
Jewel et nl. i~ Nailanal &curlty Agcuey 111 al . . (O&.cv-flll1l-JSW)iS/111l1Qrt, ct 111. v. Obama. ol al .. No. 07-ev~~93-JS\\I 
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would be nt issue in attempting to litigQte this case (for example, to demonstrate ihe 

reasonableness of the intelligence-gathering activities initiated in the wake of the,,S~tember· 11, 

4 
2001, attacks, and those that remain in place today), such infonnation could not be disclosed 

without revealing intelligence.sources, methods. and information of the United States and 
6 

thereby omt..c:ing.exccptionally grave damage to tho national security. Therefore, I assert the state 

B secrets nnd DNl statutory privilege. to protect such infonp.ation from disclosure. l~Y way of 

9 illustration, set forth below is a largely unclassified dis<iussion of al-Qa'ida and s.~ver-al of its 

10 
principal affiliates, followed by a discussion of some of the classified threat jnforlnation 

11 

12 
pertaining· to these terrorist organizations that is subject to this assertion of privilege. 

t. (U) Al~Qa'ida and Its Affiliated Groups 

14 29. ~s a}.:Qa•.Jda1s core leadership s!nlggles. to remain r~levant, th¢ 

15 group has tumed to its affiliate.<; and adherents to ~ out attilcks and to advance. its 1-deology. 

16 
These gtoups .ate frmn an array of countries, including Yemen. Somalia, Nigerin< lraq, and S yr.in. 

17 

.
18 

'TQ varying degrees, the:1e gr0ups coordirtat<i th~ir activities with and. follow th~ direction of al-

19 Qa'ida leaders in PaJi;istan. Many of the extremist groups themselves.are multidimensional. 

20 blurring the Jines betw\'l.en terrorist groups, insurgency, and criminal gangs. 

21 
30. (U) For example, al-Qa'ida in the Arabiwi Peninsula (AQAP) remains of 

22 
particular concem to the Urtited States. The National Cout1tertcrrorism Center (NCTC) assesses 

23 

that this is the most likely entity to attempt attacks in the West. 'Even in the wake of Anwar al~ 
24 

2S Aulaqi's death in Septembat 20J l, this group maintains the fotent and capability l:Q. conduct anti-

26 United States attacks with little to t10 warning. In its three att~mpted. attacks agnihst the U.S. 

27 
Home1and -.tbe airliner plot ofDcc:embor 2009, nn atten1pted attack against U.S.-bound cargo 

28 

1.5 

Classiftr.d/n Csnl<lni, Ex Pnrll! Oecfnl",ttll,lll of Jnmcg R. Cl:ippcr, Direi:tor ofNo.tionnl fntclligonco 
,Jewe1 cl al. v. Nt.1tlo11al Security Agr.ncy er.al. (Q8.~v.4873·JSW): Shuh~t. el ul. l'. Obama. et al .. No. 01·CV·f>!>:l-JS\V 
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planes in Octc5ber 2010. and an airlinerp o ay 2012 similar to the 2009 nttempt ~- AQAP 

2 has s}town nn awareness of the capabilities of Western security procedures and dcmonstr&ted 1ts 

3 efforts to adapt. AQAP continues to exploit Yemen's inability to dibTUpt its ~perntions on a 

consistent basis to secure safo havens in the c.ountry and mount attacks against the U.S. Embassy 

in Sannn. 

1 
31. (U) AQAP has-also continued to publish the English-language ln~ptl'a 

magazine-previo\lsly spearheaded by now·deceased alwAulaqi and Samir Khanr-in order to 

mobilize Westem~based individuals for violent action. and the publication continues to reach a 

IO 
wide global audience of extremists, 

11 

32. (U) Al-Qa'ida's affiliate .in Ir11q has demonstrated its cap11city to mount 
12 

1-:l coordinated, ~ountry-wid~ terro11st ~ttacks is gtowing, os it continues at an increa~ing paoo to knl 

14 .Jraqi civJtians by.the scores; even hundreds, wi1h m~ar-..daily car and ·suicide· bomb.,i.;. over the past 

15 year, while also publicly aoknowledgi.ng the gruup had ·established an affiliate in S;yria, tl1c al-

Ht 
.Nusrah 'Front, with resources diverted from its operations in Iraq. ln . .April, AQl declared its 

17 

!8 
merger with .al·Nusrah Front to form the "Islamic State·of lraq and the Levant." Howcveri al-

19 Nusrab Front's leader rejected the merger and pledged allegiance dire~tly to al-Qa 'idu leader 

Ayman aJ .. zawahitL Zawahiri in June 2013 recognized al-Nusrah Front as an a1-Qa'fda affiliate, 

:21 indcpel\rlantof AQI/[$1L and primarily responsible for operatio1ii; in Syria. Despite hi!> 
12 

differences with al-Qatida leadership over roles insides Syria, AQJ/IS1L's leader last year 
23 

24 
~used Stlf)pott for violence against the· United States~ and continues to supportnl-Qa' ida's 

global ideology. 

.26 33. (U) While alwNusrah Front and AQJ/JSIL at times openly have fought, both 

27 
groups sha,rc th~ near-icrm goals ofr.einovingthe Syrian regime from power, and 0reatit1g a 

16 

Cln.S~ificd 111 C11inorn, & Partu D~hiration of James R. CIDJlPCr, Dirc<;tor ofN!llional 111tclligcnec 
Jm1'<!/ l!f al. v. Nit1io11nl Sl!L:11rit)IAgencyct al. (DS-cv•4&73-1SW); Slt11bcN. <:I 9/. ,._ Obatira, cf al.. No. 07'-cv..n9)·JS\V 
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government, favorable to them, based ona strict rtterpretation of Sharia. Jaw. Al:.Nusrah Front 

1 n11d AQI/ISII ... subscribe t.o a glob:tl jihadist ideology, and each group probably hus ambitions 

1 heyond the conflict in Syria. The. gr<)ups potentially hove access to thousands of>.foreign fighters, 

4 
including some AmeriGnns, who since 2012 have traveled to Syria to participate hi the- contlict 

6 
for o.. variety of reasons. Additionally, the groups probably have established training camps, 

7 familiarizing recruits with combat tactics> as well as the handling of firearms and: explosives. Al· 

R Nusrall Front and AQI/ISlL 's access to foreign fighters, and the pennissive operating 

9 ~nv.ironme11t in Syria; raise the lC's cona>rns that su.ch individuals, Americans among them. 

ro 
could be leveraged and trained to conductterrorist attacks in their·home countrie~. 

II 

12 

13 

34, (U) AQI/ISIL leadership also continues 10 make public statem.en{S! inciting 

violence agitinst govemme~.ts outside of fraq and Syria:. In an August 2013 sta~men~ the 

~4 groupts spokesman called on Eg.yptians to attack the Egyptian militm:y and follow the~xaruple 

15 of extremists in lraq and Syiia. 6oth th.e gnJUp's spokesman Hnd its overall lead~r last year 
16 

threat~ncd. future efforts to tar.get Americans. 
17 

35. (U) For the first tim~, AQlllSIL in 2()13 begru1 tefoasiug propagaoda. openly 
18 

19 recruiting Westerners, including Belgian and French speakers; highlighting its intent to build a 

-w . ~'lpab·ility to mountattacks against the West. AQIIISlL1s spokesman in mid·201i publicly state 

ZI the group plans to conduct attacks from eastern Iraq to westem Lebanon. and the,,group 's 

vitriolic rhetoric and hard~line ngenda ~mgge$t the ·group poses a broader threat oitt.Side the region 

24 
than nt nny time since itwas pushed into decljne by U:S. coalition forceu during the lrnq conflict. 

36. (U) During the post two-to·four ycarii, A:mericau and CailadiiUJ auihorities haw 

°2(• arrested several North An1erica·based AQIIISILassociates, highlighting the potential threat 

27 
posed to the United States. fn May 201 l, tho FBI arrested Kentuoky·based Iraqi natio.nals. Waaa 

28 

17 

Clo.uif1Cd /11 Camera. Er P'nrte !Xclatalion of J11mcs R,, Cl~ppcr, Dtrecrqr of Naliomll fotclligl!l\CC 
./t!l1'd/ el of. v. Nn(lonal Sacurify Agency el al, (OS~v-4873-JSW); Sf111hcl'f, ~l al. v. Obn.ma, d ttl... No, 07-cv-693-JSW 
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3 

5 

6 

1 

8 

9 

10 

fl 

Alwan and ShareefHamadi for attempting to send weapons and explosives from Kentucky to 

Iraq ·l\nd conspiring to COJll.lnit terrorism while in Traq. Alwan plcd guilty to supporting terrorism 

in Deccmber2011. In January 2010, Canadian authorities arrest~ dual Irnqi-Canudinncitizen 

Faruq 'Isa who is accused of vetting individuals on the Internet for suicide operatfons in lraq, 

37, (U) The IC Cbntinues to monitor aJ .. Shabaab and its foreign fighter cadre as a 

potential threat to the U.S. H'on\eland, although the group is mainly focused on C(1mbatiug 

African Union Mission in Somalia (AMlSOM) forces battling the group in Somalia. The group, 

which fonnally merged with al~Qa1ida in February 2012t alscnemains intent on conducting 

attacks against regional and Westcm targets in East Africa, especially in countrie~ contributing t 

· theAMJSOM mission. Al~Shabaab associated militants in September2013 com\ucted an attack 
12 

on a shopping mall in Nairobi, Kenya. Al-Shahaab Jeadei:s "in the past have publiply called for 

14 transpational attacks, including threatening to avenge the January 2012 death of British national 

15 · and al•Shahaab senior foreign fighter Bilal Bcrju.wi. 

38. (U) Al-Qa'ida in the Lands of the tslami.c Maghrcb (AQIM) and i1okt..1 Haram 
1'7 

· have shown minimal interest in targeting the U.S. Homeland, but remain focuscd;-0n local and 
L8 

l9' regional attack plotting, including targeting Westem.intereststhrough kidnap • .for .. rausom 

21 

22 

2S 

26 

27 

28 

operations nnd other means. AQIM is actively working with local extrernists it1 northeni Mali to 

establish a safe ·haven from which to advanee future operational activities. Al-Murabitun, the 

extremist group fotmed in August 2013 through the merger oftwo AQJM offsbo(1t$ - Mohtar 

Belmokhtar's al-Mulathamun Battalion and Tmvhid wal Jihad in West Africa (T\VJWA) -

likewise appears focused on ·plotting agairist Western interests in North r:md West;Africa. Soko 

Haram probably has an emerging awareness of U.S. per~ons or entities in the United States with 

connccti.ons tQ Nigeria. The group's spokesman publicly threatened to find a way to attack a 

18 

C~ificd In Camero. EK P1mc Dooloration ,, fJ0111!'!S R, Clnpptr, DircctorofNational fnrclligc11cc 
.k'll>-cl cl al 1•. N11flm1afScct1rily.Agcm~ el al_ (08-cv...1873-JSW); Sht1bc11, ~l al. I'. Ob;inro. (!/ nf .. No. 07-cv-Jo93-JSW 
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2 

5 

'l 

8 

10 

II 

1.2 

13 

14 

IS 

16 

17 

U.S ... based news organization if its coverage o 

39. (U) In addition, while most Pakistani and Afghan militant groups pose a more 

dir~ct threat to U.S. interests and our allies in that region. the- lC continues to watch fodndicato 

that any .of these groups, networks1 or individu'als are actively pursuing or have decided to 

incorporate·op.erations outside of South Asia RS a strategy to achieve their objecti'ves. Tehrik~e 

To.liban Pa1dstan (TIP) leader.s ·have repeatedly threatened attacks against the United States, 

including after the death of Bin ladin. NCTC assesses that lTP's claim ofrespo.nsibiJily for the 

failed New York Times Square bombing in May .20.10 demonstrates its willingness to act on this 

intent. 

40. ~e NCTC's current classified threat assessment underscores th~ 

continuing threat posed by al-Qa'ida and its affiliates. While NCTC assess that '\;i>tc" al--Qa~id 

due to leadership losses ~nd ether setbacks in recent yenrs, is .probably currently unable to carry 

()Ut comple:<., cootdlnated1 large-scale nttaeks..itt the ·wes~ it remains intent on dofug so. At the 

san~e -tin!e, the tctt()rist threat to the United States has ·dfversffi.1..'<i to inolud~ groups affiliated or 

~Hied with nl·Qa'ida. NCTC assesses that these terrori.bt adversaries remain determined to strike 
I& 

19 against U.S. and. Westem interests1 inCluding via smaller nnd sfmp1er plots that may be m.orc 

w (lifficult to detect. Preventing attacks remains-the lC's highest priority. ln this ev.oJving thteat 

:21 . landscape, the agencies of the IC continue to work together to disrupt terrorist plots against the 

United States at home and overseas, to degrade aJwQa'ida significantly througll rei~tlcss 

24 
counterterrorism pressure in key global safe havens, and to share key informatiqn· with dotnestic 

25 and international partners. 

26 (2f{sttNJi!).Countcrterrorisin Successes Against al-Qa'ida 

27 41. ~ajor counterterrodsm 8'1Ccesses and momentous global events fn recent 

llJ 

Cla~sif1<!d l11 Canlt:t:l, ErPal'.tc Qcci!Mitfoti qfJQ1llcs R,. C!Qppcr, DircctorofNationul Jnlclligcnce. 
Jt:1.1•c/.et a/. v, Nglio11al SeC11ril;y Agency ct al. (08-cv-4873-JSW); Shuhet, .u nf, '~ ObfJnuf, ot al., Nu. 07-ev.n93-JSW 
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years have altered the terrorist threat landscaj]C in a. way that lessens the direct threat of a large-

2 scale~ operationally complex. ma.ss-cBsmilty attack against the U.S. Homeland in~benear-1erm. 

? 
42.. ~l.e deaths of Pnkistan.-ba$ed al-.Q~'ida Jeadcr Usama Bin Ladin and 

10 . 
Yemen-based AQAP planner Anwar.al-Aulaqi in 2011 removed two of the most influential 

I ! 

12 
drivers of the terrorist threat against the Homeland. These two leaders provided r;trategic 

<>vetslght and operational guidance fur·the ro.sjority of the-tnost notable large-sen le attacks.nnd 

14 ·attempted. nttacks against the United Stat!'S s.inc:c-2001 . AdditiQtially, ·they were r~sponsiblc for 

providing inspiration to a global.audience ofal-Qa.fida members, allies* and adhm-ents about the 

necessity.of attacking the "faF' Clt<;tny in ordct tp- llCJltCVe the Jongstandiqg goal Of.tllC _g](:')b81 

20 

('l;is~ified !11 Csmcn, fix Parle DC<lfornti<ln or J11mi:s R. Chipper, Director ol'Naliorml Intelligence 
Jewel el al. \'. Naffl1nal See11rity Ar.t:11cy et al. (08..ev-4&n-JSW}; Sl11tMrr, t!l 4l ''· Obnmt1, et 11/., No. 07-c\Lf\9l-JSW 
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17 (3) ~he ConttnulngThreatofal,;Qa.'ida-and its Glohnl Affllintes. 

18 45. t'ISllDCS 'GCINF) Notwithsl11ttding the succ.ess~s-:desoribed nbo.vej nl-

19 Qa;ida-and its global atliliates.continueto pose a threat to the.Nation's sooutity, Pakistan-based 

al .. Qa~ida continues to demonsti'.gte persistent intent to -conduct attacks against the0 United Smtes. 

21 

Clagsllicd flt C4nv,:f9., Ex Pline Declan:uion of lllllleS IL Clllppc;r, Ditcctor ofNl)l:ional hllolligcnc.:c 
Jawel et n/, v. 'National Sc<;urity Agency at aL (02-cv-4.&73-JSW); Sltr1b411; et nl. 1~ Qham11; ur fJ1., 'No. 07-cv-6113.JSW 
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2 

3 

4 

6 

Qa'ida's prospects for rebounding from its weakened state are low and depend on its ability to 

protect its Pald&tiin~based cadre and global influence, while addressing defi.cienci:cs in leadership 

and opci:ati<>nlll capabilities. Despite its shrinking leadership cadre, persistent um·est in p)aces 

s· sui;;h as Yemen, Libya; Syri~ and Egypt, and the impending withdrawal of U.S. forces from 

I) Afghanista.Q, may provide core.al~Qa'ida·a propaganda opportunity to claim victories over the 

10 
United States and reinvigorate its image as the leader of the global movement. 

12 

13 

14 

15 

!(j 

17 

II! 

l1J 41 ~addition, against this backdrop of-a weakened core a1~9a'ida, NCTC 

:w assesses thatJ11 the coming years the United States wlll be facing a more interdependent and 

2.1 -diverse terrorist threat .fuan we have experienced 'to date, 'vhich will likely be mor;e difficult to 

22 
• deteet. An expanded ·setof ten·orist :rdversaries 

in recent years have carried on al-Qa•ida.1 s mantle nnd attempted to stfike. in 

25 an.cl.against the U.S. Homeland. Al•Qo'idn 's nffiliatc groups are lik~ly to remain -conunitted tQ 

26 al~Qa'ida':s id~fogy and to seek opportuniti~ to strike U.S. interests in their operating areas ·or 

YI in the West. 111-e intent and capabillty ofeach.affillatc te conduct transnational attacks varies 
28 

: 2 .::-:::-= ;1..rc. r=r1~~': ii:..: .=~r~.t·'":'{f ~: 22 
~'=. ... - ~,- ,, - :a- . • ; 

Cl:insifii.-d In Cti111cro, E.r Par/<! Dccl11.riltiori of .!ll!l1CS- R. Cl;ippcr, I)irccmr ofNatioriaT lntclligi:nc~ 
.Jewel l!t al. v, Notional Security Agency et nl. (08-cv-48n.JSW); Sl111bar1, I!/ al. ~·. Ob<1m4, <:t al., No, 07-ev-f>93•J5W 
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2. 

3 

6 

10 

ll 

12 

13 

14 

15 

16 

I? 

18 

widely, however, in large part becau I • I I . ievi·ng local and regiMal goals. 

However, .increasing collaboration between al~Qt'ida 's affiliates· will .further shift the focal pofot 

of the globaljihad away from South Asia, in particular, as the gl'.OUps share exper lise, advice-and 

inspiration in ways that improve .their attack capabilities and/or understanding pf ·our 

c:ou~tettertorism capabilitii:s 1md tactics. 

48. (lS/71tCSl'OCfNF) AQAP continues its efforts to conduct attacks against 

Americans in theregionand in the West, AQAPremains committed to its regional agen.d~ 

A.dditional~y, perlodic·reporting r~veats AQAP's-intentions to conduct 

attacks in ~cighboring Gu1f.Statcs 

49. (j'S/18C$.'0<5Nll) AQAP as qf earl.y 

operation that were disrupted by U;S. Government 

increased security and counlcEterrorism pre$sure mounted.ju response. to the AQAP tI1r:eat 

initially cat!Scd the gro~p to.decrease. its operatii)11al t~mpu for futemal attacks and lhniwd its 

-19 mevements. However_, Vii.th fewer oounterterrorism.operations conducted the-

IC has observe9. a-recent spike.in attacks that reflects AQAP's- return to a mo~ aggressive 

.21 
operatipnal approaclt·-as they continue to-purnue multiple plots 

22 

23 

24 

28 

Classified /i1 C:unur:i-, P.x P4He Dcdgmtion of J11ntC3 R. Clapper, Dlr«IPr ofNational li1ti:lll&CllCC 
Jewel c:t (I/, \'. National SeC11rily Agl!llC)I er af. (08-cv-4873-JSW); Slruhert, cl ql ) !, Oboma, et al., No. 07· c V-t•93-JSW 
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/ev.·cl cl a/. it. National Scettri(V .4gcllc,l' ct al. (08.cv-4873.JS\V); Shu/nm, ~I q/. 11. Obama. at al •• No. 07-cv-693-JS\V 



Case4:08-cv-04373-JSW   Document220   Filed05/05/14   Page25 of 37
Approved for public release May 5, 2014

14 ,propaganda~ al .. Qa;ida has encouraged, "lone~wotft extremists to conduct U.S. HQnieland small 

IS 
anns :lttllcks because ffrearrns.nr.e eBf!Y tg ncquire.IUld-use effectively in the United States

7 
ru1 

17 

18 
yc~·involving homegrown violeut·e.xtremists. 

19 

2(f 

21 
Al-Qa 'ida-inspire<l extremists can be expected to 

attempt to explo'it emerging c-011sutner-off the shelf technologies for building, con;;:ealing and 

24 triggering IEDs, and Jevetage Qnline resources to vrovi.de the knnw-how for new attack methods. 

25 

26 

27 

as 

CIA~ificd In Ouncl"J, Ex P<Jrftl DecfnfQtion or J1101c9.t\. Cltipper, 'Oltc.C[OrQfNaliomil ln{clligcn~ 
Jaw11/ ct al. v. Notiona/.~nii(y Agc11c.v el al. (08-c.v-4873-JSW); Slnihen, ~I al. v. Ob,1nra, e1 al., No. 07-uv-i•!>3-JSW 



Case4:08-cv-04373-JSW   Document220   Filed05/05/14   Page26 of 37
Approved for public release May 5, 2014

2 

3 

4 

s 

q 

1 

~ 

9 

JO 

II 

12 

f3 

14 

l5 

1() 

l7 

18 

19 

io 

ll 

l2 

i3 

24 

2S 

'J•· -0 

2.7 

28 

26 

Classificd/n Camera, fa Parle Dcclarolio11 of Jw11C§ n. Clapper, lJirc~tor ofN.ilionil.l lmclfigcm:c 
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2S 57. (U) .In sum, a variety of en.ti.ties continue to pose a significant threat to the 

26 .nation's security. The U.S. Government is utiliimg all lawful intelligence gathering capabilities, 

27 
including those· set forth i.n th~ Classified. NSA Oeclnration, to meet these threats ;ind to protect 

28 

27 

Cia.11.qjfrcd In Camcr.i, E:r: Pano Declu~tion of Jnmc~ It Cl11ppcr, Dill:Cll>i' ofNatiomll lntc:llis,'l:llCC 
Jewel 0111/. v. Nntlo11al Sec11ri1y Agency e.I al. ({)lkv.487J..JSW); Sh11hart at al. v •. ObfJ1tl(1, t!I al., No. 07 •C\'4>93-JSW 
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the American people, I set forth this information not only·to provide the Court with background 

2 infonnation necessary to understand w~y the intelligence activities implicated by or directly at 

issue in this case are being undertaken, but also to assert a claim of privilege over classified 

4 
threat infonnatjon. The U.S. Government cannot disclose classified thre1:tt information io 

s 
·addre~u;jngplaintiffs' nllegationn or other issues in this case, or oven io public1y supporting its 

Ii 

7 assertion ofpriv.ilcge, because to do so ~ould disclose to our adversaries what w~ know of their 

8 plans and how we.may be obtaining infonnation about them. Such disclosures wo\tld lead our 

9 11dversarics not only to alter their plans, but also to implement greater security for their 

10 
oommunicationsl thereby increasing the risk of non-detection; Jn addition. disclo~urc of threat 

II 

12 
information might reveat human sources for the United States, compromise those ~ources~ and 

13 put. their ortheir families 1 ·lives in dan~_cr. Accnrdingly, because I believe-that cli,ssified threat 

14 information is crucial to understanding the importance ·to ,ournatfonal security of the U.S. 

15 ·Government's Intelligence activiti¢s, sources, ~dmethods implicotcd by the plaintiffs' 

16 
allegations, 1 mll$t.nssert the .state secrets privih;gc and the DNT's statutory privilege ove.r tllis 

17 

18 
elassifi.ed tbrent .ififutmationb~cause ofthc cxceptionully grave danger to national.security that 

19 . co.uld reason11bly be expected to result ftom its disclosure. 

ll 

22 

2.4 

2S 

JJ. (U) Information That May Tend To Confirm or Deny Whether ParticuJar 
Individuals, Including the Named Plaintiffs, Have Been Subject to NSA 
Intelligence Activities. 

58. (U) Ncxt1 f am also asse~ng -privilege· over iriforrnation that would·. tend to reveal 

whether -particular individuttls, including the named P.laintitfs in this lawsuit, have-Oe<m subject 

to NSA -intelligence activities implicated by plaintiffs' allegations. Disclostlt(}.Of ~uch 

2C1 · information cat\ be e:x.pected to cause exceptionally grave damage to tl1e national security. 

27 
59. \TSllSl/~R) understand fto1n the Classified NSA Declaration that the NSA has 

28 

2!\ 

Clas11ified In Cameni, Ex Parle D«llltation of Jom~ R. CIBppcr, O~tor ofNatioMl lntolligcncc 
J'ewcl et (I/. v. Na1fq11al Security AgetJey ef al (Q8·~V-4873-JSW): Shuht1r1, et al. 1•. Obama. et f!I .. No. 07-c.~'-6'.IJ.JS\V 



Case4:08-cv-04373-JSW   Document220   Filed05/05/14   Page29 of 37
Approved for public release May 5, 2014

2 

3 

4 

s 

6 

7 

~() 

II 

12 

14 

15 

I~ 

1.7 

18 

con<:Jusion that disclosure of these mets can be expected to cause.substa11tial harm to- the national 

would require the disclosure o-t" sensitive and 

classified details ·a00Qt NSA intelligence.gathering methods. Accordingly~ I asse.rt the state 

secrets and DNI statutory privilege as to this infonnation. 

60. (U) The NSA cannot publicly confii:m or deny whether imy particular lndfvidual 

is subject to intelligence-gathering-11ctivities, no· matter how likely or unlikely it might appear 

that the individual would be subject to surveHlunce. lf the NSA wet~ to re7Veal that an individual 

i~ .the wget or a subjech1.f intellig<m~~gathcrlng. the. collection oap.ahili"fy .relating to that 

indjyJduat would ccrt-a1nly be compromised, On the other hand, if the NSA wercito teveal that 

an individual is not tho ~urget or subject oflntclligen~c-gathering1 a_dversai'ies would know tlmt a 

19 · particular individual has avoided.scrutiny and is a secure source for communicu.titig. Moreover, 

p.roViding assurances to those-individuals who are not targets or subjects quickly becomes 

21 1mwotkab1e when faced with a situation in which an individual bas in fact been a.target or 

subjc-et. If the NSA were to oonfftm. that any specific i11diVidual is not a target or· subject of 
23 

24 
jntelligence·gathenng, but later refuse to confmn or deny that fact in a. situation involving an 

is actual target ·or subject, itwould be appareitt that intclligence-gathermg was occurring in the: 

i6 latter case. The only recourse for the NSA is to neither confim1 nor d~ny whcthm:- someone has 

been targeted by or subject to .NSA intelligence-gathering activities, regardless of whether the 

2& 

l9 

Cl!is~flcd /1' Camera. Br Pa>'fc. Ocdnrolion of James R. Cli\jlpc;r, Din:ctor of National hU\:lligencc 
Jcll'el el u/. 11 N111/onal Sau1?1;; Ag,enc:y et 11{. (08·cwt&73-JSW); Slt11b,.rt, et al. v. Obama, 11t al., No. 01-cv-h93-JSW 
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Jndividual ha.I\ been a target or subject or not. o ·say otherwise when challenged-in litigation 

2 would result in the frequent, routine cXposu.rc of NSA infomiation, sources, and methods, and 

8 

10 

If 

would severely undertrune surveillance activities in general. 

c. 

61. 

(U) Information Con4!e.rnf.ng the Scope or Operational DetaUs of NSA 
lntemgence Activities, Jncluding.NSA Sources or Methods. 

(0) Furthennore, I inn l.{Sserting privilege over any other stHl-clas:;ified fads 

collceming the :.c0pe or operatio11al details of any NSA intelligence activities that may rel.ate to 

orb~ necessary to adjudicate plaintiffs'. allegations. As noted above; my privilege assertion 

includes~ but is not limited to, (J) facts.concerning. the operation of tlle now:..defu11ct TSP, 

including any .facts needed tp demonstrate that the TSP was limited to the interception. of the 

12 contenti of one-end foreign communie!ations reasonably believed to inv()lve a member or agent 

of al~Qa'ida or an affiliated terrorist orgtmi7..ation, (2) facts concerning tho operatian of the 
14 

15 
collection of communtcntions under PISA Section 702; (3) any other infonnati.On-relmed to 

~em.onsirating that the NSA has not otherwise i:;ogaged in the oontenNmrveilJBI.letJ dragnet that 

1'1 the plaintiffs aUeges and ( 4) still ·c1assified iJ1fomwtion concerning. the scope or operational 

18 -details efNSA intellig~ce activities involving the collection of bulk com1nunicatinns metadata. 

19 

l.I 

22 

25 

26 

·as discussed in greater detail in the Classified NSA De~laration. 

62. (U) As the NSA 1ndicat~s, sf!e Public NSA Declaration, the NS.A's collection of 

the content of connnunieations under the TSP was directed at international communications·in 

\Vhich a participant was reasonably believed to b~ associated with l'!l•Qa.'ida or an, affiliated 

organization. Tlius, as the U.S. -Government has previously stated, plruntiffs • allcgntion thnt the 

. NSA has indiscriminately collected the content of millions ofoommunicafams sent or received 

1 (U) Tho term "content." i.s used .herein to refer tO the substanci; m~aning, Or' purpo1t of 
a·conm1uttication~ as dcifined in.18 U.S.C.§ 25l0(8). 

Jn 

CfllssiftcJ /11 C:tmo111, 8· Pane D.;cln.ration Qfhn1~s R. Clt1p1><!r1 Dfrei;IClr 9fNaJimaJ fT11clligc11cc 
Jewel cl al. \~ Notio11al Securiry Age11~· el.of. (OR-<>v-4813-JSW); Sh11iw-I, <11 nl v. Obnftto. ttl al .. No. 07-cv.!>9J.-JS\V 
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by people inside the United States afte ep . .~. , under the TSP is fali.;e. I concur 

2 with the NSA that.to the ex: tent it must demonstrate in thi$ case that the TSP was ,,ot the content 

3 dragnet plaintiffs idl~ge, or demonstrate that the NSA has not otherwise engaged m the alleged 

corttent dragnet, higbly classi-fie4 details·about the sco.pe and operation of the TSP and other 
5 

6 
NSA intcllig~nce. 11ctivities would be) disoloscd, including NSA intelligence s.ourqes and methods, 

1 thus risking exceptional harm to national securiiy. 

8 63. (U) In particular, as set forth in the Classified NSA Declaration, the· United States 

fa~ urgent and immediate intclligenoo-challcnges after the September l l, 2001,. attacks, and 

JO 
. undertook si~a1s intelligence- activities pursuant to presidential authorization that were designed 

II 
to meet those challenges and to detect.and prevent future terrorist attucks by al~Q:~'ida and its 

ti. 

13 affiliates. Thoseactiviti:es include the· TSP and ~hnilar seurces and methods of content 

14 surveillance that later· became .subject to FISA authority,. as welt as the 'bulk collection of 

IS .telephony and Internet non.content metadnta that.was also iater transitioned to PISA authority, 

16 
and med to discover contncts and communications patterns of members and atliliatcs of al~ 

17 

18 
QaJido., s~m Classified NS-A Declaration. 

19 "64. (lJ) Based on my personal consideration and judgment.as to the ham\ di~closure 

2n- .can be expected to cause to uatio11aLsecurity, ttiy-priVilege assertion iltcludesy butis not limite-d 

21 to, the tollowiug information discussed in the Classifie.d NSA Declaration. 
22 

65. 
23 

24 
the sco.pe and·operation of the TSP and any other NSA intelHgence a¢tivities nee-ded to 

demonstrate ·that the TSP was fonit~d tO -the illt~r.ceptfon of certain 01ie-end communications (i.e., 

26 to or from the United States) reasonably believed to involve a member or agent of.'al·Qa 'ida or 

21 a.n affiliated terroristoi:gnni7,ntion; the colJection of communications content und~r FISA section 

~I 

Clas~ificd In C11111m. Rx Pana O«>llll'!ltion qf Jnm~~ R. Cl:ipp1:r, Directpr of Notiom1l ln~elligc11w 
.le.val el al. 1•. Nollor.al.Sec11rl1_1:Age11C)' JJI 11/. (OS-cv-41173-J~W); Slntb<'~I. t1 07. v. Obama, .et al., No, 07-cv-193-J.SW 
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C,H''!) .. i.'~ · :. J.'::tk . ;··¥1-;~ _,_. • , . .t, •.• _...,._~, 

702i and the fact that th~ NSA does not otherW'ise ·conduct a dragnet ·of content survciUance as 

2 the plaintiffs allege. Such facts .inelude' those cortcemit'ig(a) how t;Ugets were selected under·the 

4 

7 

8 

I) 

,10 

ll 

TSP; (b) the specific methods used under the TSP to intercept telephone and Internet 

communications; (c) the nature and i~tity of the tar.gets under the TS 

d) any ~dditional clilssmcd details about tl10 operation of the 'TSP that would be 

necessa1;y to litigate the plaintiffs' allegations (to the.extent relevant) includingfa'cts conceming 

the operational swiftness and agility of tbe TSP, particularly in crntjunction with metadata 

analysis; and the 

effectiveness and success of the TSP; and (e) other NSA surveillance activities,. including 

col lcction of communications content under FISA section 702, that may be needed to address 
l? 

13 and disprovo-thc-contentdra~etallegations, 

1.4 Sae Classified NSA Oc(jla.rnti<m- fn 1l1Y 

15 judgment, revealing or risking disclosure of the foregoingNSA 1ntclligence activities, sO\trces, 

16 
and methods in orderto 11how that tltQ NSA fa not conducting the "dragnet'; on the content of 

11 

18 
commm1icati()US that plaintiffs· allege-can be expected to cause ex~eptionally grave harm to 

19 national secutity by disclo.sing to our adversaries .the .nbili ty of the United States to monitor and 

track their actWities nnd communications. 

21 66, (U) I also assert privilege over stil18 classifieci facts that would describe the scope 
21 

or operational details ·Of other NSA intetligence activities. including but not necessarily limited t 
23 

metadata collection activities, thatmayrelate t.o or be necessary to adjudicate.plah1tiffs, claims. 
24 

lS See Classified NSA Declaration. In my judgmetit, the NSA is unable to disclose infonn.utioti 

26 · about the s90pe or operation of the NS~ 1sbulk collection or targ~ted analysis oflntcrnct or 

11 
teleph()ny metadnta (whether conducted U'{lderpresid<mtial or FISC authority). beyond that whicb 

28 

Cl1usific<I //1 Can'ICl'll, Ex Parlet Declnmtion of Jnmci .R. Clnflpcr. [)ircct9r ofNational lnl¢lllgencc 
Jewel ct uf. v. Nfll/Qlia/Securlty A11e11cy al al. (08·CV•4R1J.JSW); Sll11berl, el 111. v. Obama, at nl., No. 1}7.c.v.f,93-JSW 
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has already been officially aulmowled ~ I • I I rrunent. without risking exceptionally 

grave 1lamt to national security. Disclosing or confirtning further details about. those activities 

J could seriously undermine an importruu tool-telephony inetadnta collcctio11 and :nnalysis-for 

tracking possible torrorist plots; snd could reveal methods by which NSA has targeted and 

6 
CO!ltit'lues to tnrget its intelHgencc ... gathering acUvi.tics, .thus helping. foreign adversaries evade 

7 . detcctiont and otherwise undermining ongoing intelligence operations conducted under E.O, 

11 l 2333 and FISC authorization. 

67. ~fn my judgmel:\t, disclosure ofthesestill-:dassified detailsrega:rding these 

JU 
intelligeo:cc-gatheringactivities, either directly or-indirectly, would s~riously compromise, if not 

11 

12 
destroy, important and vital ongoing intelligence Qperatibns. f concur with the NSA that the 

IJ. activities discussed herein and rl~scrihed further in the Classified NSA Declarntiou have given 

T4 the United Statc~rnnpar.alleled ability to understand the interconnected groups and ag~nts that al~ . 

[5 Qa'ida. has become, by· alk>wing the NSf.. to identify and trac~ terrorists as lh~y move around the 

world-and After personal oonsiderati<:>n Mthe 

: matter, it is my judgment that disclosing the.infonuation described herein and by tbe NSA would 
18 

19 

~I 

23 

25 

26 

27 

28 

cornprQmise important and critical activities, sources. and methods, thereby helping our 

udversari~s uvade detection and causing exc;eptionally graYe dama~ to the national security of 

the Unitoo States. 

D. (U} Information That May Tend To Confirm bl' Deny Whether AT&T, 
Verizon, or any Otha- Telecommunications Carrier Rlls Pt()vfded A$sist:ince 
To .the NSA In Co.nnectioJJ With. Any "lnteWgeme Adivlty. 

68. (U) In addition, L am asserting privilege over information that ma:,: tend to 

confirm or deny whether or not AT&T, Verizon, or to the ~·xtent n~e:ismy, any other particu.lar 

teleconununi¢nt)on_s pi:ovider, has assisted any NSA intelligence activity, includjng but not 

.33 

Cla.~~ifiud /11 C1ullt.'T11, .h:x Pm·l4 D~cl11r111ion ofJruni:.i R. Clapper, Djn:ctoi:orNatio11t1l J11Mligcncc 
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necessarily limited to the alleged intel 1g~nce act1v~Ms. The disclosure of any information thnt 

would tend to confirm or deny allegations of such assistance can be ·expected to cv.use 

l exceptionally grave hann to the national security, for a variety ofreasons. 

69 , (U) First, oonfirming or denying such allegations would reveal to foreign 
5 

adversnric.~ whether or not the NSA utilizes particular intelligence sources and m~U1ods and, 
6 

1 
thus, either compromise actual sources and methods or disclos-c that the NSA does not utilize a 

11 ·particul!lf source or method. For example, revealing that a particular company asl\ists the NSA 

I} would compromise a. range ofinte})jgence act:ivitfos by providing confttmation that certain 

10 
chann~Js of communications are vulnerabl'e· to NSA,. interception. Co.nfirmation or denial of a 

II 
carrier'·s assistance would replace speculation with certainty for hostile forei&>n adversarie.s who 

13 .are balancing the risk that a particulill' cl1annel. of communicafo:m may not be s~qre against the 

34 

Clas.~ified //1 Camcrn, Ex f>artl!' Oc;olaratioo of Jam~ R. Cl:JPPl!T1 Director ofNijtion.al Intelligence 
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.25 

211 

I . 1· ,, ~-- .. -

Cl8flSified NSA Declaration.2 

~~l44n addition, I have reviewed the classified 
certifiqation of thcn~Attorney General Muknsey submitted to the Court pursuant to Section 802 
of the J!J-SA Act Amendments Act of 2008 · ' · · A 11 

described therein-. includin 

3S 

Ch~~iffoi.l./1t Contctn, .Ex PnrJo Oc;;laru!ion of JarnCS-R. Cl\l))j)CT, Ditcelor of f-!ationu I lntclllgenc.: 
Jewel ci al. v. NaJft>ilal Security Af!enq et al. (08-cv-4873-JSW): Sl1t1hert, «of.-" Obnm", i!f nl .. No. 07-cv-l>Q3-JSW 
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3 

4 

6 

7 And this, in tlU11; would seriously 

8 undennine the NS.A's very ability to perform its mission effectively, 

9 -73, ~All ofthiS'remains soj i!l my judl,'IJlel}t. notwithstanding 

Ii 

12 

J3_ 

14 

IS 

16· 

17 

18 

19 

20 

ll 

23 -

24 

Cla~~ilic<l /11 Canu;ni. ~Pane Dcclar;nion ofJa~ R. Clllpper, Director ofN3llonal ll11Cllig<:nce 
J1ru•el et nf. t'- Narlonal Security Agcn.:.y ai 4/, (08-cw-487J;JsW); Sltubcrt, r:r "'· v. Obama, et nl. , No. 07•cv-fl93·JS\V 
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to cause exceptionally grave harm to the national security 

2 ·of the United States, and any infonnation th.at would tend to must be 

3 ptQtected from disclosure in this case. Accordingly, I assert the state secrets and DNI statutory 

4 privilege over such information, including the information about cscribed 
s 

in. the. Classified NSA D®laratfon . 
. 6 

7 (U) <;CONCLUSION 

75. (CJ) ln sum, 1 am asserting the state secrets privilege and the DNI's,statutory 
9 

10 
privilege set forth in 50 U.S.C. § 3024(i)(l) to protect the classified uational security information 

11 • -described-ht!rcitt and in the Classified NSA Declaration. I respectfully request that the Court not 

12 onlypmteqt that information fromdis¢1osure, b11t talce all steps neces:;ary to prote¢t the 

13" 
. intelligence information, sources, arid ·methods described herein in ·order to. prevent exc;eption.ally 

15 
grave damage to the national s-oourity of the United States. 

16 
I declare under penalty ·O'f perjruy that the foregoing is true ond correct, 

17 

18 ·E~ecutedon: December 20, 2013 

.19 

20· 

24 

2S 

26 

i1 

23 

I~ 
,f;t,~faV\1. ~-- - 

MES R.. CLAPPER 
Director of National Intel! igence 
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