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Jennifer Lynch (SBN 240701) = ' /  /  / 
jlynch@eff.org %  n  C  / ) ^ 
ELECTRONIC FRONTIE R FOUNDATIO N . 
454 Shotwel l Stree t ^  9  p , 
San Francisco, C A 94110 ' ' ^ f . o / h r/ / f .  0 

Telephone: (415 ) 436-933 3 
Facsimile: (415) 436-9993 " ' " n f j . 

Attorney fo r Plaintiff 
ELECTRONIC FRONTIE R FOUNDATIO N 

UNITED STATE S DISTRIC T COUR T 

FOR THE NORTHER N DISTRIC T O F CALIFORNI A 

ELECTRONIC FRONTIE R FOUNDATION , 

Plaintiff, 

v. 

DEPARTMENT O F JUSTICE , 

Defendant. 

COMPLAINT FO R INJUNCTIV E 
RELIEF FO R VIOLATION O F TH E 
FREEDOM O F INFORMATION ACT , 
5 U.S.C . §  552 

1. Thi s i s an action unde r the Freedo m o f Information Act (FOIA) , 5  U.S.C. §  552, for 

injunctive an d othe r appropriat e relief . Plaintif f seek s th e expedite d processin g an d releas e o f 

records tha t Plaintif f requested fro m Defendant Departmen t o f Justic e an d it s components , Offic e 

of Lega l Counsel , Offic e of Informatio n Policy , an d Federa l Burea u o f Investigation , concernin g 

the agency' s interpretatio n an d us e o f Sectio n 21 5 o f th e US A PATRIO T Act . Th e requeste d 

records concer n a  matte r abou t whic h ther e i s an "urgenc y t o infor m the publi c abou t a n actua l o r 

alleged [f]edera l [governmen t activity, " an d th e request s wer e "mad e b y a  perso n primaril y 

engaged i n disseminatin g information. " 5  U.S.C . §  552(a)(6)(E)(i)(I) , (v)(II) ; 2 8 C.F.R . 

§ 16.5(d)(l)(ii) . Expeditio n i s also warrante d becaus e th e reques t involve s a  "matter o f widesprea d 

and exceptiona l medi a interes t i n whic h ther e exis t possibl e question s abou t th e government' s 

integrity whic h affec t publi c confidence. " 5  U.S.C . §  552(a)(6)(E)(i)(II) ; 2 8 C.F.R . 
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§ 16.5(d)(l)(iv) . Therefore , Plaintiff is statutorily entitled to the expedited treatmen t i t seeks . 

PARTIES 

2. Plaintif f Electroni c Frontie r Foundatio n (EFF ) i s a  not-for-profi t corporatio n 

established unde r th e law s o f the Commonwealt h o f Massachusetts , wit h office s in Sa n Francisco , 

California and Washington , D.C . EF F is a donor-supported membershi p organizatio n tha t works to 

inform policymakers an d th e genera l publi c abou t civi l libertie s issue s related t o technology an d t o 

act a s a  defende r o f thos e liberties . I n suppor t o f it s mission , EF F use s th e FOI A t o obtai n an d 

disseminate informatio n concerning the activities o f federal agencies . 

3. Defendan t Departmen t o f Justice (DOJ ) i s a Department o f the Executiv e Branc h o f 

the Unite d State s Government . DO J i s an "agency " withi n th e meanin g o f 5  U.S.C. §  552(f) . Th e 

Office o f Lega l Counse l (OLC) , Offic e o f Informatio n Polic y (OIP), 1 an d Federa l Burea u o f 

Investigation (FBI ) are components o f Defendant DOJ . 

JURISDICTION 

4. Thi s Cour t ha s bot h subjec t matte r jurisdictio n ove r thi s actio n an d persona l 

jurisdiction ove r th e partie s pursuan t t o 5  U.S.C . §  552(a)(4)(B ) an d 5  U.S.C . §  552(a)(6)(C)(i) . 

This Cour t als o has jurisdiction ove r this action pursuant t o 28 U.S.C. §  1331 . 

VENUE AN D INTRADISTRICT ASSIGNMEN T 

5. Venu e i s prope r i n thi s distric t unde r 5  U.S.C . §  552(a)(4)(B ) an d 2 8 U.S.C . 

§ 1391(e) . 

6. Assignmen t t o th e Sa n Francisc o divisio n i s prope r pursuan t t o Loca l Rul e 3-2(c ) 

and (d ) becaus e a  substantia l portio n o f the event s givin g ris e to this actio n occurre d i n this distric t 

and division, where Plaintif f is headquartered . 

// 

// 

1 Th e Offic e o f Informatio n Polic y ha s primar y responsibilit y fo r handlin g FOI A request s 
submitted t o the Offic e of th e Attorney General , Deput y Attorne y General , and Associat e Attorne y 
General, a s wel l a s the Offic e of Legislative Affair s and th e Offic e of Legal Policy . B y lette r date d 
June 29 , 2011 , Offic e o f Lega l Polic y informe d Plaintif f tha t i t ha d n o record s responsiv e t o 
Plaintiffs request. Thus, Plaintiffs complaint does not include the Office of Legal Policy . 
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FACTUAL ALLEGATION S 

Section 215 o f the USA PATRIOT Ae t 

7. Sinc e it s passag e i n 2001 , th e US A PATRIO T Ac t (th e "Patrio t Act") , Pub . L . 

No. 107-56 , 11 5 Stat . 272 (codifie d in various sections) , ha s engendered controversy . I n particular , 

the government' s us e o f on e provision —  Sectio n 21 5 — ha s consistentl y sparke d concer n amon g 

elected officials , civil libertie s advocates, and citizens . 

8. Sectio n 21 5 o f the Patriot Act , which amende d th e Foreign Intelligenc e Surveillanc e 

Act ("FISA") , Pub . L . No . 95-511 , 9 2 Stat . 178 3 (codifie d i n § § 5 0 U.S.C . 180 1 -  1885 ) provide s 

the FB I wit h th e powe r t o obtai n a  cour t orde r fo r "an y tangibl e thing " upo n a  showin g tha t th e 

requested item s ar e "relevan t t o a n authorize d [counterintelligenc e o r counterterrorism ] 

investigation." 5 0 U.S.C . §  1861(a)(1) , (b)(2)(A) . Sectio n 21 5 —  alon g wit h Sectio n 20 6 (th e 

"roving wiretap " provision ) o f th e Patrio t Ac t an d th e "lon e wolf ' provisio n o f th e Intelligenc e 

Reform an d Terroris m Preventio n Ac t o f 200 4 —  wa s initiall y schedul e t o sunse t i n 2005 , but , 

after brief extensions , was subsequently reauthorize d fo r four additional years . 

9. I n 2009 , DO J attorney s publicl y disclose d tha t Sectio n 21 5 order s wer e bein g use d 

to suppor t a  "sensitive collectio n program." Statemen t o f Todd Hinnen , Deput y Assistan t Attorne y 

General, Hous e Judiciar y Committee , "Th e US A PATRIO T Act, " (Septembe r 22 , 2009). 2 Shortl y 

after thi s disclosure , electe d official s briefe d o n th e government' s interpretatio n o f Sectio n 21 5 

began t o questio n th e legitimac y o f th e government' s us e o f it s expande d Patrio t Ac t powers . 

Senator Richar d Durbin , a  membe r o f th e Senat e Judiciar y Committee , state d tha t th e 

government's us e o f "Section 21 5 i s unfortunately cloake d i n secrecy . Som e da y tha t cloa k wil l b e 

lifted, an d futur e generation s wil l as k whethe r ou r action s toda y mee t th e tes t o f a  democrati c 

society: transparency , accountability , an d fidelity to the rule of law and ou r Constitution. " Remark s 

of Sen . Richar d Durbin , Senat e Judiciar y Committe e "Executiv e Busines s Meeting, " (Octobe r 1 , 

2009).3 

2 Available at  http://www.justice.g0v/0la/testim0ny/ l 11-1/2009-09-22-nsd-hinnen-patriot-act.pd f 
3 Available at  http://judiciary.senate.gov/resources/webcasts/index.cfm?changedate=09-28 -
09&p=all (beginnin g a t 68:00) . 
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10. Similarly , then-Senato r Rus s Feingold , a  membe r o f bot h th e Senat e Judiciar y 

Committee an d the Senat e Selec t Committee o n Intelligence, stated : there "i s information about th e 

use o f Sectio n 21 5 order s tha t I  believe Congres s an d th e America n peopl e deserv e t o kno w .  .  . 

before we decide whethe r an d in what for m to extend these authorities , Congres s and the America n 

people deserv e t o kno w a t leas t basi c informatio n abou t ho w the y hav e bee n used. " Statemen t o f 

Sen. Russ Feingold, Senat e Judiciar y Committe e Hearing , "Reauthorizing th e USA PATRIO T Act : 

Ensuring Libert y an d Security, " Septembe r 23 , 2009. 4 Despit e th e Senators ' admonitions , 

Section 215 wa s reauthorized unti l 2011 . 

11. I n Ma y 2011 , durin g truncate d debat e o n th e reauthorizatio n o f th e thre e expirin g 

provisions, tw o Senator s o n th e Senat e Selec t Committe e o n Intelligenc e agai n voice d concern s 

about th e government' s us e o f 215 orders . I n a n interview , Senato r Ro n Wyde n state d tha t h e wa s 

"extremely intereste d i n reformin g [Sectio n 215] " an d tha t "th e publi c ha s a  right t o publi c debat e 

about" th e government' s interpretatio n an d us e o f Sectio n 215 . Spence r Ackerman , There's  a 

Secret Patriot  Act,  Senator  Says,  W I R E D (Ma y 27 , 2011). 5 Then , i n a  speec h o n th e Senat e floor , 

Senator Wyde n declared : 

I wan t t o delive r a  warnin g thi s afternoon : when th e America n peopl e fin d ou t 
how thei r governmen t ha s secretl y interprete d th e Patrio t Act , the y wil l b e 
stunned an d the y wil l be angry . .  . . The fac t is that anyon e ca n rea d th e plain tex t 
of the Patrio t Act , an d ye t man y member s o f Congres s hav e n o ide a how th e la w 
is being secretl y interprete d b y the executive branch[. ] 

Statement o f Sen . Ro n Wyden , O n Patrio t Ac t Reauthorizatio n (Ma y 26 , 2011). 6 Senato r Mar k 

Udall echoe d simila r concern s abou t th e scope o f Section 215 : "Congres s i s granting power s t o th e 

Executive Branc h tha t lea d t o abuse , an d frankl y shiel d th e Executiv e Branc h fro m 

accountability . . . I  canno t believ e tha t w e ar e onc e agai n bein g rushe d int o rubber-stam p policie s 

that threate n th e libert y o f th e America n people. " Statemen t o f Sen . Mar k Udall , O n Patrio t Ac t 

4 Available at 
http://judiciary .senate.gov/hearings/testimony .cfm?id=e655f9e2809e5476862f735dal501403&wi t 
Jd=e655f9e2809e5476862f735da 1501403-0-1 . 
5Available at  http://www.wired.com/dangerroom/2011/05/secret-patriot-act/ . 
6 Available at  http://wyden.senate.gov/newsroom/press/release/?id=34eddcdb-2541-42f5-8fld -
19234030d91e. 
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Reauthorization (Ma y 26 , 2011). 7 

12. Senator s Wyde n and Udall co-sponsore d a n amendment t o the reauthorization o f the 

Patriot Act . Th e amendmen t woul d hav e require d governmen t official s to "no t secretl y reinterpre t 

public law s an d statute s i n a  manne r tha t i s inconsisten t wit h th e public' s understandin g o f thes e 

laws, an d [to ] no t describ e th e executio n o f thes e law s i n a  wa y tha t misinform s o r mislead s th e 

public." S.A . 33 9 t o S . 1038 , 112t h Cong . §  3  (2011) . Th e amendmen t woul d hav e als o require d 

the Attorne y Genera l t o publis h "th e lega l basi s fo r the intelligenc e collectio n activitie s describe d 

in [a ] Februar y 2 , 201 1 repor t [fro m th e Attorne y Genera l an d Directo r o f Nationa l Intelligenc e 

regarding intelligenc e collectio n authoritie s schedule d t o expir e unde r Sectio n 22 4 o f th e Patrio t 

Act]." Id.  Again , ove r th e objectio n of Senator s briefe d on the government' s interpretatio n an d us e 

of Section 215 , the three expirin g provisions o f the Patriot Act were extended unti l 2014 . 

13. O n Septembe r 21 , 2011 , Senator s Wyde n an d Udal l sen t a  joint lette r t o Attorne y 

General Eri c Holde r describin g th e DOJ' s patter n o f "misleadin g statement s pertainin g t o th e 

government's interpretation " o f Sectio n 215 . Lette r fro m Sens . Wyde n an d Udal l t o Attorne y 

General Eri c Holde r (Sept . 21 , 2011). 8 Th e Senator s expresse d particula r concer n wit h 

representations mad e b y th e DO J analogizin g th e us e o f Sectio n 21 5 t o gran d jury subpoenas , a s 

well a s wit h DO J statement s denyin g tha t Sectio n 21 5 ha d no t bee n subjec t t o a  secre t lega l 

interpretation b y th e DOJ . Id.  Th e Senator s close d b y urgin g DO J t o "avoi d a  negativ e publi c 

reaction an d erosio n o f confidenc e in US intelligenc e agencies " by "initiating ] a n informed publi c 

debate abou t these authorities today." Id. 

Plaintiffs FOIA Request s an d Requests for Expedited Processin g 

14. I n letter s date d Jun e 2 , 201 1 an d sen t b y emai l t o th e OLC , OIP , an d FBI , Plaintif f 

requested unde r th e FOI A al l agenc y record s (including , bu t no t limite d to , electroni c records ) 

created fro m January 1 , 2004 t o the present discussing , concerning , o r reflectin g the DO J o r any o f 

its component's interpretatio n o r use of Section 215 orders , including : 

7 Available at  http://markudall.senate.gov/?p=press_release&id=1090 . 
8 Available at  http://wyden.senate.gov/download/?id=a3670ed3-9f65-4740-b72e-061c7de83f75 . 
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(1) Al l reports , memoranda , guidance , presentations , lega l briefs , emails , 
or any other record describing the types o f "tangible things" which th e 
DOJ o r any o f it s components ha s sough t o r has th e authorit y t o see k 
through Sectio n 21 5 orders , whethe r "pure " o r "combination " order s 
(i.e., a  21 5 orde r mad e i n conjunctio n wit h a  pe n register/tra p an d 
trace order) ; 

(2) Al l reports , memoranda , guidance , presentations , lega l briefs , emails , 
or an y othe r recor d relate d t o th e us e o f Sectio n 21 5 order s t o furthe r 
any "sensitive collection program," as referenced above ; 

(3) Al l reports , memoranda , guidance , presentations , lega l briefs , emails , 
or an y othe r recor d relatin g t o th e scop e o f th e FBI' s authorit y unde r 
Section 21 5 o r th e lega l basi s fo r "sensitiv e collectio n programs " 
supported b y Sectio n 21 5 orders , includin g an y briefing s provided t o 
the Senat e Selec t Committe e o n Intelligenc e o r th e Senat e Judiciar y 
Committee, includin g the February 2 , 2011 repor t described above ; 

(4) Al l reports , memoranda , guidance , presentations , lega l briefs , emails , 
or an y othe r recor d relate d t o modification s b y th e Foreig n 
Intelligence Surveillanc e Cour t t o application s fo r Sectio n 21 5 order s 
submitted b y the FBI; 

(5) Al l reports , memoranda , guidance , presentations , lega l briefs , emails , 
or an y othe r recor d relate d t o th e Foreig n Intelligenc e Surveillanc e 
Court's refusa l t o gran t an y application s fo r Sectio n 21 5 order s 
submitted by the FBI ; 

(6) Al l reports , memoranda , guidance , presentations , lega l briefs , emails , 
or any other record related to the FBI' s withdrawal o f any application s 
for Sectio n 21 5 order s fro m th e Foreig n Intelligenc e Surveillanc e 
Court; 

(7) Al l reports , memoranda, guidance , presentation , lega l briefs , emails o r 
any othe r recor d relate d t o th e numbe r o f U.S . person s identifie d a s 
subjects i n Sectio n 21 5 order s an d th e numbe r o f non-U.S . person s 
identified as subjects in Section 21 5 orders ; 

(8) Copie s o f an y invoices , receipts , bills , o r an y othe r simila r documen t 
sent t o th e FB I b y an y busines s o r organizatio n i n orde r t o b e 
reimbursed fo r the cost of compliance wit h a  Section 215 order . 

15. I n it s Jun e 2  letters , Plaintif f als o formall y requeste d tha t th e processin g o f thes e 

requests b e expedite d becaus e the y pertai n t o informatio n abou t whic h ther e i s "[a] n urgenc y t o 

inform th e publi c abou t a n actua l o r allege d federa l governmen t activity, " an d th e request s wer e 

"made b y a  person primaril y engage d i n disseminating information. " 5  U.S.C. §  552(a)(6)(E)(i)(I) , 
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(v)(II); 2 8 C.F.R . §  16.5(d)(l)(ii) . Plaintif f als o requeste d expedite d processin g becaus e th e 

requests involv e a  "matte r o f widesprea d an d exceptiona l medi a interes t i n whic h ther e exis t 

possible question s abou t th e government' s integrit y whic h affec t publi c confidence. " 5  U.S.C . 

§ 552(a)(6)(E)(i)(II) ; 2 8 C.F.R. §  16.5(d)(l)(iv) . 

16. O n informatio n an d belief , OLC , OIP , an d FB I receive d Plaintiff s reques t letters , 

described i n paragraphs 1 4 & 15 , on June 3, 2011. 

17. B y lette r date d Jun e 15 , 2011 , OL C acknowledge d receip t o f Plaintiff s FOI A 

request an d grante d Plaintiff s request fo r expedited processing . 

18. B y lette r dated June 13 , 2011, OIP acknowledged receip t o f Plaintiff s FOIA reques t 

and grante d Plaintiff s request for expedited processing . 

19. B y lette r date d Jun e 22 , 2011 , FB I acknowledge d receip t o f Plaintiff s FOI A 

request. B y lette r date d Jul y 6 , 2011 , FB I grante d Plaintiff s reques t fo r expedite d processing . B y 

letter date d Jul y 6 , 201 1 an d sen t unde r separat e cover , FB I denie d Plaintiff s request fo r a  publi c 

interest fe e waive r unde r 5  U.S.C . §  552(a)(4)(A)(iii ) an d 2 8 C.F.R . §16. 1 l(k)(l). B y lette r date d 

August 30 , 2011 and sen t via facsimile, Plaintiff appealed FBI' s fe e waiver denial . 

20. Despit e eac h component' s gran t o f expedite d processing , afte r nearl y five  months , 

none o f the component s ha s ye t processed an d released record s responsiv e t o EFF' s FOI A request . 

Not onl y ha s Defendan t faile d t o expedit e th e processin g o f Plaintiff s requests , i t ha s als o 

exceeded th e generally applicabl e twenty-day deadlin e for the processing o f any FOI A reques t 

21. Plaintif f has exhauste d th e applicabl e administrativ e remedie s wit h respec t t o al l o f 

its FOIA request s referenced herein . 

22. Defendan t has wrongfully withheld the requested record s from Plaintiff. 

CAUSES O F ACTIO N 

Violation o f the Freedom o f Information Act for Failure to Expedite Processin g 

23. Plaintif f repeats and realleges paragraphs 1-22 . 

24. Defendan t ha s violated th e FOI A b y failin g to expedit e th e processin g o f Plaintif f s 

FOIA requests . 
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25. Plaintif f ha s exhauste d th e applicabl e administrativ e remedie s wit h respec t t o 

Defendant's failure to expedite the processing o f Plaintiffs requests. 

26. Plaintif f i s entitle d t o injunctiv e relie f wit h respec t t o th e expedite d processin g o f 

the requested agenc y records . 

Violation o f the Freedom o f Information Ac t for Wrongful Withholding o f Agency Record s 

27. Plaintif f repeats and realleges paragraphs 1  -22. 

28. Defendan t ha s wrongfull y withhel d agenc y record s requeste d b y Plaintif f by failin g 

to comply wit h the statutory tim e limi t fo r the processing o f FOIA requests . 

29. Plaintif f ha s exhauste d th e applicabl e administrativ e remedie s wit h respec t t o 

Defendant's wrongful withholding o f the requested records . 

30. Plaintif f i s entitle d t o injunctiv e relie f wit h respec t t o th e releas e an d disclosur e o f 

the requested documents . 

Violation o f the Freedom o f Information Act for Wrongful Denial o f Plaintiffs Fee Waive r 

31. Plaintif f repeats and realleges paragraphs 1  -22. 

32. Defendan t has wrongfully denied Plaintiff s request fo r a public interes t fee waiver. 

33. Plaintif f ha s exhauste d th e applicabl e administrativ e remedie s wit h respec t t o 

Defendant's denial o f Plaintiff s public interes t fee waiver . 

34. Plaintif f i s entitled t o a  waiver o f al l fee s associated wit h th e processing an d releas e 

of the requested records . 

REQUESTED RELIE F 

WHEREFORE, Plaintif f prays that this Court : 

1. orde r Defendan t and it s components t o process immediately th e requested record s i n 

their entirety ; 

2. orde r Defendan t and it s components, upo n completio n o f such expedited processing , 

to disclos e th e requeste d record s i n thei r entiret y an d mak e copie s availabl e t o 

Plaintiff; 

3. orde r Defendan t and it s components t o waive al l fee s associated wit h th e processin g 
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and release of the requested records ; 

4. provid e fo r expeditious proceedings i n this action ; 

5. awar d Plaintif f its costs and reasonable attorney s fees incurred i n this action; an d 

6. gran t suc h other relief as the Court may dee m just an d proper . 

DATED: Octobe r 26 , 201 1 

By: 
Jtenii^JLyri^h, Mq. 
E C E e T R M C FRONTIE R FOUNDATIO N 
454 Shotwel l Stree t 
San Francisco, CA 9411 0 
Telephone: (415 ) 436-933 3 
Facsimile: (415) 436-999 3 

Attorneys fo r Plaintiff 
ELECTRONIC FRONTIE R FOUNDATIO N 
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