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APPLICATION FOR PEN REGISTERS AND TRAP AND TRACE DEVICES FOR
* FOREIGN INTELLIGENCE PURPOSES

The United States of America, through the Attorney General,
hereby applies to this Court, pursuant to the Foreign
Intelligence Surveillance Act of 1878 (the Act), Title 50; United
States Code (U.8.C.), §§ 1801-1811, 1841-1846, as amended by the
“Uniting and Strengthening America by Providing Appropriate Tools

Required to Intercept and Obstyuct Terrorism Act of 200L" (USA
PATRIOT ACT), Public Law 107-56, and by Public Law 107-108, feor
an order authorizing the instailation'and use of pen register and
‘trap and trace devices to protect agailnst international terrorism

in investigations concerning:

FORSECRETHCOMINT/NOFORN

Clasgsified by: The Pregident of the United Stateg
Reagon: 1.4{c)
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Federal Bureau of Investigation (FBI) under.guidelines the

Attorney General has approved pursuant to Executive Order No.

152383 T

As set forth in the declaration of Michael V. Hayden,
Director, National Security Agency (NSA}, which is annexed as
Attachment A, the objective of the surveillance authoxity

requested in this Application is to enable the NSA to discover -

-

and to disseminate
such information to the FBIL and other elements of the United :
States Intelligence Commﬁnity. The authority requested in this
Application will allow the NSA to collect addressing and xrouting

information (or “meta data”)! regarding certain electronic mail

i

1 “Meta data,” as used in thls Appllcatmon, is the
_information appearing on the “t Wfrom, & Voo d Wi
of a standard e-mail
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Be:

and then to place such
information in an archive agailnst which “quexies” will be run %o

for contacts with other individuals who are reasonably suspected

to be _and to reveal communications links

between such operatives. (BN

Specific’:a_lrly, the addressing and routing information will b.e,
stored in the déta archive, and the NSA will query the archive .
using known e-mail addresses _that maet a pa:l:tic:ular stagldard.
That standard is that other investigation and aﬁalysis have
revealed that, based on the factual and practical considera;tions
of everyday life on which reaéonable and prudent persons act,

there are facts glving rise to a reasonable, articulable

suspicion that the e-mail address is assoclated with_

product from the quariesl made to the data archive will be “leads”

for the FBI and other elements bf the United States Intelligence

Community to follow te find suspected _
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— disrupt their activities, and prevent
future terrorist attacks on the United States. (PSSR
If authorized, of necessity this surveillance will result in
the collection of meta data pertaining to-of electronié
communications, including meta data pertaining to communications
of United States persons located within the United States who are
not the subject of any FBI investigation. The NSA has determined

that: such broad collection of information is necessary to davelop

-
\

a data archive that will enable the analysis the NSA needs to

perform to find known operatives of
and to identify unknown
some of whom may be in communication with United States persons,

and many of whose communications transit the U.S. Internet

infrastructure. (RS/ASI//NF)

On_ the Court was bhrilefed on the pressing need

for this information, the manner which the NSA would conduct this
surveillance, and the legal issues related to this matter by,
among dthexs, the Attorney Genaral, the Director of Central
Inteiligenée, the Director of the FBI, the Director of the NSA,
the Counsel to the President, the Assistant Attorney General for
the Cffice of Legal Counsel, the Director of the Terrorist Threat

Integration Center (TTIC), and the Counsel for Intelllgence

Policy, - &
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1: 'The Act autﬁcrizes the Attorney General to approve
applications for pen reglsters and trap and trace devices. The
Attorney General's approval-of this Application and finding that
it satisfies the criteria and requirements for such applications

is set forth below. (U)

2, The faderal officer seeking to use the pen reglsters and
trap and trace devices covered by this Application is Michael.v,
Hayden, Director of the NSA. ~ Among other things, the NSA is
responsible for collecting signals intelligence with respect to
the activities of international terrorist groups and their
agents, and dissemlnating intelligence product regardiﬁg'such

matters to the United States Intelligence Community, including

the FBI. {S/A/5I/NEY '

3. Set forth below is the certification of the applicant =
the Attorney General - that the information likely to ke obtained
from this pen register éﬁd trap and trace surveillance is
relavant to ongoing investigations to protect against
international terrorism that are not being conducted solély upon
the basis of activities protected by the First Amendment to the

Constitution. (W)

are the subject of numerous FBI National
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Securilty investigations being conducted under guidelines approved

by the Attorney General pursuant to Exegutive Order No. 12,333,

The FBI currently has ove open National Security

tvestigations targetins R

Those investiligations are belng conducted on the basis of

e

and to the extent these subjects of

investigation are United States persons, not solely on the basis

4
%

of activities that are protected by the First Amendment to the

Constitution. Certain facts regarding the activities of -

are discussed in the declaration of George J.

Tenet, Director of Central Intelligence (DCI), which 1s annexed

as Attachment B. (828

5. This is the initial appllcation for pen register and
trap and trace surveillapce of the facilitles targeted in this

Application. &)

6. The facilities to which the requested pen reglster and
trap and trace devices are to be attached or applied are as

follows:

FOP SECRETHCOMINT/NOEORN

6
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2 18 U.8.C. § 2510(B) provides: “‘contents’, when used with
respect to any wire, oxal, or electronic communication, lncludeas
any information concerning the substance, purport, or meaning of
that communication.” (U)
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b,

7. This request is for pen register and trap and trace

authority within the United States. AlL of the collection
activity described in paragraph 6 above will occur in the United
States, and will collect communications that are: (1) between the:

United States and abroad; (2) between overseas locations; and

{3) wholly within the United States. —&

B. With respect to the requested electronic communications
survelllance authority, the applicant seeks Court orders

authorizing the installation and use of pen reglster and trap and

 trace devices to collect all'addressing and routing information

reaéonably likely to identify the sources or destinations of the

LW y
electronic communications identified above _
I :-::ciog che “to,” “from,” “oc,” and “bec”
fields for those commnications [
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As noted above, such addressing and routing information i1s
referred to herein as “meta data.” For the convenience of the
Court, a fictitious example of e-mail meta data is set forth

below:

Data below the “hcc” lina, including the subject line and
the content of the message, are not meta data and will not be

callected pursuant to the survelllance authatity reﬁuested

herein. -{S-

Additional Daacriution of the Means by Which Surﬁﬁilggngg;ﬂg;&ﬂgg
Effected. (U)

If this Application is approved, the NSA will effect the pen
- register/trap and trace suxveilllance authority sought herein as

described below. 45

16
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B, 2dwninistration of tha Mats Data Archive. _

_ The meta data will be stored and

processed on a secure private network that the NSA exclusively

will operaté, The NSA will restrict ac.cess to the private
network to two administrative login accounts used exclusively by
personnel cleared especially for this program. The NSA private

network will be accessible via select machines, accessible only
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by cleared system administrators, using secure encrypted
communications. The data will reside on dedicated servers and
will not be commingled with data collected pursuant to other

authorities. The datasets will be password protected and access

. to them will he restricted solely to individuals who are read

into the program. When the datasets are accessed, the user’s
login, IP address, date and time, and retrieval request will be

logged for auditing capability. {BS/ASIA/NE)

C. Procedures foxr Making Queries to the Meta Data, The NSA

wil; use a software interxface to limit access to the meta data td
specially cleared NSA analysts. The NSA currently pléné to have
ten analysts perform quefies of the archive on a regular basis,
although that number may vary in thé future., Access to the
archive will be controlled by user name and paésword by the -
cleared meta data archive system administﬁators. Analysts will
be briefed by the NSA’s Office of Genera; Counsel concerning the
authorization requested in this Application and the limited
circumstances in which querlies to the archive are permiltted.

Queries to the meta data archive will be performed when they meet

the following requirement: based on the factual and practical

considerations of everyday life on which reasonable and prudent
persons act, there are facts giving rise to a reasonable

articulable suspicion that a particular known e-mail address is

19
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Queries must be approved by one of seven people: the Program
Maﬁager, Counterterrorism Advanced Analysis:; the Chief or Deputy
Chief, Counterterrorism Advanced Analysis Division; ox one of
four Counterterrorism Advanced Analysis Shift Cooxdinators in the
Analysis and Prodﬁction Directorate of the Signals Intelligence
Directorate, When the archive ls accessed, the user’s login, IP
address, date and time, and retrieval request will be logged fof

auditing purposes. {ES/AASIAANE) : ;

D. Minimization Procedures. The NSA will apply the
existing (Attorney General approved) guidelinés in United StHEES‘;
Signals‘lntelligence Directive.ls - “USSID 18,” which is annexed
as Attachmenﬁ D - to minimize the information reported concerning
U 8. barsons. Prior to-dissemihating any U.8. persoﬁ information
outside the NSA; the Chief of Customer Response in the NSA’s
Signals Intelligence Directorate at the NSA must determiﬁe that
the information is related to couﬂterterrorism information and is
in fact necessary to understand the counterterrorism information
or to assess its importance. The Director of the NSA will direct
the NSA Inspector General and the NSA General Counsel to submit
an initial report to him 45 days after the initiation of the -
collection to assess the efflcacy of the management controls and

te ensure that any dissemination of U.S, person information has
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TOP SECRET/COMINT/NOFORN
. been acecomplished in accordance with USSID 18 procedures.

FESAASTAANE)

—M bata_Shat the NEA WELL Collact

will be extracted and collected

(1) For e-mail communications, the devices will extract the

addresses contalned in the “to,” “from.” “cc,” and “becec”

FOPR SECRET/HCOMINT/NOFORN
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¥, Expected Analyiical Produgt from the Queries. The

expected analytical preduct from the queries is described at
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TOP-SECRET/COMINT/NOFORN

-length in the government’s Memorandum of Law and Fact that is

annexed as Attachment C to this Application. (ESAASEAANR

@, Maintenance of the Meta Data Archive. The meta data

collected pursuant to tha Euth;rity requested herein will bé

stored in a data archive on an NSA secure private network and
will be kept online (that is, accessible for queries by cleared
analysts) for 18 months. After 18 months, the meta data will be
transferred to a tape system which is not accessible by any
software tools or analysts to perform queries. If a cleared J

analyst 1s in need of. data that is gresater than 18 months old,

the data in the tape library will be searchable only by a cleared
administrator., {(FSAASTAANE

H. Oversight. The following offices within the NSA will
conduct oversight Sf the NSA’s activities underlthis autﬁority:
Office of General Counse}, the Inspector General, and the Signals
Intelligence Directoraté'Oversight and Compliance Office, The
Director himself will, in coordination with the Attorney Geqeral,
inform the leadership of the Congressional Intelligence Oversight
Committees of the Court’s approval of thils collection activity.
In addition, when and if the Governmenﬁ seeks a reauthorization
from the Court for éhe pen registers and trap and'trace devices

in the Application, it will provide a report about the queries

that have been made and the application of the reascnable

TOP SECRET/COMINT/NOFORN
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articulable suspicion standard for determining that queried

addresses were terrorist related: +SAASIAANE)

WHEREFORE, the United States submits that this Applicétion
satisfies the criteria'and redﬁirements of the Act, as amended,
and therefore requests that this Court authorize the installation
and use of the pen register and trap and trace devices described
herein, and enter the propesed ordexrs that accompany this
Applicatioﬁ. )

Regpectfully submitted, &
CZEPJZA_AC_mqﬁag_QF"‘

/John Ashcroft
Attorney General of the United States

of Bmerica’

James A. Baker
Counsel for Intelligence Policy
United States Department of Justice

TOP-SECRET/COMINT/NOFORN
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VERIFICATION

I declare under penalty of perjury that the facts set

forth in the foregoing application are true and correct.

Bxacuted pursuant to Title 28, United States Code, § 1746, on

Michael V. Hayd
- Ldeutenant General, USAF
"Director, National Security Agency
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CERTIFICATION

I certify that the Iinformation likely to be obtained from

the pen register and trap and trace devices requested in this

ropiication zeserdin [

investigation to protect‘against lnternational terrorism that is

is relevant to an ongoing

“not being conducted solely upon the basis of activities protected

. by the Flrst Amendment to the Constitution. (5

C%?filhﬁ,f-6@4$43L4¢WA~€§1,¥QM“

$6hn Ashcroft
Attorney General of the United States
of America
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ATTORNEY GENERAL APPROVAL

I find that this Application regarding

satisfies the criteria and requirements for such applications set
forth in the Foreign Intelligence Surveillance Act of 1978,
50 U.8.C., §§ 1801-1811, 1841-1846, as amended, and hereby approve

its flling with the Foreign Inﬁelligenae Surveillance Court., (&)

fJohn Ashcroft [
Attorney.General of the Unilted States
of America
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