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This brief responds to the Court’s June 20, 2008 order, providing the

Government with an opportunity to respond to Yahoo’s argument—raised for the

first time in this case during rebuttal at oral argument—that the directives are

unlawful because “the surveillance at issue inuludes_

B Scc Order, Docket No. 08-01 (June 20, 2008). For several reasons,
that argument should be rejected. (\SQ

At the outset, this argument fails because Yahoo did not properly raise the
argument below or in its briefs on appeal, and thus has waived it. In addition, even
if the argument had been properly raised, it should be rejected because the
Giovernment has not sought to acquire under the Protect America Act the |||}
_. of any U.S. person from Yahoo. Under settled standing and
ripeness principles, the hypothetical possibility that the Government may do so in
the future provides no basis for invalidating the Yahoo directives here. (@5\

In all events, the Government’s acquisition of ||| G -5
persons outside the United States is reasonable under the Fourth Amendment. In
addition to the many safeguards described in the Government’s merits brief, the
Government has taken further steps to ensure that its acquisition o}
_is closely monitored and not used as a means to avoid the normal

FISA process. Moreover, where the Government does acquire ]
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_ the minimization procedures require that NSA purge (with only
limited exceptions) any domestic communications from its collection. These
protections—along with the numerous other safeguards discussed mn the
Government’s merits brief—ensure that acquisitions under the directives are
reasonable and thus lawful under the Fourth Amendment. (S/7STANE)

L. Petitioner’s Belated Challenge to the Acquisition of

Of U.S. Persons Is Not Properly Before the Court (U)

Yahoo's rebuttal argument—that the directives are unlawful because they

permit the Government to acquire ||| G
]
- —should be rejected at the outset. Since this litigation began, Yahoo has
known that_ were subject to acquisition under the directives.
See Joint Appx. (“J.A.”) at 22, 24, 26 (directives to Yahoo expressly identifying
_. Yet, Yahoo did not make the argument before the
Foreign Intelligence Surveillance Court, and did not raise it in either of its briefs

before this Court. The argument has thus been waived. See United States v.

Godines, 433 F.3d 68, 70 (D.C. Cir. 2006); Sheinkopf v. Stone, 927 F.2d 1259,

1263 (1st Cir. 1991). (S,
In addition, even if the argument had been properly raised, Yahoo may not
press it here. The Government has not sought to acquire any U.S. person’s-

B o Yahoo, and on only one occasion has the Government
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sought such information with respect to a U.S. person under the Protect America
Act. See Declaration o_: (‘- Decl.”) at 4-5 (attached as Ex.
1). As a result, this challenge is not ripe, and Yahoo lacks standing to pressit. See
New York v. Ferber, 458 U.S. 747, 767 (1982) (*“a person to whom a statute may
constitutionally be applied may not challenge that statute on the ground that it may
conceivably be applied unconstitutionally to others in situations not before the

Court™); accord Warth v. Seldin, 422 U.S. 490, 499 (1975). Yahoo may not raise

an as-applied challenge to the directives based on conduct that it has not
experienced. And any facial challenge must be rejected as long as the directives
are capable of constitutional application in some situation, which, as the court

below held and Yahoo itself concedes, they clearly are. (S,

II.  The Government’s Acquisition oi_f U.S.
Persons Abroad Pursuant to the Directives is Constitutional (U)

In any event, the acquisition of foreign intelligence information from the

I | - U-S. person outside the United States is reasonable in
these circumstances and therefore constitutional. {S)

To begin with, the acquisition of such information with respect to U.S.

persons abroad is the exception rather than the rule. Since the Government began

acquiring information pursuant to the Protect America Act, ||| G
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-]
-]
-]

Moreover, as set forth in its merits brief and at oral argument, the
Government has adopted numerous procedures to tailor its foreign intelligence
collection and to protect the privacy of U.S. persons. See Gov’t Br. at 34-5 37
With respect to _;, there are additional factors that further
establish the reasonableness of the Government’s acquisition. In particular: (1) the

Government requires an additional, independent level of review and approval

vefore it acquires |G
_; (2) the Government’s minimization procedures limit the retention,

use, and dissemination of ||| G 2nd () the privacy interests of
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U:S. prsons in communicatons
Additional Protections fo_ Because _

the Government has sought to ensure that the Protect America

Act is not used to circumvent the traditional FISA process. ||| GGG

FBI OGC then determines whether the acquisition
should take place and what, if any, additional measures should be adopted. Id. In
addition, the FBI is required to give notice of the collection to NSA, the

Department of Justice’s National Security Division, and the Office of the Director

of National Intelligence. Se Decl., Ex. A at 6. N

Since the acquisition of
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See id. at 5-6. (SHSI)

As the Supreme Court has recognized, that such decisions are reviewed by
an independent official within the Executive Branch (in the one instance referenced
above, the FBI General Counsel herself approved the collection, id.), is an
important safeguard establishing the reasonableness of the surveillance. See

Griffin v. Wisconsin, 483 U.S. 868, 879-80 (1987). Moreover, that only one U.S.

person has been subject to the acquisition of ||| G

Minimization Procedures. BEven where the Government acquires th-
I 5 iy intcicsts of U.S. persars in -
such _are further protected by the minimization procedures
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the Government employs. In particular, the NSA’s minimization procedures
provide that NSA must destroy all dqmeslic communications unless they contain
foreign intelligence information, are evidence of a crinie, or contain cettain
technical database information. See E.A. 475-76; see also id. at 465-66. Where

such communications contain foreign intelligence information, the

communication -
I L ot 475. (S#5D-

Limited Expectation of Privacy. Finally, the reasonableness of these

procedures must be gauged in light of the limited privacy interests that a U.S.
person outside the United States retains in information ||| G
- Even outside the foreign intelligence surveillance context, many courts
have held that particular user policies or disclaimers may reduce or even eliminate
the reasonable expectation of privacy of individuals using such computer networks.

See United States v. Simons, 206 F.3d 392, 398 (4th Cir. 2000); Muick v. Glanayre

Electronics, 280 F.3d 741, 743 (7th Cir. 2002); see generally United States v.

Miller, 425 U.S 435, 443 (1976). But see Warshak v. United States, 490 F.3d 455,

469-75 (6th Cir. 2007), vacated and reh’g en banc granted by 2007 U.S. App.

LEXIS 23741 (Oct. 9, 2007). (U)
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I . lceitimate cxpeciaion

of privacy that a target of foreign intelligence surveillance has_
I s (hcrcfore further diminished when the person goes abroad.
In any event, the Court need not decide what privacy interest (if any) a target

has in || || | t"c ciccumstances here. For the purposes of this

appeal, the Government allows that an individual may have some expectation of
privacy in cert.a.in_depending on the particular factual
circumstances. But that expectation, at a minimum, would be highly diminished
by, for example, the terms of any user agreement and the fact that the target is
outside the United States. See Yahoo! Inc.’s Supplemental Briefing on Fourth
Amendiment Issues at 10 n.16 (filed Feb. 15, 2008) (stating Yahoo’s terms of
service). And when that diminished privacy interest is balanced aganst the many
protections cmployed by the Government, and the Government’s compelling

interest in acquiring foreign intelligence information, the Government’s acquisition
I s (c:sonable under the Fourth Amendment. TSy

&
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Respectfully submitted,

Nl%&e») Q@@’V\

Gregory G. (arre
Acting Solicitor General
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United States Department of Justice
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT OF REVIEW
WASHINGTON, DC

IN RE DIRECTIVES TO YAHOO | Court of Review Docket: 08-01
INC. PURSUANT TO SECTION

105B OF THE FOREIGN

INTELLIGENCE SURVEILLANCE

ACT. (S)
DECLARATION orq
FEDERAL BUREAU OF INVESTIGATION (U)

1. I 31_ of the Commmunications Exploitation

Section, Federal Burean of Investigation (“FBI”)., Thave held this positicn since

_. [ have been employed by the FBI in a variety of capacities since

_ My primary responsibility with respect to the Protect America

Act is to oversee the FBI’s implementation of the Protect America Act, including

I | o personally aware of the facts

contained in this declaration or have heen made aware of them through briefings

Classified by: Matthew G. Olsen, Deputy Assistant
Attomey General, NSD, DOJ
Reason: 1.4 (c)
Declassify on: 25 June 2033
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and information provided by FBI and NSA personnel in the course of drafting this
declaration. (S)

2. On . i< B! bezar i, -
authorized under DNI/AG 105B Certifications _among

others. As ofj . 751 s
- 000001}
reasonably believed to be used by persons located outside the United States. Of
thes |
- 00000001

3. Pursuant to a Memorandum of Understanding among the FBI, NSA,
and the Central Intelligence Agency {“CIA”):_
I (5 A st obtain Atforney
General authorization, pursuant to the procedures under Executive Order 12333,
secton 2.5, N / - :nd
correct copy of this Memorandum of Understanding 15 attached as Exhibit A to this
Declaration, Y8)

b, riior
_, FBI conducts due diligence to determine whether thc-;

CR 0327
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user of that account is reasonably believed to

be located within the United States or is a United Siates person. |G

|

=3

I (5.

b. To the best of my knowledge, the FBI procedures set forth in

paragraphs 4 and 5 have been substantially followed with respect to all FBI

requests ||| G >usuant to the Protect America

Act. Under the procedures used by the FR i
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- 1]
_ A review conducted on May 27, 2008,
revealed an error rate of about 3.5 percent, and indicated that none of the errors
resulted |
by a person located within the United States ||| G
B -

7. ‘The FBI has sought to _pm‘suant to the
Protect America Act [rom _
United States person, _fmn_
_is not maintained by Yahoo but is
- 000001
- 0000000001}
e e ——
I 5 indicacs o [
I o o e United States. [l
- 00001
- 00000000000__]
_ The most recent authorization under Section 2.5
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of Executive Order 12333 for the NSA to conduct eleetronic surveillance of -
- while he is outside the United States was executed by Deputy Attorney
General Mark Filip on ||| 2nd is valid for a period of 90 days from

that date. (TSHSERAE)

5. TheTE! begen [
pursuant to the Protect America Act on_

r
K
3
J
tn
]




Approved for public release by the DNI 20140909 CR 0331
I .

I declare under penalty of perjury that to the best of my knowledge the
foregoing facts are true and correct. (U)

Signed this 25th day of June, 2008, (U)

Communications Exploitation Section
Federal Bureau of Investigation
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UNITED STATES
FORTIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C,

MEMORANDUM OPINION AND ORDER

On January 15, 2008, this Court issued a Memorandum Opinion and Order (“January 15

Opinion™) ir.-:f‘f the aboave-captioned docket mumbers: _

(collectively the “07 Dockets”). The January 15 Opinion is incorporated herein by reference and
mude a part of this Opinion and Order, The January [5 Opinion upproved, under the standard of
review for clemr error applicabls under 50 U.S.C. § 18(}50(17},‘-:1‘%@611!?05 uged by the
National Security Agency (NSA) in implementing authorities to acquire foreign intelligence
information under the Protect America Act of 2007, Pab, L. No. 110-55, 121 Stat. 552 (PAA},
On February 12, 2008, the govarnment filed in each of the 07 Dockets additional sets of
procedures used by the Federal Burean of Investigation (I'BI) when that agency acquires foreign

intelligence information under PAA authorities. These procedures were adopted pursuunt to

' This standard of review under 50 U.S.C. § 1805¢(b), and the meaning of other pertinent
bl ! =] p

lnm-‘i.ﬂinms at 50 U.S.C, §§ 18052 and 1805b(a)(1), are explicated in the Jamuary 15 Opinion a!

The samne understanding of these provisions is applied herein,

Page |
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amendments rade by the Attomey General and the Director of National Intclligence (DNT) on
January 31, 2008, to the certifications in the 07 Deckets.
On March 3, 2008, the government submitted NSA and FBI procedures in a new muiter:-

_T‘hi.: matler involves the acquizition of foreign intelligence

Because the FBI and NSA procedures submitted in Docket No.- are quite similar to the

procedures subrnitied in the 07 Dockers, the Court has conselidated these matters for purposes of its
review under SGU.8.C, § 1805¢c. ~

For the reasons explained below, the Court coneludes that it refaing jurisdiction lo review the
above-described procedurss under § 1805¢. On the meriis, the Court finds that the FBI ]Jroccari'.g'ca‘
submitted n ench of the 07 Dockets, and the NSA and FBI procedures submitted in Docket Nn.-

- atisfy the applicable review for clear error under 50 U,S.C. § 1805c(b).

I The Court Retains Jurisdiction to Review the Governiment’s Procedures,?

Section 6(c) of the PAA, as originally enacted, provided that the substantive ferms of the
PAA were to “cease to have effect 180 days after the dats of the enactment”™ of that statute, subject

to exceptions provided in section 6(d} of the PAA and discussed below. PAA § 6(c). By a separate

? Similar jssues werpaddiesead be another judge of the Foreign Intelligence Surveillance

Court (FISC) m Dockel No. n re Divestives, Memorandum Opinion eatered Apri)
25,2008, at 5-12, 39-43. The juriedictional analysis herein is in accord with that opinion.

TPage 2
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"

enactment, Congress extended this perid 1o “195 days after the date of the enactment of [the

original PAA]" See Pub. L. 110-182, § 1, 122 Stat. 605, Jack of the above-referenced procedures

were adopted by the Attorney General and the DNI prior to the expiration of this 195-day period.
Section 6(d) of the PAA provides:

AUTHORIZATIONS TN EFFECT.-Authorizations for the acquisition of foreign
intellivence information pursuan to the amendments made by this Act, and
directives issued pursuant o such authorizations, shall remain in effeot wtl their
expiration, Such acqnisitions shall be governed by the applicable provisions of such
amendiments and shall not be deemed 1o constitute electronie surveillance as that
term is defined in [30 U.S.C. § 1801(T)1.

PAA § 6(d) (emphasts added).

In al]-of the shove-vaptioned dockets, the DNI and the Attorney General authorized
acquisitions of foreign intelligence information by making or amending certifications prior to
February | 6, 2008, pursuant to provisions of the PAA codified at 50 U.5.C. § 1805b." Section
1805b requires the Atlomey Genera) and the DNI o certify, among othet things, that “there are
reasonabls procedures in place for determining that the acquisition of foreign intelligence
information under this section concermns persons rensonably believed to be located outside the

United States, and such procedures will be subject to review of the Court pursaant to [S0 U.S.C. §

1805¢e]." § 1803b(a)(1) (emphasis added). Ssction 1805¢, which is another provision enacted by

"The Court concludes that these amendments were an effective means of ndopting
additional procedures under § 1805b(a)(1) for the reasons stated in In re Direelives, Memorandom
Opinion entered April 25, 2008, at 25-43.

" Section 2 of the PAA provides: “The Foreign Intelligence Surveillance Act of 1978 (50
U.S.C. 1801 et seq.) is amended by inserting after [S0 U.8.C. § 1805] the following: [the full text of
50 17,8.C. 68 1805a and 1805b follows).” PAA 2.

TPage 3



Approved for public release by the DNI 20140909 CR 0347

the PAA,F provides that {he FISC “shall assess the Government's determination under [§
1805b(a}1)] .. .. The court’s review shall be limited 1o whether the Governmont’s determination
1s elearly erropeous.” § 1805a(h). Under these provisions, f the Attorney General and the DNI
authorize acquisitions of foreign intelligence informaticn under § 1805b, the FISC jmust review the
accompanying § 1805b(r)(1) procedures, Consequently, the judicial review provisions of §§
1805b(a)(1) and 1805¢c are, in the language of section 6(d) of the PA A, “applicable provigiong™ of
the PAA, porsuant to which the relevant authorizations were made, By the terms of Isection 6(d),
thess judicial review pravisions remain in force as applied to the procedures now before the Court,
despite the lapss of these provisions for other purposes by operation of section 6{c).

The Court also concludes that the timetable for review set out in § 1805¢ docs not nogdte
jurisdiction. Section 1805¢ provides that the government shall submit procedures to the FISC “{n]o
later than 120 days after the offective date” of the PAA, § 1805¢(z), and that the FISC “shall assess™
those procedures “[n]a fater than 180 days after the effective date” of the PAA. § 1805c(h). Tt
further provides that *[tThe procedures submitted ptrsuant to this section shall be updated and
submitted to the Clourt on an annual basis.” § 1805¢(z).

The procedures now at issue were submitted to the FISC after the 120-day period specified
for submission (and well 1 advance of the time for annual submission of updated procedures), The
1 80-day period specified for the FISC to “assess” the procedures has also passed. Indeed, the

procedures in Docket No - were submitied after the 180-day pericd specified fur FISC nction,

e

* Section 3 of the PAA provides: “The Foreign Intelligence Surveillance Act of 1978 (50
U.5.C. 1801 et seq.) is amended by mserting after {50 U.S.C, § 1805b] the following: [the full text
of 50 U.8.C. § 1805c follows|” PAA § 3,

DPage 4
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while the precedures now at issue in the 07 Dockets were submitted only a few days before the end
of that 180-day period. However, the government would construe the 120-day and 180-day
timetables specificd tn § 1805c(a)-(b) as applying only to the procedures Initially submitted, so that
therealter the Attorney General and DNJ could still adopt and submit, and the FISC could review,
revised or additional procedures,” The aliemative reading of § 1805¢(2)-(b) would arificially delay,
until the time for an “apnual™ update, judicial review of procedures that the government s ready to
submit and is already implamenting, The Court agrees with the government’s suggested
constroction of § 1805c{a)-(b) because it avoids this anomalous result,

For these reagons, the Court finds that it continues to have jurisdiction to review the
procedurss al issue under § 1805¢,

II. The Government’s Procedures Satisly the Applicable Review for Clear Error.

The procedures now beifore the Coust are the NSA procedures submitted in Hae- docke!

and the FBI procedures submiited in a.l]-jf" the above-captioned dockets, Each set of

procedures is diseussed below.,

A, The NSA Procedures in thc-D{mkct

The NSA procedutes in thc- docket are similar in most respeets to the NSA procedures

in the 07 Doeckels, which are discussed in the Joanuary 15 Opinion, Most of the differances in.the

¢ See Docket Nos Transcript of Proceedings held December 12,
2007, a1 56-57, seg algo Docket No. Government’s Response te the Court’s Order of
Relbyuary 29, 2008, at 24-28 (filed March 7, 2008),

A & i

Page 5
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NSA procedures ate in the nature of clarifications’ or foliow directly from the differing clasnes of

targets in each case.’
The only subgtantive difference between the NSA procedures in t"n:;-doc-kct and the

NS A procedures in the 07 Dockets 1s that ﬂ‘@-pr'ncccim-es state!
" IFNSA inadvertently aequires a communication sent to or from the target while the
target is or was Jocated inside ths United States, such communication will ordinarily
be destroyed upon recognition, However, the Director of NSA may authorize
retention and use of such inadvertently acaquired communications if he determineg in
writing that they contain significant {oreign witelligence.

NSA Procedureg at 4 (referring fo _

dockel No. NS A Procedures at 4 (referring in

ptherwise identical iext to

docket state that,

See Docket No,

The NSA procedures discussed in the Jamuary 15 Opinion do not include such a statement;
howevey, the povernment has represented that it would adhere to the same limitation in
wriplementing the corresponding
Junucry 15 Opinion at 22 0.20.

provisions of those procedures, Seg

b

Page 6
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a

Doclket ]\!n.- WNSA Procedures at 6. The NSA procedures 1n the 07 Dockets do nol contain
such & gtatement.”

The above~guoted provision does uot provide grounds for the Court to find that the NSA
procedures in thc-dock_ct do not satizly the applicable review for clear error under § 1805c¢.
Under (he relevant statitory provisions, the government’s procedures are required to provide a

reasonable belief that  person targeted far acquisition is located vutside of the United States, Ses

Jarnuary 15 Gpipion at 7-8, 14-15 (construing 50 U.S.C. §§ 1803a, 1805h(a)(1), & 1805¢).
Ahsolute certainiy is net required. 1t follows that, pursusnat to procedures that satisfy (hese stututory
provisions, the govermnent may from time to time acquire information about persons who are
reasonably believed to be outside of the United States, but are later learned to have been within the
United States at the time of acquisition. Another provision of the PAA regulates the retention of
information by requiring the government to adopt and follow “minimization procedurzs.” See 50
U.8.C, § 1805h{a){(5). But those procedures are not subject to FISC review under § 1805¢. See
January 15 Opinion at 6. The statutory provisions that are relevant to this proceeding — §§ 13053,
1805b(a)(1), and 1805¢ — do not restrict what the govermment mey do with information once
acauired, For these reasons, the above-quoted provision does not render the NSA procedures in the

-dncket “clearly erroneous” for purposes of review under § 1805¢,

# M].cw of NSA procedures provide that, upon Jearming that a tarpeted persoin s inside
the Usmited States, NSA will “[t]erminate the acquisition fmm that person without dc]ay and
da‘rermme whether o Ecelc authol 1zatmn to cm‘:duct lectrogic surveillance upder &

Page 7
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TR ST R T R A L T T e
h— i s gy TR . F

B. The FBI Procedures in All of the Above-Captioned Dockets
Additional procedures submitted in sach of the above-captioned dockets apply to

_}.r the FRL™ These -s-ats of procedures are identical in

subsiance.”! The fundamental point about these procedures, for purposes of judicial review under §

1805¢, iy Ml they apply in addition to the NSA procedures:; that 'Ls,_m':'.

L1

acquired only for ‘Designated Accounts™ that the NSA, pursuant to its own procedures, has Already
determined “are being used by persons reasonably believed to be outside of the United States.” £B/
Procedures at 1, The Court previously found that the NSA procedures in the 07 Dockels satisty the
applicable review for clear error, gee January 13 Opinion at 13-24, and the government represents

fhat the subsequent adoption of the FBI procedures “did not aiter those NS A procedures,”* As

L

See Docket Na,

nformation

Procedures Used by FIB1 to Acquire Foreign Tntelligence

Hereinafter, these procedurcs are collectively referred to as “FBI
Procedures” and separale citations to these procedures as subinitied in individual dockets are
provided anly when required by differenees in pagination.

same docurnents in cach docket also contain “minimization prosedures” fol‘-
obtained by the FBL. See FBI Procedures sl 3-4, As stated above, these
minimization procedures are not subject to judicial review under § 1805¢. They are discussed herein
only insofar as they relate 1o the procedures adopted pursuant to § 1805b(a)(1), which of course are
subject to review it this proceeding,

Pags 8
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i “3
explained above, the Court also finds that the NSA procedures in thc-tncf{c? satisty the
applicable review for ¢lear eor,

Tt would seem to follow a fortion that FBI procedures affording additional assurance that the
user of an elsclronie coramunications account 18 reasonably believed to be outside of the United
States would also survive review nnder the same “clear emvor” standard. And m fact, nothing 11 the
FBI procedures sugpests otherwise, NSA 15 required to “provides the FBI . . . with an explanation of
NSA’s conclusion that the user of the Designated Account is » persoi reasopably believed 10 be

located owutside the United States,” FBI Procedures al 1, which the FBI reviews “in consnltation

with NEALY FBI Procedures in Docket Nos.-t 1; FBI Procedures m Docket Nos.
-at 1-2. ITNSA’s expisnation i§ “sufficient,” the FBI wﬂl_

concerning the Designated Account and its presumed nzer.”

. [the user’s] location inside or outside the United States.”

information indicating that the user tg inside the United State

{or otherwise indicating that the ncq'uisiti-;}z,l_\a-'ozﬂ d be inappropriate), then

the FBI will the assistance of a communications

serviee provider. Id. at 2. “If the FBI locates information indieating that . . . the user of the

Designated Aceount. .. 18 Ioeated inside of the United Stafes,” the FBIwill infonu NSA -

Page 9
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Is P p - -
-

_wi 11 not be acquired (unless it i subsequently determined that the

user 1s outside the United Siales). I1d." The FBI's implementation of these proceduics is subject o

o

“pariodic reviews™ by the FBI Inspection Division (“on a quarterly basts™), and by the Department
of Justice and the Office of the Directar of Nationa] Intelligence (“at least once every sixty days”),
Id. at 4"

The FBI procadures provide menasures to verify that persons targeted for acquisition are
outzide the United States, over and above the stops taken pursuant to the NSA procedures.
Accordingly, the Court finds fhat the FBI procedures, as supplementaury to the NSA procedures in
the above-captioned dockets, satisfy the applicable review for clear ertor.

L. Conclugion

For the reasong stated herein, the Court finds, in the lanpuage of 50 U.S.C. § 1805¢(b) and

consistent with the Court’s interpretation of that provision in view of 50 U.8.C. §§ 1805b{a)(1) and

¥ Conversely, “[i]f NSA analysis . . . indicates that a user of a Designated Account . . . is
actually located within the United States . . ., the NSA shall promptly advise the ¥BI, and FBI will
terminate —fith respect to the Designated Account” Id.

M The FBI procedures contain the following provision under the rubric of minimization:

Any comummication acquired through the targeting of a person who at the time of
targeting was reasonably believed to be located outside the United States but is in
fact located inside the United States at the thme such compunication is acquired shall
be destroyed unless such communication is reasonably believed to contain foreign
intelligence information, eyidence of a crime that has been, 1s being, or is about to be
committed, or information retained for eryptanalytic, traffic analytic, or signal
exploitation purposes.

FBI Procedures ot 3, Retention of information under these circurnatances does not tender the FI3)
procedures “clesrly crroneous” for purposes of review nder § 1805¢. See Part TLA. supra.

Page 10



Approved for public release by the DNI 20140909 CR 0354

r

18058, that the Government's determination under 50 U.S.C. § 1805b(a)(1) — that the procedures
discussed herein “are reasonably designed to ensure that acquisitions conducted pursuant to

'8 1805b) do not constituie electronic surveiliance” — is not “clearty erroneons.” Accordingly,
pursuant to § 1805¢(c), it is hereby ORDERED that the continued nse of such proesdures 15

approved.

%

&%m L\i day of June, 2008, regarding DNVAG 103B Certiﬁt:ﬂﬁtm-
(il Xl X2

COLLEEN KOT1LAR-KOTELLY
judpe, United States Horeign
Intelligence Surveillance Court
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FILED
KAREN E.SUTTON, CLERK

JUN 9 ¢

CERTIFICATE OF SERVICE (U) U.8. Foreign Inteliigence
/ Survaiflance Court of Rovicw

I hereby ceriify that, on June 26, 2008, true and correct copies of the
Government’s Notice of Filing, the Ex Parte Supplemental Brief for Respondent,
and this Certificate of Service were submitted, by hand delivery, to a Court
Security Officer for delivery to the Court. True and correct copies of the
Government’s Notice of Filing, the Redacted Supplemental Brief for Respondent,
and this Certificate of Service were submitted, by hand delivery, to a Court

Security Officer for delivery to counsel of record for Yahoo!, Inc. TS

Deputy Unit Chiet
National Security Division
U.S. Department of Justice






