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This b1iefresponds to the Court's June 20, 2008 order, providing the 

Government with an opportunity to respond to Yahoo's argument- raised for the 

first time in this case during rebuttal at oral argument- that the directives are 

unlawful because "the surveil1ance at issue i 

See Order, Docket No. 08-01 (June 20, 2008). For several reasons, 

that argmnent should be rejected. ~ 

At the outset, this argument fails because Y aboo did not properly raise the 

argument below or in its briefs on appeal, and thus has waived it. In addition, even 

if the argument had been properly raised, it should be rejected because the 

Government has not sought to acquire under the Protect America Act the -

of any U.S. person from Yahoo. Under settled standing and 

ripeness principles, the hypothetical possibility that the Government may do so in 

the future provides no basis for invalidating the Yahoo directives here. ~ 

In all events, the Govemment's acquisition o U.S. 

persons outside the United States is reasonable under the Fourth Amendment. In 

addition to the many sa±eguards described in the Government's merits btief, the 

Govemment has taken further steps to ensureJhat its acquisition o-

is closely monitored and not used as a means to avoid the nonnal 

. FJSA process. Moreover, where the Government does acquire -

'fOP SECRE'fh'COMINTh'ORCON ,NO FOR~ 
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the 1ninimization procedures require that NSA purge (with only 

limited exceptions) any domestic cmrununications from its collection. These 

protections- along with the numerous other safeguards discussed in the 

Government's merits brief-ensure that acquisitions under the directives are 

I. et·'s Belated Challenge to the Acquisition of-
U.S. Persons Is Not Properly Before the Court (U) 

Yahoo's rebuttal argument-that the directives are unlawful because they 

permit the Goverrunent to acquire 

- - should be rejected at the outset. Since this litigation began, Yahoo has 

lmown tha were subject to acquisition under the directives. 

See Joint Appx. ("J.A.") at 22, 24, 26 (directives to Yahoo expressly identifying 

Yet, Yahoo did not make the argument before the 

Foreign Intelligence Surveillance Court, and did not raise it in either of its briefs 

before this Court. The argument has thus been waived. See United States v. 

Godines, 433 F.3d 68, 70 (D.C. Cir. 2006); Sheinkopfv. Stone, 927 F.2d 1259, 

1263 (tst Cir. 1991). (~ 

In addition, even if the argument had been properly raised, Yahoo may not 

press it here. The Government has not sought to acquire any U.S. person's-

from Yahoo, and on only one occasion has the Govemment 

'fOP SECRE'fNCO?tHN'f//ORCON ,NOFOR:N 
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sought such infom1ation with respect to a U.S. person under the Protect America 

Act. See Declaration ('- Decl.") at 4-5 (attached as Ex. 

1). As a result) this challenge is not ripe, and Yahoo lacks standing to press it. See 

New York v. Ferber, 458 U.S. 747,767 (1982) ("a person to whom a statute may 

constitutional1y be applied may not challenge that statute on the ground that it 1nay 

conceivably be applied unconstitutionally to others in situations not before the 

Court"); accord Warth v. Seldin, 422 U.S. 490) 499 (1975). Yahoo may not raise 

an as-applied challenge to the directives based on conduct that it has not 

experienced. And any facial challenge must be rejected as long as the directives 

are capable of constitutional application in some situation, which, as the court 

below held and Yahoo itself concedes, they clearly are. ~ 

II. The Government's Acquisition 
Persons Abroad Pursuant to the 

In any event, the acquisition of foreign intelligence infom1ation from the 

of a U.S. person outside the United States is reasonable in 

these circumstances and therefore constitutional. ~ 

To begin with, the acquisition of such infon11ation with respect to U.S. 

persons abroad is the exception rather than the rule. Since the Govemment began 

acquiling inforri1ation pursuant to the Protect America Act, 

TOP ~JSC~T//COMINT/IORCON,l:\>lOFORl:\>1 
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Moreover, as set forth in its merits brief and at oral argument, the 

Goverm11ent has adopted numerous procedures to tailor its foreign intelligence 

collection and to protect the p1ivacy of U.S. persons. See Gov't Br. at 34-53.
2 

With respect to there are additional factors that further 

establish the reasonableness of the Govermnent's acquisition. h1 particular: (1) the 

Govemment requires an additional, independent level of review and approval 

before it acquires 

(2) the Govenunent's minimization procedw·es limit the retention, 

use, and dissemination o 

Mem. Op. and Order, 
• . (FISC June 18~ 2008 

and (3) the privacy interests of 

'f'OP SI£CREJ'ifCOI\HN'f'h'ORCON,NOFOR:N 
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U.S. persons in communications 

Because -

the Govemment has sought to ensure that the Protect America 

Act is not used to circumvent the traditional FISA process. 

FBI OGC then detennines whether the acquisition 

should take place and what, if any, additional measures should be adopted. Id. In 

addition, the FBI is required to give notice of the collection to NSA, the 

Department of Justice's National Security Division, and the Office of the Director 

of National Intelligence. ~Decl., Ex. A at 6. ~ 

Since the acquisition 

TOP ~ECR:ET/1COMtN'f//ORCON,NOFORN 
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See id. at 5-6. ~ 

As the Supreme Court has recognized, that such decisions are reviewed by 

an independent official within the Executive Branch (in the one instance referenced 

above, the FBI General Counsel herself approved the collection, id.), is an 

important safeguard establishing the reasonableness of the surveillance. See 

Griffin v. Wisconsin, 483 U.S. 868, 879-80 (1987). Moreover, that only one U.S. 

person has been subject to the acquisition o 

Minimization Procedures. Even where the Govemment acquires th~ 

any privacy interests of U.S. persons in · 

such are further protected by the minimization procedm·es 

TOP SECRET//€01\UNTJ/ORCON,NOFOR:N 
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the Goven1ment employs. In particular, the NSA's minimization procedures 

provide that NSA must destroy all domestic commun ications unless they contain 

foreign intelligence information, are evidence of a crime, or contain certain 

teclmical database :infonna6on. See B.A. 475-76; see also id. at 465-66. Where 

such communications contain foreign intelligence infonnation, the 

commum 

Id. at 475. ~HSij-

L.irnited Expectation of Privacy. Finally, the reasonableness of these 

procedures must be gauged in light of the linllted privacy interests that a U. S. 

person outside the United States retains in infom1ati · 

- Even outside the foreign intelligence surveillance context, many courts 

have held that particular user policies or disclaimers may reduce or even eliminate 

the reasonable expectation of ptivacy of individuals using such computer networks. 

See United States v. Simons, 206 F.3d 392, 398 (4th Cir. 2000); Muick v. Glanayre 

Electronics, 280 F.3d 741,743 (7th Cir. 2002); see generally United States v. 

Miller, 425 U.S 435,443 (1976). But see Warshak v. United States, 490 F.3d 455, 

469-75 (6th Cir. 2007), vacated and reh 'g en bane granted by 2007 U.S. App . 

LEXIS 23741 (Oct. 9, 2007). (U) 

'f'OP St:CRErHCOl'fHNCfi/ORCON ,NOFORN 
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Furthetmore, context matters. 

Any 1egitimate expectation 

of privacy that a target of foreign intelligence surveil1ance has-

is therefore further diminished when the person goes abroad. 

In any event, the Court need not decide what privacy interest (if any) a target 

has in the circumstances here. For the purposes of this 

appeal, the Govermnent allows that an individual may have some expectation of 

privacy in certain depending on the patticular factual 

circumstances. But that expectation, at a minimum, would be highly di1ninished 

by, for example, the terms of any user agreement and the fact that the target is 

outside the United States. See Yahoo! Inc.'s Supplemental Briefing on Fourth 

Amendment Issues at 10 n.l6 (filed Feb. 15, 2008) (stating Yahoo's terms of 

service). And when that diminished privacy interest is balanced against the many 

protections employed by the Govemment, and the Government's compelling 

interest in acquiring foreign intelligence information, the Govemment's acquisition 

is reasonable under the Fourth Amendment. 'tSj. 

'fOf' SECU'f'itCOMIN"f/tO'ftCO N ,NOFOltN 
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UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT OF REVIEW 

WASHINGTON, DC 

IN RE DIRECTIVES TO YAHOO 
INC. PURSUANT TO SECTION 
105B OF THE FOREIGN 
INTELLIGENCE SURVEILLANCE 
ACT. (S) 

1. I 

j Court of Review Docket: 08-01 

of the Communications Exploitation 

Section, Federal Bureau of Investigation ("FBI"). I have held this position since 

I have been employed by the FBI in a vatiety of capacities since 

My primary responsibility with respect to the Protect America 

Act is to oversee the FBI's implementation of tbe Protect America Act, including 

. I am personally aware of the facts 

contained in this declaration or have been made aware of them through briet1ngs 

CJassified by: 

Reason: 
Declassify on: 

Matthew G. Olsen, Deputy Assistant 

Attorney General, NSD, DOJ 
1.4 (c) 

25 June 2033 
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and information provided by FBI and NSA personnel in the course of drafting this 

declaration. ~ 

2. On the FBI as 

authmized under DNII AG l05B Certifications among 

others. As , FBI 

reasonably believed to be used by persons located outside the United States. Of 

these 

3. Pursuant to a Memorandum ofUnderstandihg among the FBI, NSA, 

and the Central Intelligence Agency ("CIA"), 

NSA must obtain A ttomey 

General authorization, pursuant to the procedures under Executive Order 12333, 

section 2.5, A tme and 

coiTect copy of this Memorandum ofUnderstandjng is attached as Exhibit A to this 

Declaration.~ 

4. Prior 

FB1 conducts due diligence to determine whether the- ; 

2 
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user of that account is reasonably believed to 

be located within the United States or is a United States person. 

5. 

6. To the best of my 1m ow ledge, the FBl procedures set forth in 

paragraphs 4 and 5 have been substantiaJly followed with respect to all FBI 

reques pursuant to the Protect America 

Act. Under the procedures used by the FB 

3 
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A review conducted on May 27, 2008, 

revealed an en·or rate of about 3.5 percent, and indicated that none of the enors 

resulted 

by a person located within the United States 

7. The FBI has sought to rsuant to the 

Protect America Act from 

United States person, 

is not maintained by Yahoo but is 

In addition, FBI 

assessed, 

NSA indicates that 

from outside the United States . • 

The most recent autl1orization under Section 2.5 

4 
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Approved for public release by the DNI 20140909

'fOP SBCRE'f7fCOMIN'ff/t<10tiOftN 

of Executive Order 12333 for the NSA to conduct electmnic surveillance of . 

- while he is outside the United States was executed by Deputy Attomey 

General Mark Filjp on and is valid for a period of 90 days from 

that date. (T5//Siff'~) 

8. The FBI began 

pursuant to the Protect America Act 

5 
'fOf SECRETh'COPtfH.T//:NOFOR~J 
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I dec1are under penalty of perjmy that to the best of my knowledge the 

foregoing facts are tme and coiTect. (U) 

Signed this 25th day of June, 2008. (U) 

Communications Exploitation Section 
Federal Bureau of' Investigation 

6 
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UNITED STATES 

J<'OlilliGN INTELLIGENCE SURVEJlLANCE COURT 

WASIDNGTON~ D.C. 

MEJVIORANOUM OPlNTON A.N"f) ORDER 

On January 15,2008, thiN Coutt issued a Memorandum Opit1ion and Order ("January 15 

Opinion") iu- fthe above-captioned docket numbers: 

( Gollectively the "07 Dockets"). Tbe Janu,ary 15 Opinioa i:; incorporated herein by reietence and 

made a part of this Opinion ancl Order. The Janua1·y 15 Optrr:i.ofl !:!pproved, under tbe standard of 

review for c.]ear error applicable under 50 U.S.C. § 1805c(b), used bytbe 

1\la.tional Security Agency (NSA) in implementing authorities to acquire forcig11 intelligence 

information under the Protect America Act of2007, Pub. L. No. 110-55, 121 Stat. 552 (PAA). 

On Febrnaiy 12, 2008, the governme-nt ftled jn eacb of the 07 Dockets additional sets of 

procedm·es used by the Federal Bureau of lnvesti gation (FBI) wbc11 that agency acquires foreign 

intelligenC'.e infonnnti.on under P AA authorities. These procedures were.?- adopted pursuant to 

1 This standald of review w1der 50 U.S . C. § 1805c(b )> and the meaning of other pertinent 
~0 U.S. C.§§ 1805a and H>OSb(~)(l). are ex.pli<..:uted jn the January 15 Opiniun a­
--The same understanding of these provisions is applied herein. 

-TOP SltCRE'f/JCOMfl>fTI/OH:CON1-p,;OFOR"'//Xl 
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amcnctmentfl made. by t1Jo Attorney General lmd the Direcl:or of National Intelligence (DNI) OD 

January 31, 2008., to tlle certi.tication.s in the 07 Dockets. 

On March 3, 2008, the govt~mment suhmitted NSA and FBI procedures in a new 

This matter involves the acquisition offorcigu intelligence 

intormatitHl 

Bec.ause tbe FBI nDd NSA proce.dmes submitte.d in Docket No .• are quite similar to the 

procedures submitted. in the 07 Dockets, tbe Cou1t baH consolidated these matters for ptnposes of its 

review under 50 'LJ.S.C. § 1805c. 

For the rea8om: explained below .. the Court concludes tbat it retains jurisdiction l.o review the 

above.-described proc.edures under § 1805e. On tbe merits, tbc Comt finds that th.e FBI procedtu·ea 

submitted in each of the 07 Docket's, tmd tbe NSA and FBI procedures submitted in Docket No .• 

sfy the applico.b]e review for clear error under 50 U.S.C. § 1805c(b). 

I. The Court Retains Jurisdiction to Review the Goveroment's I)rocedures.2 

Section6(c) nftbe PAA, as originaUy enacted, provided thal the substantive terms ofthe 

PAA were to "cease to have effect l RO days after the date of the euactment" of that statute, subject 

to exceptions provided in section 6(d) of the PAA and discussed below. PAA § 6(c). By a separate 

2 Similar issues wer .1other judge of the Foreign IntelU.gem:e Surveillance 
Court (Fl.SC) in Dockel No. In re Directives, Memorandum OpiJlion enter~d April 
25,2008, at 5-12, 3.9-43. The jurisdictional analysts berein ls in accord \'i'ith that opinion. 

'fOr .!:~Cltl~ rt/Ct)J\l'flff'l'tOitCON ,T~O'fi't'l'tl'WXl 
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ennclme:nt:, Congress ex.l.endcd this pe.riocl to "195 days after the date oftbe enactment of[the 

original .PAA]." See Pub. L. 110·182, § l, 122 Stat. 605. Each oftbe above-J•eferencod procedures 

\'I• ere adopted by the Attomc.y General and the DNI prior to the expiration of this 195-day period. 

Section 6(d) of the P AA provides: 

AUTIJORIZA TIONS JN EFFECT.-Authuri:~,.atious for the acquisitlo11 of foreign 

inteUigenoe information pursuaut to tbe nmendments made by this .A£t, and 

clire.ctivcs iRSlted pur!luant. to such atttborLzations, shall remain in effect until their 

Mllli:.atiol'J. Such ncqujsiti ons shall be governed by the np:plic.:able proyision!:i of such 

amendments and shall not be deemed to conr.l-itute elecn·onic surveillance as th.Ht 

lerm is defined in [50 U.S .C. § 180l(f)]. 

P A.A § 6( d) ( emph<iSis added). 

In all lllof the ahovc-captjoned d.ockets, the DNI and the Attorney General authorized 

acgubitions of ford!;,'11 intelligence infmmot1on b.Y making or amending ccrcifications prior to 

Febmary I 6, 2008,~ pursuant to provisions ofthe P AA codifLed at SO U.S.C. § 1805b.1 Section 

J 805b requires the Attom.ey General aucl the DNI to certify, among otbet· tbings, th.ut "there are 

reasonable procedures in place for determining that the acquisition of foreign intelligence 

in.fonnation uodcr this seclion concem.s persons reusonably believed to bo located outside tbe 

United Slates, and sucQ..w:oc.edurcs wilJ be subject to review oftbe Court pursuant to (50 U.S.C. § 

J 805c]." § I 805b(a)(l) (emphasis added). Section 1805c, whicb is another provision enacted by 

'The Court concludes thAt tbese amt.lndmcnts were an effective means of ndopti.ng 

additional proc.edltres under § J 805b(a)(l) for the reasons stated in l11 re Direclivcs, Memorandum 

Opinion entered April 25, 2008, at 25-43. 

4 Section 2 of the P AA provides: "The Foreign Intelligence Surveillance Act of 1978 (50 

U.S. C. 1801 et seq.) is amended by inserting after [50 U.S. C.§ 1805] the following: [the full te.'tt of 

50 U.S.C. §§ 1805a and l805b follows]." PAA § 2. 

I 0 I' 31tCftf~'ff/COMlH'F/fORCON}'l0~0I~t/X1 
Page3 



Approved for public release by the DNI 20140909

TOP sgc :RE'lY/COMl:N'FHOUCO i>.i,NOFOHtV/Kl 

the P AA,5 provides that tbe. PISC .. shall assess the GoveJ:L'u.nent's cletenuination umler [§ 

l805b(a)(l ')] ... , The oou1t's review shall be limited to whetherthe Govctnment's detetmination. 

is clear)y erroneous.'t § l SOSc(b). l..hider tbe-se provisions, if the Attorney General and the DN1 

authorize acquisitions of foreign intelligemce i.ufom1ation under§ 1805b, the FISC must. review the 

accompanying § l805b(a)(l) procedures. Consequently~ the judicial review provisions of§§ 

1805b(a)(1) and 1805c are, in tbe language of section 6(d) ofli1c PAA, "appl1cable provisjons,. of 

the P AA, pursuant tn which the relevant authorizations were made. By the terms of seotion 6( d), 

these judicial review provisions remain in force a.s rlpplied to the procedures now befor·e the Court, 

despi.te the lapse of these provisions for other purposes by operation of section 6(c). 

Tbe Court also c011cludes that tbe timetable fot review set out in § 1805c does oot negate 

juri.sdictiou. Soction 1805c provides tbat the government shall submit procedures to toe FISC ''[n]o 

1a.ter than 120 days after the effective date" of the P A.A., § 1805c(a), and that the FISC "shall assess" 

those procedures "[11]0 ·later than 180 d~ys after the effective dute" of the P AA. § 1805c(b). It 

further provi.des that "[t]hc procedures submitted pursuant to this sedion sball be ·updated atid 

submitted to the Cotutou au an11ual basis." § l80Sc(a). 

Tbe procedures now at issu.c were Sllbmitted to the FISC after the 120-dny period specified 

for submission (and well in advance of the time for mmual ~:;ubmission of updated procedures). The 

180-day peliod spec:ifteo for the FISC to "Assess" tbc pn.lccd.ures bas also passed. Indeed, the 

procedures in Doclc.et were submittQ.g after the 180-day period specified for FISC uctiou, 

s Section 3 of the P AA provides: "Th.e Foreignlnte1Ugcnce Surveillai1ce Act of 1978 (50 
U.S. C. 1801 et seq.) is amended by inserting aftet' [50 U.S.C. § 1 805b] tbe following: [tbe full text 
o.f50 U.S.C. § 180Sc iollows]." FAA§ 3. 

'fO:t- 8ECM'f/tCOMUffh'ORCOf4,N01r01U~HXt 
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while the procedw·es now at issue in the 07 Dockeis were ~ubmttted ouly a few days before the end 

of that 180-day period. However, the govenune11t would construe the 120-day nnd 180-dny 

timetables specified iJ1 § 1805c(u)-(b) as applying only to the procedures .il1itially submitted, so tb.at 

lbereaJ.'tt:r the Attomey General and DNI could still odopl and s1thm.it, und tbc FISC co1:1 ld review.r, 

revised or additional procodurcs.u The altemative reading of§ 1805c(a)-(b) would artii1cially delay, 

until the lime for an "annual'' update, judicial review ofprocedureu that the government is rendy to 

submit and is already jmpl~menting. The Court agrees with the govemment's suggested 

conGtrUctiDn of§ l805c(o)-(b) becousc it avoids this !ll10malons result. 

For these reasons, tbe Court finds that ii continues to bavc jw·isdic:tiuu io review the 

procedures at ISS\le under§ l805c. 

Il. The Goverument's Procedt:rcs Satisjy the Applicable Review for Clear Error. 

The procedures now before the Court ttrc the ~SA procedures submitted m tbe. docket 

and tbc FBI procedures submitted in aU- f tbe above-caption~d. dockets. Each set of 

procedure~ .is discussed below. 

The: NSA pwccdures in thc. clocket are sinJilar in most respects to the NSA procedures 

in the 07 Dodccts, whkh are di~-;cusscd in theJanumy 1.5 Opinion. Most. <Jfthe differences i.n.the 

~ See Docket 
2007, ut 56-57;~ ttlso Docket No. 
Februaty 29, 2008, at 24-28 (fi.J~d March 7, 2008) 

l '!lnct'n· pt of Proceedings held December 12, 
Government's Response to tbc Court's Oroer of 

'fOf S~Cltf{fi/COMlf.ffWO:RCO?~ ,l'iOFOR~fHJ<l 
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NSA procedun% are iu the nature of clarifications7 or folloVi' directly from the chfferu\g ci!:lsses af 

targets in each case. 6 

Tbc only ~ubstLtnlive dlffenmcc betwee11 the NSA procedures in the- docket and the 

NSA procedures in the 07 Dockets is that th- procedures state: 

IfNSA inadvertently acguires n communication sent to or from tlle target while the 
target i.s or wtts located inside the United SUI.tes, such com111unic.ation will ordinarily 
be dest.royed upon recognition. However, tbe Director of NSA may authorize 
retenliou and use of such iuadvertent1y acquired cmnmunicatit)l.lS if he determines i.n 
wdti11g that they contain 1=1ignificm1t 1i'Jreigu intelligence. 

The NSA procedure8 discussed in 
howevel', the government has 
implementing the colTespv.u·'"'"''"' 
Jan.uwy 15 Opinion at 22 n.2 0. 

'f'O:P SECHE"Ph'CO 1\ffiffh'ORCO'P'l ,NOFO&~//Xl 
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Docket No .• NSA Prot:edures at 6. The NSA procedures iu the 07 Dockets do 1101 contoin 

The above-quoted provision does not provide grounds for the Court to find that the NSA 

pro0cdurcs in do not satisfy tbe applicable review for clc:ar error under§ 1805c. 

U11der lbe relevant stat11tory provisions, the government's procednres are required to provide a 

reasonab1e bcliefthat n person tru:geted for acquisition is located i.mtside of the United St:Htes. See 

January l5 Opinion <~t 7-8, 14-15 (construing 50 U.S.C. §§ 1805a, 1RO?b(a)(l), & 1805~). 

Ab:;olute certaint)' is not required. 1t follows that, pursuant to procedures that satisiy Lhese statutory 

provisions, the gove1w.ncnt may from time to time acquiJ"e i11fonnation about persons who ~re 

reasonably Llelieved to be outside of the Uoitcd Stat.es, but are later learned to havt:l beon within the 

United States at the time of acquisition. Another provision of tbe P AA regulates tbe retMtion of 

iufonu.atiOJ) by requiring tbe govemment to adopt and foUow "minimization procedures." See 50 

U.S.C. § 1805h(o)(5). But those procedures are not subject to FISC review m1der § 1805c. See 

Janual)! 15 Opinion at 6. The statutory provi.sions that.~ relevant to this proceeding-§§ 1805a; 

1805b(n)(l), und l805c- d.o not restrict what the government 1:nay do with infcmnation once 

acquired. For these reasons, ilie above-quoted provision does not render the NSA procedures in the 

cket "clearly erroneous" for purposes of review under§ 180Sc. 

9 AJJ- ets of NSA procedures provide that, upon Jeaming tbat a targeted persoi1 ia inside 
the United States, NSA will "[t]erminatc the acquisition from that person without delay and 
detennine whether to seek autbot·ization to conduct · · 

lntelli 

TO.P 81;CRFJT.4COf\'UP'lTh'OllCOi>li~~OI10'RP'f//Xl 
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.8. The Fin Procedure~; in All oftbe Above-Captioned Docket!'! 

Additional procedures submitted in eacl.J oftltc above-captioned dockets appJy to 

th.e FBL 10 The!'ellsets of procedures are identical in 

substnnce. 11 The fundamental point about these procedures, for purposes of judicial review und.er § 

1805c, i~ tbal tbey apply in addition to the NSA procedures; thnt is are 

acquired only for ''Designated Accounts" that th~:: NSA, pursuant to its own procedures, 1Jas ~tlready 

detennil1ed "are boi.ug used by persons reasonably believed to be outslde ofthe United States." b""BI 

Procedures at l. The. Ctmrt previously found that tlle NSA procedures in the 07 Dockets satisfy the 

applicable review tor clear e.I.Tor, ~ .Ja11;uary 15 Opinion at 13-24, and the government represents 

that tbe subsequent t\doptiou of the FBi pl'ocedW'es "did not alt~r tboseNSA procedures ... 12 As 

Hereinafter~ tbese procedures are collecti to as 
Procedures" fmd separa~e citations to tbese proccd\.lres as submitted in indivldual dockets are 
provided only wl1ou required by differeneeR in pagination. 

11 The same documents fn each docket also contain "minimization procedt1res" for­
~btai.JJcd by the FBI. See FBI P1·ocedures at 3-4. As stated abov~, these 
rrummtzatlon procedures are not subject to judicial review under§ l805c. They are discussed herein 
ooly insofar as they relate to the pwcedures adopted pursuant to § 1805b(a)(l), which of course are 
subject to review h1 this proceeding. 
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explained above, the Court also finds that tbe NSA procedures in the-ock~t satisfy the 

applicable rev1bw for clear errDr. 

It would seem to follow !Lfulj:imi that FBI procedures affording additional assurance that tbe 

user of fill eleclronic communications aucuunt i~ rea!lonnbly believed to be outside of the Unlt:ed 

States wotlld alsu s1.1rvivc rcvjew lmd~r the same "clear en-or" standard. And in fact, nothing in the 

FBI proc.:edures suggest.s otherwi~e. NSA is required to "provida tbe FBI ... wit1l un explanation of 

NSA 's conclusion tl1at the user of the Designated Aecouot ia fl perso11 reasonably believed tCJ be 

located outsid.c the United States," FBI Procedures at 1, which the FBI reviews "iJ.1 consultation 

with NSA.'' FBI Procedures in Docket Nos 1; FBI Procedures in Docket Nc)s. 

at 1-2. lfNSA's explanation is "suf.ficient," the FBI · 

nfom1aticm indicating that the us~r i~ inside the United States 

be inappropriate), then 

tbe F.BI will with the as!listance of a communications 

service provider. Id. at 2. "lftllC FBllor:.atcs infonnation indicating that ... the user of the 

Designated Ae.counl ... is loeated iJ1side ofthe United Statt::s," the FBI will infonu NS 

TOt' SECR:E'TNCOMF?TTi/OHCO~ri,P'lOOOHNIIXJ 
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')1 not he acquired (tmless it is !.'llbseqnently determined tbat the 

user is outs£de the United States). ldY The PB1'3 implementation of these procedures is subject to 

"periodic revie1vs" by tbc FBI Inspection Division ("on a qwutcrly basis"), aud by the Dt~partn1ent. 

of Justice and the OfTicc of the Director afNatioJm11nte:lligence ("at least once every sixty days"). 

The FBI procedures provide measures to ve1i.fy that pci:sons targeted fur acquis~tion are 

outside the Unite.cl States, over and above the steps taken JYllr&u71nt to tbe NSA procedures. 

Acc-ordingly, the Comt iinds that the FBI procedures, as ~>1lpplementruy to the NSA procedll:'es in 

the above-captioned dockets, satist)' the applicnblc review for clear error. 

Ill Conclusion 

For the reasons stated herein, the Court finds, in the language of SO U.S.C. § 1805c(b) and 

consistent with d.1c Court'~ interpretation of thot provision in view of 50 U.S.C. §§ 1805b(a)(l) ~md 

13 Conversely, "(iJfNSA analysis ... indicates that a user of a Designated Account ... is 
actually located within the United States , .. the NSA shall promptly advise tbe FBl, and FBI will 

respect to the Designated Account" l'i 

1
'
1 Tbe FBI proc.ednrcs c:outain the following provisioounder tlle tubric of rninimi7.,.ation: 

Any comumnicatio11 acquired through the targeting of a person wbo at the time of 
targeting was reusonabJy believed to be located outside the United States but is in 
fn~t located inside. the United States at the time such. communication is acquired sbaJJ 
be destTOycd unless s11ch communication is reasonably believed to contain foreign 
in1clligeoce information, evidence of a crime tbflt bas been, is being, or is abot1t to be 
commi1tcd, or information retuioe<l for cryptanalytic, traftic analytic. or signal 
~xploitatiun purp0ses. 

r"'Bl Procedures at 3. R~tention of infOJmatJon under these circumstances does not render the FDJ 

proccdw·es ••cle<trly cn oneous" for purposes of review under§ 180Sc. See Part llA. §.l!lml. 
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1805n, iha.t the Govcnuncnt's determwa.tioD und~r 50 U.S.C. § 1805b(a)(1) -that the procedures 

diseusseu .bereiD "are reasonably designed to ensure thot acquisili ons condncted pursuant to 

[§ 1805b] do not constitute. electronic surveillance"- is not "clearly erroneous." Acc.ordiugly, 

pursllant. to§ 1805c(o), it is hereby ORDERED that the continued use of such procedures is 

approved. 

ttj 
Ll do.y of June., 2008, regarding Dl'IT/ AG 1 OSB Certifioati 

/) /1l . . d ¥i't't! C&/11) \ ~~\;..- ) < . /{( 
COLLEEN KOLLA: 1-KOTELL 
Jt1dge, Utlited States Foreign 
Inlelligcnce Surveillance Court 
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JUN 2 6 ~ . 

CERTIFICATE OF SERVICE (U) U.S. Foreign Intelligence 
SurvGfflanoo Court of Roviow 

I hereby certify that, on June 26, 2008, true and correct copies of the 

Government's Notice of Filing, the Ex Parte Supplemental Brief for Respondent, 

and this Ce1iificate of Service were submitted, by hand delivery, to a Court 

Security Officer for delivery to the Court. True and correct copies of the 

Govemtnent's Notice ofFiting, the Redacted Supplemental Brief for Respondent, 

·and this Certificate of Service were submitted, by hand delivery, to a Court 

Security Officer for delivery to counsel of record for Yahoo!, Inc.~ 

Deputy 
National Security Division 
U.S. Department of Justice 
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