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IN THE UNITED S}TATES DISTRICT COURI'
FOR THE DISTRICT OF COLORADO

Criminarl Case No. 12-cr-00033-JLK

UNITED STATES OF AMERICA

Plaintiff.

BAKHTIYOR JUMAEV.

D,efendant.

DEFENDANT JUMAEV'S COMBINED FISA.FTELATED IMOTIONS:
(1)TO ADOPT DEFENDANT MU|-|rOROV'S "MOtilON TO SUPPRESS F|SA
ACQITIRED EVIDENCE (SUPPLE:MENT TO DOC. 14)" (DOt). 12S); (Z) FOR

DISCLOSURE OF FISA MATERIALS; (3) FOR A PIRELIMINARY CHIALLENGE
TO SUPPRESS FISA AGQUIRED E:VIDENCE; AND (4) FoR L.EAVE To F|LE A

F'?ANKS MOTION AFTER REJCEIPT OF ALL TTHE GOVERNMI=NT'S
DIISCOVERY

Defendant Bakhtiyor Jumaev', by and through his counsel, s;ubmits the

following combined FISA-related motions. (1) to l\dopt Defendant Mruhtorov's

"Motion to Suppress FISA AcquirerJ Evidence (Supplement to Doc. 1,[)" (Doc.

125) filtrd on May 25, 2012; (2) lor Disclosure of FISA Milterials;; (,3) for a

Preliminary Challenge to $uppress FISA Acquired Err'idence; and (4) for Leave to

File a F:ranks Motion After Receipt of All the Government's Discoverryi, and for

reasons informs the Court as follows:
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I. IN'TR.ODUCTION

Josef K., the tragic protagonist in Franz Kafka's The Trieil, was arrested by

two agernts "one fine morning" and spent a nightmaris;h year waiting to stand trial.

He had no idea of the charges agerinst him or what secret court authorized the

process that led to his arrest. Onre year later, two agents again came for the

unknowing Josef K. and took him lto a quarry outside of town. There, he was

executed.

Surely, Josef K. wourld empathiz:e with the not too dissimilar circurnstances

confronlling Defendant Bakhtiyor Jumaev. Although Mr. Jumerev knows he has

been c;harged with providing matelrial support to a designated terrorist

organization, he is unawane of what government agents told a secret court about

him and why that court decided to initiarte process agerinst him.

Mr. Jumaev has learned that the agents who arrrested hinr are members of

the Federal Bureau of Investigation, who were pernritted to conceal surveillance

of his phone conversations and allorurred to rummage through his home and

personal possessions. However, [\tlr. Jumaev doesn't know why the FBI was

allowed to do any of those things and for how long theiy had bee,n doing tllrem. Mr.

Jumaev is now facing a future trial irr er United States federal district court where

United iStates law - the Federal Intelligence Survreillance Ac;t ("F|SA") -- is

designerC to prevent him from discovering why thes;e covert ltechniquels were

ordered and whether his rights as an aggrieved party were protected in the

-2-

Case 1:12-cr-00033-JLK   Document 157   Filed 07/30/12   USDC Colorado   Page 4 of 36



processi. Here, Mr. Jumaev will explain to this Hon<lrable Court how he can be

afforded rights which are rightfully hris.

II. ADOPTION OF i\,IR. MUHTORO\/'S MOTION

ln accordance with D.C. Colo. L,CrR 12.1, Mr, Jumaev herreby adopts and

incorponates herein by reference the arguments, reasons, requests for relief, and

authorities advanced and cited by tfre defendant Janrshid Muthtorov in his Motian

to suppress F/sA Acquired Evidence (suppleme>nt to Doc'. 14) (Doc. 12s)

(hereinafter "Muhtorov Motion"), filed on May 25,20'12. Mr. Jumaev then provides

the follorwing discussion of facts and ernphasis of legal authority specific 1to him.

III.  PERTINENT FACTS

A, Bakhtiyor Jumaev's lmmigration to tihe UnitedtSfafes

IVlr. Jumaev is a 4S-year-old citizen of Uzbekistan, who, due to the

persecution of Muslims (including lVlr Jumaev) by lthe Uzbekistan government,

fled his native land and laMully entered the United rStates during April of 2000.

See Respondent's Application for Asylum and Relate>d Relief (herreinafter "Asylum

Application"); Form l-589, Exhibit A,.1 Mr. Jumaev has r."riflerrJ in Philadelphia,

Pennsyllvania and worked there and in nearby commrunities for over a decade. /d.

rA number of Exhibits in these combined motions ma\/ implicate the currernt
Protective Order. Accordingly, all of the Exhibits are ltiled as Restricted Level 1,
documernt viewable only b'y the courll and parties. Exhibits considered in the
public domain, such as the reports by the Office of Inr;pector Gerneral ("OlG"), can
be easily accessed via the Internet.
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He has not left United States soil since he arrived in 2000 and fears he would be

imprisoned and/or tortured if he returned to uzbekistan. td.

On February 2, 2010, Mr. Jumaev was errrested in Philaderlphia by

immigrattion authorities on the basis that his non-immigrant residency privileges

had expired. See Warriant for Arrest of Atien (hereinafter "Arrest Warrant"),

Exhibit lB. Mr. Jumaev was released from immigration custody rcn April ZO,2O1O,

having posted a bond of $3,500 with the conditions that her comply with the

lntensive Supervision Appearance Program ("lSAp,";. tmmigration Bond tCE

ForM l-:?52, Exhibit C. ISAP required, among other things, that Mr. Jumiaev wear

an ankle braceleUGPS monitoring device to track his whereabouts ,lntensive

Superur,sion Appearance Prcgram, Exhibit D. Mr. Jumaev iawaits a hearing

before the immigration court on his Asylum Applicaltion, but the proceedings in

that court have been postponed until the instant mertter is res;olved. {iee DHS

Motion to Administratively close case and order, Exhibits E and F.

Mr. Jumaev's release on bond from immigration custod'y'was effectuated

with the financial help of family and friends, includinrg Mr. Muhtorov. E:vidently,

Mr. Muhtorov decided to reciprocate a previous kinrlness that Mr. Jurnraev had

displayed toward the end of 2009 when he, Mr. Jumerev, extended the h,ospitality

of his a;cartment in Philadelphia where Mr. Muhtorov stayed while stud'ying and

training for a commercial driver's license. See FBI 302 dated Felbruary 2"2,2012,

at 1, Exhibit G. Shortly after Mr. Muhtorov lefll Philadelphia, imrnigration
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authorities commenced their removal proceedings against Mr. Jlrumaev inr January

2010. See Nofice to Appear, Form l-862, Exhibit H. One o1'the offir:ers who

assisted in the immigration arrest of Mr. Jumaev onr February 2,2010, was FBI

Special Agent JTA. See Exhibit 1.2 Mr. Jumaev was releasecl from immigration

custody on April 20,2010 after posting his immigration bond as rlescribed above.

For the next approximately eleven (11) morrths, Mr. lvluhtorov and Mr.

Jumaev fostered a friendship and communicated frequrently over the phone.

During this time, Mr. Muhtorov resided in Denver with his wife and young

children, while Mr. Jumaev, resided in Philadelphia but without the presence of

his wife and three childrerr who had been denied visas by the LJzbek government

to join [\/r. Jumaev in America. See FBI 302 report of Feb,ruary 2,2010 interview

of Mr. Jumaev, Exhibit J.

lnr early March 201'1, at Mr. Jumaev's request ancl in exchange for $300

cash, a friend of his gave Mr. Jumaev a check derted March 10, 2011 in the

amount of $300; the check was made payable to Mr. Muhtorov', See Flll 302 of

intervielv on February 14,2012, Exhibit K. Mr. Junnaev sent lMr. Muhllorov the

check for $300 for repayment of the former's debt. k/ After receipt of the check,

the two men continued their long-distance communications;.

2SA JTA, continued to play an integral role in the government's investigation of Mr.
Jumaev during the next more than two years, culminating in the agent's arrest of
Mr. Jumaev on March 15.2012 in the case-at-bar.

-5-
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B. The Arrests of Mr. Muhtorov ancl Mr. Jumarcv

C)n January 21, 2012, Mr. Muhtorov was arrested in thiirs case art O'Hare

Airport in Chicago while waiting to board a flight to Turkey. The criminal

Complaint against him had been filed in this district on January 19, 2012. See

Doc. No. 1 in Case No. 12-mj-01011-CBS. Government agents throughout the

country then proceeded to interview any number of people 'who had come in

contact with Mr. Muhtorov.

Cln February 14, 2012 and February 24, 2:,,012, FBI agents, including

Special Agent JTA, who had two years earlier assisted irr the February' 2,2010

immigrartion arrest and interview of Mr. Jumaev, interviewed him for thr: second

and third t ime. The agents questioned Mr. Jumaev regarding, among other

things, his relationship with Mr. Muhtorov, the purpose underlying the $300

check, and the meaning of alleged "code" words which the gorrernment

contencled were used during telephonic communications and e-mails between

Messrs. Jumaev and Muhtorov.

Ctn March 14, 2012, the government f i led ar Complaint in this distr ict

against Mr. Jumaev. See Doc. No. 1 in Case No. 12-my01039-KLM (hereinafter,

"Jumaev Complaint"). Mn. Jumaev was arrested thre followinlg morning, March

1Sth, in Philadelphia, after returning home from work, and unde,rwent a custodial

interrogation concerning many of the same issues covered during the two prior
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interviews of him in February. During the three separate post-Muhtorov-arrest

interrogations, Mr. Jumaev repeatedly maintained that the purpose of the $300

check sent in March 2011was to repay money that lMr. Muhtorov had lelnt to Mr.

Jumaev for the latter's immigratiorr case. A SupersedinrS Indictrnent was

returnecl against both Mr. Jumaev and Mr. Muhtoro,v on Marc;h 19,2012 (Doc.

No. 50), which was superseded a second t ime on March 22,20'12 (Doc.lr lo. S9).

C. The Government's FISA lnvestigation

The government has notified Mr. Jumaev that it intends; to use evidence

acquired through FISA surveillance. See Notice> of tntent to Use Foreign

lntelligence Surveillance Information (Doc. 68). However, ther governrnent has

not disclosed and will likely resist disclosure of any FISA merterials - such as

applications, affidavits and FISA orders - which punportedly s;upport tfre covert

electronic surveillance and physical searches conducted in this mattrlr. This

governnlental resistance will occur notwithstanding that in typic;ial Title lll wiretap

cases arising under the Ominous Crime Control and Safe Streets Act of 1968, 1B

U.S.C. {i 2510, ef seg., covert electronic interceptions can be authorized for the

exact crimes for which Mr. Jumaev has been indicted here.3 Such materrials are

'18 U.S.C S 2516(1) enumerates an exhaustive l ist o1' predicate arimes for which
Title lll etuthorization of electronic interceptions can bel obtained, including at
subsection (q) any criminal violation of 229 (relating to chemical weapons): or
sections 2332, 2332a, 2332b, 2332d, 2332f , 23329, 2332h,233111, 2339A, 23398,
2339C, rcr 2339D of this title (relating to terrorism) (enrphasis suprplied). ln the
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customarily a part of the government's Rule 16 disclosures in cases arising from

Title l l l  investigations. see 18 u.s.c. $ 2s18(s)(b) and (d) and (9).

ln the absence of disclosure of the FISA materials, Mr. Jumaev is unaware

of , inter alia. the facts surrounding issuance of thr-' FISA surveillancel orders:

when tlre applications were submitted and when the orders were entered;

whether there were extension requests and ordens; the narture, scope, and

durationr of the surveillance; whether there was compliance with minimization

procedulres; and whether the FISA applications and affidavits contain inrtentional

false material statements and/or omissions of material facts, anrrC/or whether they

were made with reckless disregard for the truth.

D. The Government's lnvestigation ctf Mr. Jum'aev

The Jumaev Complaint reveals that the FBI has been investigerting Mr.

Jumaev since as early as his arrest for immigration charges in F:ebruary 2010, at

which tirne Mr. Jumaev provided authorities with his mobile telc-phone number,

See Jur,naev Complaint, fl 13. Thereafter, the FBI clbtained inlbrmation against

Mr. Jumaev on the basis of having obtained "appropriate authonity" to engage in

various investigative techniques directed against him. ld. Mr. .f umaev assumes

that "appropriate authority" includes the FISC.

case-at-bar, Mr. Jumaev is charged with two counts oii allegedly violating 18
u.s.c. s233eB.

-8-
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The Jumaev Complaint contains a gap of inforrnation related to Mr, Jumaev

of approximately eleven (11) months after his releas;e from imrnigration custody

on April 20,2010. The Complaint then describes intr--rception of communications

that occ;urred for at least 10 months (March of 2011 through January of 2012)

from bolth Mr. Muhtorov's phone and Mr. Jumaev's pl'rone. Mr. Jumaev iri alleged

to have been speaking to Mr. Muhtorov during the ;ceriod whern Mr. Muhtorov"s

phone c;alls were intercepted. Mr. Jumaev's phone was also riubjected to FISA

electronic surveillance, resulting in the interception o1'calls fronr his phone. As a

result, lVlr. Jumaev is an "aggrieved person" in erccordancel with 50 U.S.C.

s1801(k) .

The Jumaev Complaint, among other allegations, asserts that the

government's investigation involved Mr. Muhtorov's "communiczrtions with lslamic

Jihad Union ("lJU') website administrator and facilitartor 'Muhammed"' known as

"'Abu Muhammed."' See Jumaev Complaint,ll 12. Review of ttre Affidavit filed in

support of the Jumaev Complaint and the FBI "30:2" reports discloserJ by the

governn'tent, allow but a rudimentary glimpse of the F:ISA operertion in this case.

Those nraterials reveal the government's interception of e-mails and terlephone

calls between Messrs. Jumaev and Muhtorov in early March 201'1.o

o Mr. Jurnaev, of course, has no idea when the electronic monitoring actually
began and when the FISA orders were issued.
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FBI 302 reports reveal the FBI's physical surveillance of Mr. Jumaev from

the beginning of 2011 to the end. Examples of the surveillance inclurJe: (a) a

" t rash cover"  on January '7,2011, see Exhibi t  L;  (b)  the FBI 's  January 11,20111

observation of Mr. Jumaev walking from his apartment on ther street ciarrying a

plastic brag and wearing a black skull cap, see Exhibit M; (c) the FBI's January 12,

2011 following of a vehicle in which Mr. Jumaev wits a passenger; the vehicle

traveled from Mr. Jumaev's Philadelphia residence to his work place (ttre Super

Fresh grocery store in Wilmington, Delaware), see Exhibit N; (d) another trash

cover and seizure of items therefrom on April 28,2011, see Exhibit ); (e) lthe FBI's

following Mr. Jumaev on May 3, 2011 as he traveled from his residence by foot

and public transportation (a trolley and train) to and from his ISAP monitoring

center, see Exhibit P; (f) the FBI's fol lowing Mr. Jumaev on May 17, 2011, as he

traveled from his residence on foot and by trolley to the AL-Aqs;a lslamic; Center,

see Exhibit Q; (g) the FBI's June 6,2011 review of Mr. Jumaerv's GPS tracking

data for a week's period in May 201'1, which included details and summaries

relating to Mr. Jumaev's travels to his employmerrt, laundromat, IS,AP, and

mosque, see Exhibit R;5 and (h) the FBI's November 19,2011 observation of Mr.

Jumaev cleaning the floors at the Acme Grocery Stone, his place of employment

5Similar details and summary reviews are contained inr two additional FBI 302
reports for the month of May 2011.
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in Holntes, Pennsylvania, see Exhibit S. Details of the above-described

surveillatnce of Mr. Jumaev's innocuous activities are not inclucled in the Jumaev

Complaint. As a result, Mr. Jumaev does not know if any of llhrose surveillance

details etre included in any FISA application that identifies him as a target.

Mr. Jumaev has not been informed whether there were multiple FISA

surveillarnce applications and orders directed agerinst both him and/or Mr.

Muhtoro,v, or against eacll separately, how frequently the ordel's were extended

pursuant to 50 U.S.C. S 1805(dX2), or the particulars concerning the

government's covert investigation of him.

IV. MOTION FOR DISCLOSURE OF FISiA MATERIALS

A. Procediiure for /ssuance of FISA iSurveillance

FISA authorizes issuance of "warrants"6 for electronic surveillance and

physical searches. There are two FISA courts: the FISC, consisting of 11 district

court juclges; and the FISC of Review, comprised of three district or circuit court

judges. See 50 U.S.C. $ 1803(a) & (b) Here, the FISC wil l  be referred to from

time to time as the "issuing court," while this Court will from time to time be

referred to as the "reviewing" or "trial" court.

uAlthough FISA refers to orders authorizing physical and electronic surveillance
as "warriants," Mr. Jumaev does not concede that suclr orders constitute
"warrants" as contemplated by the Fourth Amendmenlt.

- l  l -
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In order to avoid unecessary repetition of the entire arguments, reasons,

and authorities advanced and cited in the Muhtorov'motion, which Mr. Jumaev

has adopted, Mr. Jumaev will briefly highlight some authorities to better enable

the Court to follow those arguments specific to Mr. Jumaev.

FISA was amended during October of 2011 irr the wake of the elvents of

September 11, 2011. The requirements under FIS;A for issuance of an order

authoriz,ing electronic surveillance or a search are surnmarized as follows:

. An application for a FISA order authorizing searches or surveillance
must be made under oath by a federal o{ficer with the approrral of the
Attorney General to the FISC. 50 U.S.C SS 1801(g), 1804, 1823;

. The application must identify or describel the targert of the s;earch or
surveillance and establish that the targert is either a "foreign power"
or an "agent of a foreign power." 50 U.S.C. SS 1804(a)(3),
1 BOa(a)(aXA), 1 823(a)(3), 1 823(a)(4XA);

The application must include a certification frorn a high-ranking
Executive Branch official, such as the lDirector o1'the FBl, that the
official "deems the information sought [by the sear<;h or surveillance]
to be foreign intelligence information," and tlrat "a s;ignificant
purpose"T of the search or surveillernce is tcr obtain "foreign
inte l l igence informat ion."  50 U.S.t0 SS 180a(a)(r 'XA)-( :B),
1823(a)(7 XA)-(B);

A single FISC judge reviews each FISA application fol lowing its
submission.  50 U.S.C. SS 1805, 1824.

'Prior to enactment of the PATRIOT Act, FISA requirerd that the "primary purpose"
of searches and surveillance authorized by the statute was to obtain foreign
surveillaLnce was the reduc;tion of this the most controrrersial of the Patriot Act
amendnrents was to reduce this standard to a "significant purpose."

-12-
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Before approving a search or surveillance, the Flsc judge must liind
that the application establishes "probable cause" to believe that the
target of the search or surveillance is a "foreign power" or ian "aglent
of a foreign power" and that each of thel facilities or places at wfrich
the electronic surveillance is directed is being used by a forerign
power or an agent of a foreign power. 50 u.s.c SS 1805(a)(2)(A) and
(B)

The initial duration of surveillance of an iagent of a foreign power (lan
be no more than ninety days.  50 U.S.C SS 1805(dX1).

The statutory definitions of some of the words and phrases utilized in FISA

are summarized below:

"[A]gent of a foreign power" includes any person who "knowingly
engages in clandestine intelligence gerthering ar;tivities for or on
behalf of a foreign power," or any person who "knowingly engages in
sabotage or international terrorism, or activities that are in preparation
therefor, for or on behalf of a foreign power."

"[F]oreign power" includes a "group engagecl in international
ter ror ism."  50 U.S.C S$ 1801(a)(1) , (4)

B. Disclosure of F/SA Materials

FISA's disclosure pnocedures are shrouded b11 secrecy. U.S.C. $ 180t3(f)

requires the trial court to:

review in camera and ex parte the application, order, and such otlner
materials relating to the surveillance as rTray be necessary to
deltermine whether the surveillance of the arggrieved person was
la'wfully authorized and conducted. In making this deternrination, the
court may disclose to the aggrieved perso,n, under appropriiate
sercurity procedures and protective orders, portiions of the applicati,on,
order, or other materials relating to the surveillance only where such
disc/osure is necessary to make an accurate determination of
the legality of the surveillance.

- t3-
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(emphaLsis supplied).

S;ection 1806(9) states that, if the trial court ";lursuant to [Section 1g06i(f)]',

determines that the surveillance was unlawful, it shall order suppression of

evidenc'e or information derived from the unlaMul surveillance. Furtherrnore. if the

reviewing court finds tl'rat FISA surveillance was "laMully authorized and

conducted, it shall deny thre motion of the aggrievecl prerson except to the extent

that dutl process requires discovery or disclosure." k{. By itr; very terms, FISA

thus envisions a scenario where disclosure is authoriized in order to accurately

determine the legality of surveillance, even though a motion to supprc'ss might

subsequently be denied.

FISA's methodology concerning discovery and requiring motions to

suppress FISA-acquired evidence to be prematurelv-filed presrants an archetyrpal

chicken-and-egg conundrum. As a precondition for a reviewing court to order

discoverry, FISA requires the accused to first file a motion to suppress Fl{iA-

acquirecl evidence. The motion to suppress thus rnust be filerrl withourt defense

counsel's having access to discovery needed to jus;tify the surppression motion.

The difemma was recognized in Mayfield v. tJnited {ifalles, S04 lF. Supp. 2d 1029,

1039 (D. or. 2007), rev'd on other grounds, sgg F.3d 964 (gth cir.2010). "FlsA

also allorws the government to retain information collected, andl use the collected
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information in criminal prosecutions without providing flo! m€aringful opportunity

for the target of the surveiilance to chailenge its legaliity."

The FISA discovery procedures also place tlre trial r:ourt in the non-

traditional position of reviewing presumptively erccurate assertions; by the

governrnent but, in many instances, speculations and incomplete guess workl by

defenser counsel. Once the motion to suppress is filed and discovery is requested,

the court is required to engage in ex parte and i,o cefttera procer-.dings to

determine whether disclosure of FISA materials is warranted in order to evaluate

the legatlity of the FISA orders. Since the review is ex parte and unaided by the

true adversarial process, the trial court's review is c/e novo and no deference is

accorded the FISC's determinations. lJnited Sfafes y. Rosen, 447 F. Supp. 2d

538, 5415 (D. Va. 2006; sere a/so United Sfafes v. Squiitlacote, :221 F.3d 542, lj44

(4th cir. 2000); lJnited sfafes v. warsame, s4z F. siupp. 2d gg2, gg0 (D. Minn.

2008). Once the in camera, ex pafte procedure is llriggered, the trial court nray

disclose such materials ,'rcnl! where such disclosure is necerssary to make an

accuratet determination of the legality of the surveilliance." 50 U.S.C. {i 1806(f);

see a/so 50 U.S.C. $1825(9). The legislative history explains that the question of

legality rnay be complicated by factors such as:

inrdications of possible misrepresentation of fac;t, vague iclentification
of the persons to be surveilled, or surveillance records which inclurle
a significant amount of nonforeign intelligence information, callirrg
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into question compliance with the minimization standardls contained
in the order.

united 'Sfafes v. Belfield, 692 F.zd 141 , 147 (D.c. cir. 1 9g2) (gruofing s. Rep. No.

95-701, 95th Cong. 2d Sess. 64 (197g)).

(). Mr. Jumaev is Neither a Foreign Power nov an Ag'ent Thereof

As previously noted, a FISA surveillance order must determinrg that the

target is; a "foreign power'' or an "agent of a foreign power." FISA requires the

court to accept the government's assertion that a targret is a foreign power or an

agent o1f a foreign power unless that assertion is deerneld to be facially erroneous.

United lSfafes v Mayfield, 504 F. Supp 2d at 1032-33. l-he Muhtorov Motion at 10-

13 has iaddressed the issue of an assertion that a "target" is a foreign power or an

agent o1'a foreign power, and that discussion will not be, repeate,d here.

Compared to any other accused in this case, [\tlr. Jumaev is, based upon

the evidence, exponentialily less susceptible of being considerred either a foreign

power c)r an agent of a foreign power. He has resided in the United litates for

over 12 years, nearly all of that time in the same apartment in Philladelphia,

Pennsylvania. There is no evidence that Mr. Jumar-.v had membership in or

connection to the IJU or any foreign power, or that he engage<j in any

communications with any representative of the IJU or any terrorist organization

during the entirety of his residence in this country, or at any tinre before he came

to this country.

-16-
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Tlre government's surveillance of Mr. Jumaev, which included observing

him traveling to his work place and cleaning the floors there, wertching him walk in

his neighborhood, segregating his trash, following him in a trolley and train to his

ISAP facility, and furtively accompanying him in a trolleyr ride to the mosque where

he prays, do not report Mr. Jumaev being in thr-. presence of any' terrorist

organizettion, and do not conform to FISA's minimization requirelments because of

the totally innocuous nature of the activities obsenred. Herer, the government

evidentl'/ chose to go to the FISC despite the innocent nallure of the above

evidence and the lack of any indicia that Mr. Jumae\/ l/r/as in any way inrvolved in

the acquisition or dissemination of foreign intelligerrce informiation affecting our

national security. Thus, the primary and sole purpose of the goverrnment's

investig:ltion of Mr. Jumaev evidently involved a belieif that he \^/as engaged in or

was about to commit a criminal offense, including a violation of '  U.S. immigration

laws. l-lowever, clearly, the government identified [Vlr. Jumae\/ as a target in its

FISA inrrestigation since conversations of his were interceptecl from his; phone.

See Junraev Complaint f l  28 (call  on January 24,201':2 between Mr. Jumaev and a

known associate, which occurred three days after Mr. Muhtorov's arrest).t]

8 Obvioursly, Mr. Jumaev is arguing in the blind here. llt is not unreasonable to
believe llhat Mr. Muhtorov may have been the governrnernt's soler target of a FISC
order anrd that conversations between him and Mr. Jumiaev were overheard
during the time of and/or extension(s) of that initial orcler. The government could
subsequently have also obrtained a separate FISC orcler directed against Mr.
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Tlre gravaman of the offense alleged against Mr. Jumaerv is his sending a

$300 check to Mr. Muhtorov on or about March 1'0, 2011, which Mr. Jumaev

repeaterJly explained to the l:Bl was in repayment of his debt to Mr. Muhtorov. In

its 49-piaragraph, 19-page Complaint, the affiant de'votes one short sentence at

the end of paragraph 37 to Mr. Jumaev's repayment claim. The balance of the

Complaint is a skewed recitation of allegations internding to effect a connection

between Mr. Muhtorov and the lslamic Jihand Union ("lJU"), which the Muhtorov

Motion r:hallenges, and an even more attenuated, if nrct total absent,, connection

between Mr. Jumaev and the lJU.

Tlne government seeks to support its beliel' that the $300 check was

intended to be funneled to IJU by arguing that Mr. Jurnaev engaged in l.elephone

conversations and the exchange of e-mails with Mul'rtorrov using "code" language

and thalt the code language reflected Mr Jumaev's sutrport of the lJU. However,

expressions of support in of themselves are protected speech under FISA. See

50 U.S.r0. S1805(a) (the F:lSC judge may not consider a Unitecl States person an

agent of a foreign power "solely upon the basis of ac;tivities proltected by the First

Amendrnenf." (emphasis supplied)),

Jumaev while any order against Mr. Muhtorov was als;o extant. In either instant,
Mr. Jumraev is an "aggrieved person" under the statut,e, but he is; compelled to
advance speculative challenges to the FISA materialsi rarithout knowledge of the
information contained in those materials.
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D. The FBI's Quesfion able F SA lnvestigatiion of Mn Jumaev was
Preceded by the FBI's Historical Abuses c>f the PAT'RIOT Act

Her€, there is an abundance of historical evidenoe and a significant amount

of nonforeign surveillance information regarding Mr. .Jumaev, which wras never

mentioned in the Jumaev Complaint. This raises tl're specter and likelihood of

misrepresentations andior material omissions of fact taiinting the FISA materials.

That taint calls into question the legality of the manner in whic;h the government

has preceded in its FISA investigation of Mr. Jumaev. FIISA and Patriot Ar:t abuses

by the government, however, would not be novel to this case.

1. The Abuses Reporfed in ),2000

Starting in September 2000, the government voluntarily disclosed and

confessr-'d error in some 75 FISA applications relatedl to major terroris;t attacks

directed against the United States. See /n Re All Matters Submittefl to the

Foreign lntelligence Surveillance Court, 218 F. Supp. 2d 611, 6;20 (2002). Those

errors rerlated to misstatements and omissions of material fact, including:

a. an erroneous statement in the FBI Director's FISA certitfication that the
target of the FISA was not under criminal invesligiation;

b. erroneous statements in the FISA affidavits of FBI agents concerning the
serparation of the overlapping intelligence and crinrinal investigations, and
thre unauthorized sharing of FISA information with FBI criminal investigators
and assistant U.S. attorneys;

c. omissions of material facts from FBI FISA af idavits relating to a prior
relationship between the FBI and a FISA agent, and the interview of a FISA
target by an assistant U.S. attorney.
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ld.; but see United Sfafes v. Warsame, 547 F. Supp. 2d 982,,987-88 (D. Minn.

2008) (court paid short shrift to the above-quoted report, stating; that misdeeds in

prior Fl{iA cases were not in issue; rather, the issue wias whether errors could be

shown in the investigation of Warsame so as to mandlate disclos;ure). Regrettably,

such a inviting challenge can only be successfully er:ecuted by clairvoyants, of

which lvlr. Jumaev's counsel is not one. Moreover, the errors of previous FISA

and Patriot Act cases do not stop with the mea culpas admitted to by the

governnlent in 2000.

2. The Abuses Reporfed in 21701

lnr March of 2001, the government reported similarr misstatements in another

series of FISA applic;ations in which there were suprposedly a "wall" between

separatre intelligence and criminal squads in FBI tfield office,s to scrc'en FISA

intercepts, when in far:t all of the FBI agents were on the same squad and all of

the screrening was done by the one supervisor overseeing both investigations.

Foreign lntelligence Srvrveillance Court, 218 F. Supp. 2d at621,

3. The Abuses Repofted in 21J06

The March 8, 2006 Department of Justice, Office of the Inspector General

(hereinerfter "OlG") Reporl to Congress on lmplementettion of Siection 1001 of the

USA Patriot Act des;cribed certain failures of the FBI to adhere to FISA's

requirernents. See tJniterl Sfafes y. Rosen, 447 F. Supp 2d 538, 552 (E.D. Va.
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2006). These failures are identified in the OIG's March 8, 2006 Report at 24-31,

Sec. V, C. and concern [hg r/e?rs 2004 and 2005, Exhibit T. 'they fall into three

categories, namely, (1) imprc)per utilization of authorities under FISA; (2) failure to

adhere to Attorney General Guidelines or implementing FIll policy; and (3)

improperr utilization of authorities involving National Sercurity Lr:tters ("NSLs"). /d"

a t24 .

The failures encompassed a wide range of intelligence activities used by the

FBl, including possible violations generally related to "ov'er-collection" and

"overrurts." An "over-coll€rction" refers to information galthered within the

authorized period of a FISC clrder but outside the scope or intent of the order. An

"overrunt" refers to investigative activity conducted outr;ide the time period of the

FISC order or outside the authorized period of investilgative ar:tivity. Thre Report

revealecl that the average duration of over-collections and overruns was

approxirnately 24 days in 2004 and 16 days in 2005. ld. at24-25. The duration of

possible violations of the Attorney General Guidelines or FBI in'rplementiing policy

governing national security investigations averaged 1i35 days in 2004 and 130

days in 12005. ld. at25. Approximately,54 percentof t l ' re reports examined bythe

OIG for 2004 and 41' percelnt of the reports examined for 2005 fell into the

categoryt of improper use of FISA authorities. ld at27.

-'21-

Case 1:12-cr-00033-JLK   Document 157   Filed 07/30/12   USDC Colorado   Page 23 of 36



The nature of the information

and 2005 included telephonr= calls,

communications, financial records,

from the government to darte by

telephone calls, audio recordings,

financial records.

that may have been illegally collecterd in 2004

audio recordings, facsimik: intercepts, e-mail

and credit reports. ld. Discovery received

Mr. Jumaev includes, but is not l imited to,

e-mail communications, te,xt messages, and

The court in Rosen chraracterized the failures enumerated in the foregoing

2006 OIG report as general assessments and "no more probative of a failure of

minimization in this case than a general study of errors committed over a period of

years in baseball would be probative of whether errors occurred in ia specific

game." Rosen, 447 F. Supp. 2d at 552. The difference, however, between Rosen

and this; case is that Mr. Jumaev has shown minimiziation ancl other fiailures as

chronicled in Section lll, supra, and in this Section lV. Ivloreover, unlike the limited

history of 2004 and 2005 failures shown in Rosen, the FBI's ahruses of the Patriot

Act from 2000 througl'r 20'11 have been systemic and rreflective of an ongoing and

continual pattern of failures to adhere to the requiremenrts of FISA.

4. The Ahuses Reporfed in 2008

A report released on March 13,2008 by the OIG on the FBI's use of

National Security Letters ("NSLs") revealed a systemic widespread abuse of

power according to the ACLU, which, among other onganizations, has played a

.,1
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role of "watchdog" regarcling the government's abuse rof Patriot Act Powers. See

Exhibit lJ. The Jumaev Com;plaint at fl 13 states that "[r.r]pon obtaining appropriate

authorit'/. the FBI has lawfully searched and obtained information through various

investigative techniques." Nowhere, however, does the Complraint enumerate the

various investigative techniques utilized by the FBl. As the ACLU press release

reveals, the FBI's power to collect private information against individuerls by the

issuancre of NSLs without ccrurt approval was widely e,xpandecl by the IPATRIOT

Act. ld.

Tlne OIG's March 13, 2008 report was a follow-up to its initial relport of a

year earlier wherein the OIG found "the serious misuse of NSL authorities." See A

Review of the FBI's Use of ,National Security Letters: Assessment of Oorrective

Actions and Examination of /VSL Usage in 2006. Officr: of the lnspector General,

March i1008, pp. 1-3,6-9, t lxhibit V. Although it noted that the FBI and the

Department, i.e. Department of Justice ("DOJ") had made sigrrificant progress in

implemernting the recommenrlations from the March 2007 r€porrt, the OIG found,

however, that the FBI's review of its own field files did not capture all NSiL-related

possible intelligence violations and therefore "did not provide a fully accurate

baseline, from which to measure future improvement in conrpliance with NSL

authorities. /d at 8. The CllG concluded, "the results of the FBI's field review

likely understated the rate of trlossible violations." ld.
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5. Thte Abuses Reported in 2(111

Finally, as recent as approximately one year ago, still other forms of

PATRIOT Act abuses ha've come to the limelight in spite of the FBI's intent to

shield protential abuses from the public eye. When FBI Direotor Robert Mueller

testified before the Senate Judiciary Hearing on or :lbout March 30, 2011, he

reportedly denied that the thrree about-to-be-expiring provisions of the PATRIOT

Act had been the subject of any negative reports of a findirrg of abuse. See

Exhibit W. In at least one "John Doe" roving wiretap surveillernce, the

conversations of "young children" were purportedly mronitored for approximately

five days. Id. Both Mr. Jumaev and Mr. Muhtorov havre children, but it is doubtful

the government will produce in discovery any intercepterd telephonic conversations

that ma'y involve either defendant's children. The adversarial process, however, is

better designed to flush out such abuses, if they occurrc'd.

E. Withouli Disc/osure of the FISA l[aterial:E,
the Goverfifit€n't's Abuses will Continue with lm,punity

Mlr. Jumaev is mindful that apparently no trial court has found it necessary

to disclose FISA materials to a criminal defendetnt to iassist the court's

determination of the lawfulness of either electronic; surveillance or physical

searchers under FISA. 9ss United Sfafes v. Mubayyid, 521 F. Supp. 2d 125, 130
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(D. Mas;s. 2007) (collecting cases).e However, none of those cases collected in

Mubayy'id and decided since that decision have made the l<ind of compelling

showing for disclosure as Mr. Jumaev has made here. Further, it is prec;isely why

this unb,lemished record by the government demands r:ven closer scrutiny by the

reviewing court. A perpetual prophylactic shield of F:ISA marterials pnovides a

complacent and fertile environment for the government to do and say anything it

wants in a FISA setting, espresis;1t where the governrnent knows its ar:tions will

never see the light of day except for a future generic Oll3 report or ACLU outcry.

Tlne ACLU and other private organizations can seek to be effective

watchdogs over FBI abuses of the Patriot Act and the OIG can sumrnarize those

abuses for Congress, but only the trial court can ensurre the A,ct's compliance in

any particular case. "lf one f,eature of the judiciary is essential above all others, it

is that 'there is no liberty, if the power of judgment be not separated from the

legislative and executive powers."' ln the Matter of LocitlRu/es of Practit;e District

of Colorado, J. Kane, dissenting from the amendments to the Local Rules of

Practice, effective December 1, 201 1.

Ample evidence has been presented to this Corurt of long-term significant

abuses of FISA by the executive's unbridled and clandestine powers. Specific

nMr. Jumaev's research has not uncovered any reportedl case since Mubetyyid,
supra, that has ordered such disclosure.
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instances of overreaching arrd failure of minimization, ia lack o1'any connection to

or relationship with any alleged foreign power, and material omissions from the

FBI's accusatory complairrt call into question the government's conduct here. The

time has now ripened for those abuses and powers to lbe aided, by the adversarial

process. The FISA materials; must be disclosed. Othernruise, K.afka's Josef K. will

become, more truth than fiction.

F. Disclosure ctf the FISA Materials can Occur under
Appropriate Ser;urity Measures and Protlective Orders

As provided in 18 U.S.C. S1806(f), disclosure o1'FISA materials can occur

under atppropriate security procedures and protectivt-' orders. The Court has

already conducted ex pitrtet CIPA hearings for e?c'h side under appropriate

precautions. A Protective Order is currently in place designedl trt protect

disclosure and dissemination of the government's discovelry. Government

personnel, including principal officials in the Attorney General's office, Assistant

United Sitates Attorneys, DOJ counsel for its countefterrorism di'yision, and Special

Agents of the FBI and other law enforcement entities, hrave most likely assisted in

the preparation, presentation, and dissemination of tl"re FISA materials;. Those

materials have thus been scrutinized and reviewed by a numbelr of indiv'iduals on

the prosecution's side. Those individuals have presumabllv mainterined the

confidentiality and security o1'these materials. lt is not presumptuous to contend

that defense counsel for Mr. Muhtorov and Mr. Jumae\/, as officefs of thre Court,
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cannot likewise maintain the confidentiality and secunity of tl^rose matr:rials and

abide by any' security precarutions and/or protective orders inrplemented by the

Court fcrr review of the same.

G. Prayer for Disclosure of FISA tMaterial

Based on the forego,ing reasons, Mr. Jumaev seeks discovery of the

following matrerials:

1. l\ll FISA applicettions, certifications, and affidavits submitted to the

FISC in connection with tlre government's investigation of Mes;srs. Muhtorov and

Jumaev in this case;

2. Any and all transcripts of any ex parte proceeriing that occurred

before the Fl{iC that issued erny FISA orders in this case; and

3. l\ll records concerning minimization procerdures ohd the

implemc'ntaticln of such procedures.

\/. PRELIMINARY CI.IALLENGE TO FISA-AGQIUIRED IEVIDENGE:
SU PPRESSION AN D U NCONSTITUTIONALI]IY

As has been previously discussed, the requirernent that a defendant must

file a nnotion to suppress before obtaining FISA discovery requires defense

counsel to filer a suppression motion without being first providecl the opportunity to

discoven the underlying faclls that would support a suppression rnolion. Mr.

Jumaev joins Mr. Muhtorov in asserting that suppress;ion should be gnanted on

grounds that include, but are not limited to:

. ,1
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1. 1-he governmenl. failed to comply with statr"rtory procedures leading to
issuance of FISA orders authrorizing searches and/or surveillance;

2. The government's application to FISC failed to t-'stabllsh probable
cause tlrat the target was either a "foreign power" or an "agent clf a foreign power";

3. The application iand supporting documents do not establish that either
a "primary purpose" or a "significant purpose" of the FIS}A order is to obterin foreign
intelligence information ;

4. l-he FISA applioation and supporting matc'rials are unconstitutionally
overbroad and lacked particularity (see additional discussion that follows');

5. l-he PATRIOT act amendment to FISA that lolvered the "foreign
intelligence information" requirement from the "primarrl purpos;€" to a "significanl
purpose" is unconstitutional ars applied to Mr. Jumaev; and

6. Mr. Jumaev reserves the right to assert supprr:ssionr challenges
based upon what might be revealed in future discovery.

Ctn the issue of FISA's unconstitutionality, Mr. ,Jumaev urges thr-. court to

adopt the reasoning in Mayfield v. United Sfafes, which held that FISA, as

amenderd by the PATRIOT Arct, was unconstitutional on its face. (Mayfield was a

cwil Biv,ens ar;tion; the Ninth Circuit did not reach the nrerits of tlre constitutionality

issue bu.cause the circuit court only reversed on the issue of standing). lt is also

important to note that two cieses that addressed constitutional challenges to the

post-PA,TRIOT Act FISA's rerduction of "primary purporse" to "significant purpose"

did not rleterrnine whether thre amended FISA was unconstitutional becaruse those

cases held that their facts satisfied the '*primary purpose test." ,See United S/afes

v. Stewiart, 590 F.3d 93 (2!d {3ir. 2009); United Sfafes vr. Hammoud,3Bl F.3d 316
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(4th Cir. 2004). Moreover Srlewafi found that Unifed Sfafes v. Duggan,743 F.2d

59 (2d Cir. 1984) was controlling precedent in the circuit even though Quggan was

decideol before the PAT'RIOTAct was enacted.

VI. MOTION FOR LEAVE TO FILE A FRANKIS MOTION AFTER
RECEIPT OF ALL THE GOVERNMENT'$ DISCOVERY

Dtisclosure of FISA nnaterials is also necessary to permit clefense <;ounsel to

evaluate and f i le a motion to suppress under Franks,v. Delavrare,438 U.S. 154

(1978), which upheld the right of the defendant to challenge the valirlity of an

affidavit in support of a searroh warrant. Under Franks;, a defendant is entitled to

an evidr:ntiary hearing if the veracity challenge is supprertgfl b)' a specific offer of'

proof with affidavits that alleges a deliberate falsehood of ? l'€c;kless rlisnegard for

the truth. lf the allegations are proven, the warrant is to be examined for a finding

of probable cause absent lthe false statements. /d. at 17'2.

\A/iretap applications and affidavits are subject to the requirements of Franks

and its progeny. see united sfafes v. Green,175 F.3d 822, B',28 (101h c;ir. 1999);

see a/s<r United Sfafes v. R,amirez-Encarnacion, 291 F.3d 12'19, 1223 (10th Cir.

2002). Thus, if "a wiretap affidavit omits material information that wor.rld vitiate

either the necessity or the prrcbable cause requirements had it been included, the

resultant evidence must be suppressed." Green, 175 F 3d at 82:8.

Adefendant is entitled to a hearing under Franks after making a srubstantial

preliminary showing that ther affiant included a false statement in thr-. wiretap

-29-

Case 1:12-cr-00033-JLK   Document 157   Filed 07/30/12   USDC Colorado   Page 31 of 36



affidavit, either knowingly anrC intentionally or with reckless disregard for the truth,

and that such misstatement was necessary to the finrding of probable cause or

necessity. See United Sfafras v. Small,229 F. Supp. 2d 1166, 11Eg (D. Colo.

2002). A material omission in the wiretap affidavit also entitles a defendant to a

Franks hearing if the same rerquisite showing is made. Green, 1175 F.3d iat 828.

Courts have explicitly held or assumed that Franks applies to FISA

surveillernce and searches. T'he court in Duggan reasoned that:

FISA cannot, of coursc', give the government carte blanc;he to obltain
a surveillance order in violation of a target's right to due prrocess, iand
an application in which the requisite representations w€r€r fraudulently
made would constitute such a violation. However, we would think that
sltch a due process argument as to FISA orders should be governed
b'y the principles set forth in Franks v. Delaware,43B U S. 154 lvith
relspect  to Fourth Amendment requirenrents.  Thus,  the
rerpresentations and certifications submitted in support of an
a;pplication for FISA, surveillance should be presumed valid. Siee id.
all 171. To be entitlerd to a hearing as to tlre validity of thrcse
presentations, the person challenging the FISA s;urveillance would be
rerquired to make "a substantial preliminary showing that a ferlse
statement knowingl,y and intentionally, or with reckless riisregard for
thre truth, was included" in the application and thiat the allegedly false
slatement was "nece{isary" to the FISA Judge's approval of the
application. Id. at 15;5-ti6.

743F.2d 59 at 77; see also United Sfafes v. Abu-Jihaad, 630 F.3d 1102", 130 (2d

Cr. 2010) ("1:lSA warrant applications are subject to 'minimal scrutin'y by the

courts,' both upon initial presentation and subsequent challenge. Of course, even

minimal scrutiny is not troothless....  ln considering challenges to FISA Court

orders, however, 'the representations and certifications submitt,eld in support of an
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application for FISA surveillarnce should be presumed valid' by a reviewing court

absent a showing sufficienrt to trigger a Franks hearing." (internral citations

omitted)); united Sfafes v. Damrah, 412 F.3d 61i3, 624-iLs (6"' cir. 200s)

(assumiing arguendo Frankrs applies to FISA proceedirrgs), affrt in pitrt and rev'd

in partc>n otherground,6sE lF.3d 35 (1" Cir. 2011); lJnlted S/afes v. Sihnewer, No.

07-459 (RBK), 2008 u.s. Dist. LEXIS 112001, at *36-37 (D.Nt J. Aug. 14,2oo})

("There is no binding authority establishing that Franh:s applies in the r:ontext of'

FfSA; however, several courts have conducted Franl'ts analyses in FISA cases

either alffirmatively or arguendo").

An effective and meaningful Franks challenge cannot be made until Mr.

Jumaev has received all rcf the government's discovery in this, matter. lt is only

after a review of that material can Mr. Jumaev then properly make his pneliminary

showingl of the entirety of the recklessly made false statements and/or material

omissions from the FISA application in order to obtain a Franks; hearing. lf courts

foreclose a Franks challenger on the basis that an accused has failed t,o make a

sufficienrt preliminary showing, it is because such a showing is impossibk: to make

without knowledge of the contents of the FISA applicati<ln. Such a judicial position

then renrders vacuous a chalk-.nge under Franks.
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A'ccordingly, Mr. Junraev respectfully requests leave of the C;ourt to file a

Franks motion within a reasonable time after receipt of all the government's

discovery in this matter and for such further relief as the Court nnay deenr proper.

VII. CONCLUSIONS

A. D)isclosure of FISA Materials

lVlr. Jumaev is an aggrieved party because conversations in which he was a

party with Mr. Muhtorov over the latter's phone were subject to FISA electronic

surveilletnce. He is also an ial3grieved party because his; phone,was also subject to

FISA surveillance.

No evidence exists thiat Mr. Jumaev is a foreign power or an agent of a

foreign power.

Tlhe physical surveitlarrce of Mr. Jumaev did not reveal erny acltivilties of his

that involved him acquiring or participating in the acquisition or dissemination of

foreign intelligence informatircn that affected our national security. The primary

and sole purpose of the F'l$l\ surveillance of him was to obtairr evidenc;e that he

was engaged or seeking to engage in criminal activity, including imnrigration law

violations.

The government failed to adhere to FISA's minirnization requirements. The

governnlent's failures in its investigation of Mr. Jumae'v warranrt disclosure of the

FISA m:lterials.
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B. Io Suppress and to Find Uncons;titution,al

For the reasons stated in both Muhtorov's lulotion and Mr. Jumaev's

arguments, the Court should grant the suppression of iall F|SA-acquired evidence

and dec;lare FISA unconstitutional as applied to Mr. Junraev.

C. For Leave to File a Franks Mtotion

For the reasons and arguments advanced by Mr. Jumae"/', the Corurt should

allow Mr. Jumaev to file a F:ranks challenge after disclosure of the FISA materials

and the government's discovery.

\ /HEREFORE, Mr. "lumaev prays as describerd above and lbr whatever

further relief the Curt may deem proper"

DATED: July 30, t1012

s/Qav_tdEjSavitz __
David B. Savitz
ggg l Bth st. , #2500
Denver, CO 80202-
303-825-3109
.gavmaster(Daol.cor[
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followinl; email addresses:

Gregory Allen Holloway
Email : Gregory.Hollowgl'@usdoj. gov

Maureen Carle
Email : Maureen. Car [q!fu sd<rj . got,

Brian R.l,eedy
E mai I : B rian_l-eedlu (dlLrXg

Warren R. Williamson
Email : Ri c k_Wil I ianr son(@_fd. olg

s/ Pat Auslin
Pal Austin, Paralegal tc David B. lSavitz
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