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UNITED STATES FOREIGN INTELLIGENCE SURVEILLANCE 
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IN RE DIRECTIVES TOY AHOO! 
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No. 08-01 

l\110TION FOR LEAVE TO 
FILE REPLY TO THE 
GOVERNMENT;S 
SUPPLEMENTAL BRJEFING 
lNSTANTER 

UNDER SEAL 

Yahoo! hereby moves this Court for leave to file instanter its reply to the 

Gove1nrnent's Supplemental Briefmg. Yahoo! believes that its reply wi11 

substantially assist the court in resolving this case for the following reasons. First, 

the government's supplemental briefing mischaracterizes the rec.ord below and the 

record on appeal in asserting that Yahoo! has waived any challenge to the 

of the directives and Yahoo! 's reply identifies where in the 

record this issue has been raised. Second, the government's supplemental briefing 

has failed to cite recent relevant Court of Appeals authority regarding 

which is discussed in Yahoo! ' s 

reply. 1 Third, the government;s brief and supporting amendments introduce an 
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entirely new argument into the case related to the ripeness of Yahoo! 's cl1allenge, 

and Yahoo! 's reply identifies why the issue remains ripe. 

Yahoo!'s proposed reply does not exceed the page length afforded to the 

government for its reply and will not delay the litigation because it is being 

submitted simultaneously with this motion. 

WHEREFORE, Yahoo! asks that the Court grant its Motion for Leave to 

File Reply to the Government's Supplemental Briefing Instanter, and accept the 

attached reply brief. 

DATED: June 30,2008 

Sonne'nsch~in Nath & Rosenthal LLP 
1301 K Street, N. W. 
Suite 600; East Tower 
"vVashington, DC 20005 
Tel: (202) 408-6400 
Fax: (202) 408-6399 
mzwillinger@sonnenschein. com 
Counsel for Yahoo! Inc. 
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CERTIFICATE OF SERV'lCE 

I hereby certify that on this 30th Day of June 2008, I provided 5 true and 
correct copies ofYahoo!'s 1\'Iotion For Leave To File Reply To The 
Government's Supplemental Briefing Instanter to an Alternate Court Security 
Officer, who has informed me that he will deliver one copy of the Briefing to the 
Court for filing, and a second copy to the: 

United States Department of Justice 
National Security Division 
950 Pennsylvania Ave., N\V 
Room 6150 
\Vashington, D.C. 20530 

-

jJI ;11 1i // 
I j u I . I / 
! I I . , / 

IvlARQ J. ZWfLLINGj$R 
Sonnenschein Nath & ·Rosenthal LLP 
1301 K Street, N.W. 
Suite 600; East Tower 
Washington, DC 20005 
Tel: (202) 408-6400 
Fax: (202) 408-6399 
mzwil1inger@sonnenschein.com 
Counsel for Yahoo! Inc. 
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SECRET 

No. 08-01 

IN THE UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLA--NCE COURT OF REVIEW 

IN RE DIRECTIVES TOY AHOOt INC. PURSUANT TO SECTION 1 05B OF THE 

FOREIGN INTE~LIGENCE SURVEILLANCE ACT 

On Appeal from the United States Foreign Intelligence Surveillance Court 

REPLY BY YAHOO! TO SUPPLEMENTAL BRIEFING 

June 30, 2008 

i\tfarc J. Z\villinger 
Sonnenschein Nath & Rosenthal, LLP 
1301 K Street, N.W. 
Suite 600 East Tower 
Washington, D.C. 20005 
(202) 408-6400 
Counselfor Yahoo! 

SECRET 



Approved for public release by the DNI 20140909

In its filing, the gove111ment misstates the record by contending that Yahoo! 

waived any challenge to the directives based on fU.S. persons' 

accounts. This mischaracterization is puzzling given that Yahoo! devoted half of 

an entire brief to this issue below. Second, the government also omitted key recent 

case law in arguing that an individual's reasonable expectation of privacy· 

limited or diminished. 1 Finally, despite having defended 

vigorously its right to acquire the communications of U.S. persons, the government 

now argues that Yahoo's challenge is not ripe because the government has not yet 

sought such surveillance. But Yahoo!'s argument is certainly ripe- affirming the 

order compelling Yahoo! to comply with the directives would require Yahoo! to 

urveillance on all subsequently identified Yahoo! accounts, 

even for U.S. persons. The government has not limited its directives to exclude 

such surveillance, nor represented that it will not target such accounts in the future. 

Because Yahoo! can only challenge a directive, not the daily tasking orders 

identifying the acco Yahoo! will likely have no opportunity for 

a later challenge. Thus, the issue is ripe for resolution now. 

I. Yahoo! Has Not Waived its Challenge to 

Yahoo! repeatedly challenged the constitutionality 

before the FISC and in the briefing that preceded oral argument. Before the FISC, 

Yahoo! discussed the issue at length in its Supplemental Briefing on Fourth 

SECRET 
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Amendment Issues. See Ex. A. Section II of that brief is devoted to demonstrating 

In the introduction to that brief, Yahoo! expressly challenged the government's 

but analyzed The court 

described the information sought by the government as including 

the targeted account." J.A. at 

188. It then defined the term "survei11ance" to "refer generically to the acquisition 

of foreign intelligence information, 

J.A. 189 n, 71. Thus, it acknowledged and 

rejected Yahoo! 's claim that it w·as unconstitutional for the government to acquire 

the P AA merely upon a showing that 

See J.A. 173, n.54 & 188. 

Not only did Yahoo! brief the constitutionality of before 

the FISC, it raised the issue in this Court before oral argument. · ln its opening 

brief, Yahoo! defined the issue on appeal as whether uthe U.S. Constitution allows 

the government to engage in warrantless surveillance of Yahoo!' s communications 

facilities to gain access to private communications of United States persons . ... " 

2 See also id. at n.2 

• 
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Appellant's Br. at 7. Similarly, in its Statement of Facts, Yahoo! stated that in 

complying with the directives it 

!d. at 25. Yahoo! also pointed 

out the PAA is not limited to "foreign" activities. Id. at 42. In Section 11, Yahoo! 

specifically addressed ''searches" under the PAA, stating that "Even if the 

searches conducted pursuant to the P AA do not require an actual warrant, the FISC 

erred in finding that those searches met the Fourth Amendment's reasonableness 

requirement." !d. at 46. Furthermore~ Yahoo! did not limit the relief sought to 

exclude instead it asked "that this Court reverse the FISC's 

judgment and find that the surveillance authorized by the directives is not 

Finally, in its reply, Yahoo! described 

] 7. 

Of course, Yahoo! had no reason to address acquisition 

in detail on appeal because the FISC had accepted that 

Yahoo! users enjoy a reasonable expectation of privacy in the infon11ation sought 

b ance. J.A. at 130. And none ofYahoo!)s briefs can be read 

to suggest that Yahoo! has challenged only 

directives. Instead, Yahoo! has consistently claimed that 
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!d. 

at 16 n.l5. 

The government's claim appears to be that, until oral argument} Yahoo! had 

not offered a specific hypothetical involvi 

But Yahoo!'s failure to present that 

precise hypothetical m the briefs cannot be waiver. Yahoo! has consistently 

argued that the of a U.S. citizens' Yahoo! account under the 

PAA is unconstitutional - whether or not 

The fact that Yahoo!'s counsel described a 

particularly persuasive example of the tmconstitutionality o during 

oral argument is evidence of good oral advocacy, not prior waiver.3 

II. Yahoo! Users Have a Reasonable Expectation of Privacy in 

Yahoo!'s users~ privacy interests in 

are not "limited" or subject to diminished Fourth Amendment protection.
4 

4 The prior briefing on this issue can be found at Ex. A. The court accepted this 
argument, and found the government had conceded the applicability of the Fourth 
Amendment, in part, to the issue. See J.A. 189. 

4 
SECll:E+ -
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United States v. Heckencamp, 482 FJd 11421 1146 (91
h Cir. 

2007), the Ninth Circuit held that a limited access policy did not diminish students' 

reasonable expectation of privacy in their internet commtmications and activities. 5 
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Likewise, while Yahoo!'s terms of service provide certain circumstances under 

which communications can be turned over to law enforcement, 6 it does not reserve 

the right to access and monitor all communications for any reason. lnstead) like 

the limited policy at issue in Heckenkamp, 482 F.3d at 1147, it roughly parallels 

the statutory right of access that system providers have under federal law. See 18 

U.S.C. § 2511(2)(a)(i). It does not require users to waive of their Fourth 

Amendment rights. Any other conclusion would render the holding of Katz v, 

United States, 389 U.S. 347 (1967) a nullity, because the right of providers to 

access real-time calls and stored voicemails on their network would preclude any 

reasonable expectation of privacy in the modern phone system. 

III. The Government's Claim That It Has Not Yet Requested 
is Irrelevant. 

For the first time, the government contends that the case is not ripe because it 

has not yet sought to acquire of U.S. persons. The 

Government did not assert this below, and has made no promise not to do so in the 

future. To the contrary~ it has persistently argued for the right to acquire 

communications of U.S. persons abroad without any limit other than E.O. 12333. 

The fact that the Government claims to have not yet sought the 

a U.S. person in this case does not resolve the issue because the 

. . --- . -. - ·-- -·-

6 Yahoo!'s TOS is cited in full at Ex. A at 10, n. 16. 

6 
~ 
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directives under review clearly allow for such surveillance.7 J.A. 21-26. As the 

!d. An order compelling Yahoo! to comply with the directives would require 

Yahoo! to on any later-identified accounts, even for 

U.S. citizens. 

Even in declaratory judgment actions~ when those cases involve 

"fundamental rightsJ even the remotest threat of prosecution, such as the absence 

of a promise not to prosecutej has supported a holding of ripeness where the issues 

in the case were 'predominantly legal, and did not require additional factual 

development." Peachlum v. City of York, 333 F.3d 429,435 (3d Cir. 2003) In the 

absence of a directive, challenging U.S. persons, accounts 

might well only be a Hconceivable" application of the statute. Here, however~ 

7 Although the government makes a sweeping statement to this effect in its 
introduction, the discussion on pages 2-7 and the-Declaration .suggest this 
statement has been qualified, but the qualification has been redacted. 

7 
- SF.-CR:E'f.' 
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where the directives expressly provide for such -the issue is ripet because 

compelling compliance with the directives forces Yahoo! to 

of the accounts of all persons- whether U.S. or otherwise - whenever 

requested to do so. 

Furthetmore, the Goven1menfs admissions at oral argument demonstrate it 

often does not know in advance whether it is targeting a U.S. person. The 

Government admits that it often knows the targets only by their email account and 

not their "formal name." Tr. at 38. But an emaiL address is not specific enough to 

demonstrate that a target is not a U.S. person. Because it appears that E.O. 12333 

and the FBI OGC procedures come into play only when there is reason to believe 

the target is a U.S. person, surveillance will likely begin without these procedures 

being applied because the govemm.ent Jacks information on the target. Thus, 

neither these procedures nor the government's representation that it has not 

knowingly targeted a U.S. person resolves the constitutional issue. 

Sonnenschein Nat & Rosenthal LLP 
1301 K Street~ N.W. 
Suite 600; East Tower 
\Vashington, DC 20005 
Tel: (202) 408-6400 
Fax: (202) 408-6399 
mzv.rillinger@sonnenschein.com 
Attorneys for Yahoo! Inc. 
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CERTIFICATE OF SERVICE. 

I hereby certify that on this 30th Day of June 2008, I provided 5 true and 
correct copies of Reply by Yahoo! to Supplemental Briefing to an Alternate 
Court Security Officer, who has informed me that he will deliver one copy of the 
Briefing to the Court for filing, and a second copy to the: 

United States Department of Justice 
National Security Division 
950 Pennsylvania Ave., NW 
Room 6150 
Washington, D.C. 20530 

vi If I'lL_ f f * I /- . ! 

MAl¢ J. ZWILLI~ER 
Sonnenschein Nath & Rosenthal LLP 
130 l K Street, N. W. 
Suite 600; East Tower 
Washington, DC 20005 
Tel: (202) 408-6400 
Fax: (202) 408-6399 
mzwillinger@sonnenschein.com 

Attorneys for Yahoo! Inc. 

9 
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l u~~~ed SLa:es ?oreigr. !ntellige~~e Surveil~a~ce 

2 

3 

4 

5 In re: Directives to Ya~oo, Inc. 

5 pursuant to Section lO SB of the Case No . 08 - 01 

7 Foreign I ntelligence Surveillance Act 

8 

9 

10 BEFORE: The Presiding Eonorab~e cruce M. Se lya 

ll 

12 

13 

14 

15 

16 

17 

18 

1.9 

20 

22 

25 

Honora~le Ra:pt ~- ~inLer, Jr. 

Eonorable Morr~s S. Ar~ol~ 

U~ited S~ates District Court 

Courtroom No. 3 

One Exchange Terrace 

Providence, ~hode Island 

Ju~e 19, 2008, 10 :30 a.m. 

RDR, CRR 

~h~~ed States ~is~rict ~cur~ 
595 ~ain Scr eec, Room 514A 
Worce~-2093 

Mecha~ica: Ste~?t by Co~puter 
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2 

Present. : 

2 Gregory G. Garre, AcLing Solicitor Genera l 
J . ?atrick Rowan , Acting Assistant At torney Genera l 

3 NaLicnal Security Divis ion 
Office of Lega l Counsel 

4 Na~ional Secu~iLy Division 
fo r Lhe Goverr.menL 

5 

6 

7 

8 

9 

10 

ll 

13 

14 

15 

16 

17 

18 

19 

20 

22 

23 

24 

25 
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briefi ng with high-level of f icia ls t o ~he At torne y Ge~e~al, and 

2 there may be addi tional j ack a nd f o r th on ~he ques ti on of 

3 whethe r ~his pers on i s a f oreign agent. At t ha t po i n t , t he 

4 Attorney General , as he d i d with re spe c t to t he O. S . pers ons i n 

~ this case , would ma ke a probab l e caus e de te r mi nation unde r 

D Section 2 . 5 that ~he target is reason~b ly be l ieve d t o be a n 

7 agent: o£ a "' . "'"ore .!.g:l power . That' s only t he first pa rt of t~e 

8 procedure s i n ?la ~e . A=cer t haL , you've geL addi tional c hecks 

9 i n p l a c e . You ' ve got the tar get i ng oroced~res ~ha~ by s~atu~e 

10 we r e ~equired to be approved by t he FI SA Cour t and t~a~ we re 

ll a pproved by t he f iSA Cour t. I wo ul d dire ct: yo ur Honers ' 

~ 2 a t~en~ion - -

1.3 JUSTICE SELVA: Do any of t hose pr ocedur e s go t o Mr . 

14 Zwillinger ca l l e d l inkage? 

, -
_ ;:) 

17 

18 

that? 

MR . GF.RRE : Ye 5 . 

JUSTICE SELYA : links up with 

MR. GARRE: The target i ng pr ocedures re~~ire the 

19 gov e r nment t o ens ure tha~ t he 

20 an indiv~dual, whose outside t he U~ited 

21 St ates, a nd t h at is a part icular lin kage a nd a poi nt your Honor 

22 i s ~c , I bel ieve , it ' ~ EA well , a ctua l ly, t h e FI SC Co~rt 

23 ci sc~s sed t hat GL pa ge 93 o: i ts decision. 

24 JCST!CE SELYA: Bu~ what linkage - - bu t even as sumi ng 

25 Lna~ is us ed by ~he person ou~side the Uni ted S~ates , whc could 
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1 pres~~ab: y could be a Uni~ec S~a~es ci~izen , what ~hen l irrks 

2 ··h f' - · . ~ '- h ..... ,. I... 3. .... lh ~'- ~ • t.. tl- =he agent o~ a fore~gn power? 

3 MR . GARRE: Well, 1 think ofte~times, this i s so~t 

4 of an academic questi on in the sense that oftent imes , and t h is 

5 is t rue unde r t he FIS~. process, the gove rnme nt knows an 

6 

7 

8 

9 

10 

ll 

12 

13 

1 4 

1 5 

16 

17 

18 pa rticulari ty findings t hat are made as part of ~he 

2 0 government applies f oreign i nte l ligence factors, a nd thos e 

21 fa c tors are d iscussed a t page - - I believe EA 12 of the -- t he 

2 2 ox par t:e joint a pp e ndi.x. ''ihere t here are ;?a r ticul ar fc.ct:or~ 

2 3 t hat are approved a t the t i me t hat a cer~i fication is approved 

24 by the Attorney Gene r a l that limits t he gove rnment 1 S di scret~on 

25 in determin i ng whe c her wil l have f ore ign 
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1 clas s ified --

·~ 
. " I 

2 JGSTICE ARNOLD: I've read i~ . = •m just - - I 'm having 

3 di:ficul:y -- okay . That's in the EA? 

4 

5 Hone::- . 

6 

..... 
I 

MR . GA~~E : ThaL ' S in the EA, ~ha~ ' s r~g~ t, your 

JUSTICE ARNOLD : A~l r ight . T~ank you. 

MR . GARRE : So , ycu've goc the probable cause findi ng , 

8 ~he targeting procedures , the minimization procedures. On top 

9 of thac , you a:so ha ve the requirement, the s~a tu~ory 

10 ~equirement, ~na~ the Attorne y Ge neral a~d ~he directox o: 

ll nationa l intellige~ce f i nd that signi fi cant purpose o: t he 

12 acqul.sJ.\:.l.on is to obtai!! f oreign intellige::.-1ce info~ation. Anc 

i3 here again, ~he execut i vs has gone fu r ther , because they not 

, ll 
.L - on~ y have made t~at find~ng at the certification stage, oct 

1 5 they've quali f ied it in an important respec~ by establi shi~g 

16 foreign int el ligence factors tha t channel ~he disc~etion of the 

l7 

18 

19 d~scu~ sed at EA 12. 

20 Let me talk a l ~~~le bit abou~ the l ocation o: Lhe 

21 surveillance, because t his vlas another emphasis o: Mr. 

2 2 Zwillinge r. . 

We think that ~he pertinen~ constitutional poi nt is 

24 the on ly surveillance at issue in this case is s urveill ance by 

25 O.S . pers ons, who a=e outside ~he Unitad ·~ta~es . Thac 
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1 surveillance i s ¥lith respect t.o cornrn.unica t.:..ons -:.~at are ~aking 

2 pla ce ~ha~ are initiated outs i de the United States; and in t:hat 

3 respec~ , a lthough i t 's ~rue t:hat e - mail is c o lle cted by Yahoo 

4 a t the Sunnyva le , Ca l ifornia o ffice, that is no differe nt than 

5 surveilla nce that has been conduc t ed for d e cades out:side of 

6 FISA v.· i th r e s pect to sa"telli te comc'Uu n i ca tio:J.s. 

7 Wh en FISA was enacted i n 1978, the def ini t i on 

8 e lectronic surveillanc.e carv·ed out r c dio cornmunica:. ions , i . e., 

9 s atelli te corr~unications , where one user is outside of the 

10 coun~ ry ; and so under FI SA you've ha d fo r de c ade s , and this is 

l l what the FISA Ccur~ said about t:his, on page 83 o f i t s 

12 dec is i on : " itJ i thout quest i on Congr e ss is Congress i s a ware 

1 3 and has been for quite some t ime that the intell i genc e 

14 corrmunity c onduc ts electronic s urveillance of U.S. perso ns 

15 abroad without s eeking prior judicial a uthority. " And one 

16 aspe c t of t:h at i s t h e s a t ellite co:rnrnunicat:ion s , where you have 

1 7 U.S . persons outside the United States co~~unicat ing by 

18 satel l ite, and those messages are picked up at a satelli~e dish 

19 inside t he Un i ted States . And for decades t ho se co~~unications 

20 h ave bee~ o utside t h e FISA process, and no one has a r gued that 

21 the wa r rant r equirement a pplies t o ~ho s e c ommuni c ations. And 

22 that makes sense wh e n you t hi nk a bout it , and I t:hi~k it was 

23 Judge Whener, I think , wh o made this p o int that the f ocus ought 

24 ~0 be on the targe ts t hemselves where the com~unications aro 

t ak i. ng place . I f yo u had foreign t o foreign ema i l 


