
FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE Date: 10/29/2 00 3 

To: All Field Offices Attn: ADIC; 
SAC; 
CDC 

Counterterror1sm 
CI/CT Supervisors 
AD Pistole, 

From: 

Counterintelligence 

DADs; 
Section Chiefs 
AD Szady; 
DADs; 
Sect1on Chiefs 

General Counsel 
Nat1onal Seq1r1 ty Law Un1 t Ropml 

Contact: IL-----------~--------------------~ 
App,roved By: Caproni Valer1e E~ bG -J 

Drafted By: 

Case ID #: 

b~!C.: -1 

~----------------Jbik 
66F-HQ-Al431182 

Title: BUSINESS RECORDS ORDERS UNDER 50 U.S.C. § 1861 

hC -1 

r-_\7C' -1 

bC -J 

b7~~· -1 

Synopsis: Provides guidance on the preparation, approval, and 

service of Business Record Orders, Implementing 15 U S.C. §1861 

of the Foreign Intelligence SurveJ.l1ance Act (Fl.SA), as amended 

by the 2001 USA Patr1ot Act. 

Reference: 66F~HQ-A1431182 

Enclosure(s): Model Busnwss Records Order Form and Instruction 

Sheet 

Details: Publ1c Law 107-56, the USA Patriot Act, conta1ned 

several s1gnlf1cant provlslons with respect to expand1ng the 

scope of invest1gat1ve techn1ques ava1lable in nat1onal secur1ty 

1nvc=stlgat1ons One of the prov1s1ons was the expansion of t_he 

scope of bus1ness records that may be obta1ned 

from ar. order issued by the FISA Court (F'lSC) 

1. Introduction to Procuring Business Records 

Pr1or to 1998, there was no provJSlon ln FISA nor any 

other stotutory prov·1 Slon that authorized the FBJ to obta1n 

bus1ncss recor-ds for a national secJrJty JnvesL-lgatlon other t.han 

~l1e telephone, f1nanc1al, and crcd1L Information ava1lable 
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through national security letters. In 1998, FISA was amended to 

authorize an appllcation to the FISC to procure certain limited 

types of bus1ness records, namely, those of a common carrier, 

publlc accommodation facillty, physical storage facility, or 

vehJcle rental facility. Further, the amendment provided that 

the appllcant must establish "specif1c and art1culable facts 

g1v1ng reason to bel1eve that the person Co whom the records 

pertain 1s a fore1gn power or an agent of a fore1gn power," 1n 

addi t1on to the requirement that the 1nformation is •1 sought for" 

a fore1gn 1ntelligence or 1nt..ernat1onal terrorism invest1gat1on. 

The 2001 Patrlot Act expanded the scope of buslness 

records that are ava1lable pursuant to a FISC order. currently, 

we can obta1n "any tangible things (1nclud1ng books, records, 

papers, documents, and other 1temsl for an investigation to 

protect against 1nternat1onal terrorism or clandest1ne 

intell1gence activ1ties, provided that such investigation of a 

United States person [USP] is not conducted solely upon the basis 

of activities protected by the first amendment to the 

Constitut1on." Further, the Patriot Act eliminated the 

requirement for a bus1ness record order that the person to whom 

the documents pertain is a foreign power or agent of a fore1gn 

power, just as 1t eliminated siiDllar criteria for national 

security letters and pen registers. Thus, the requJrements for a 

FISC bus1ness record order are very s1milar to those for a FISC 

pen reg1ster order. Basically, the records must be sought for an 

investlgation author1zed under the Attorney General Guidel1nes 

for FBI Foreign Intelllgence Collect1on and Fore1gn 

Counteru1telligence Investo.gat1ons (FCIG) ConsistQnt w1th that 

requ1rement, the 1nvest1.gation must be to obta1n forelgn 

H1t.ell1gence lnformation not concernlng a USP or to protect 

against 1nternational terror1sm or clandestine 1ntelligence 

act1v1t1es. The 1nvest1gation, 1f of a USP, cannot be solely 

based upon F1.rst Amendment actlVJ.tles 

'l'he bus1.ness records statute, 50 U.S.C §1861, illso 

prov1des that upon subm1Ss1on to the FISC of an appl1cat1on 

cerL1fy:tng that. the request f:t t_s WlLhln the parameters of the 

statute, the FISC shal] lSsue an ex parte order approv~ng the 

release o[ the records l[ the court f1nds that the application 

rneets th0 requ1remcnt.s of the statute. The ex part.e o:cder may 

not d1sclose that J.t was 1ssued for purposes of an author1zed 

1nvestJgat1on Moreover, the person upon whom the order ls 

served may not dJ_sclose to any other person, other than those 

persons necessary to produce the tang1ble th1ngs, t.hat the FBl 

hus sought or obLalrH~d the records 

De sought 
At· the preser1l t.J.me, a busJr1ess 

[or a tull f1eld J.nvesLtgatlon, 
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requires that the request pertain to an "author1zed 
investigation," not an inquiry. However, DOJ policy may be 
rev1sed in the near future Lo allow the use of a FISC business 
records order in a prel1m1nary 1nvestigation. If a new policy is 
adopted concern1ng the availability of a FISC business records 

order, th1s guidance w1ll be appropr1ately amended. In the 
meant1me, agents are adv1sed that they can only obta1n a FISC 
bus1ness record order 1n a full fleld 1nvest1gat1on. 

The bus1ness records request 1s not l1rruted to the 
records of the target of a full 1nvest1gat1on. The request must 

simply be sought for a full 1nvestigat1on. Thus, 1f the business 
records relating to one person are relevant to the full 
1nvestigation of another person, those records can be obta1ned by 
a FISC order desp1te the fact that there is no open investigation 
of the person to whom the subject of the business records 
pertain. 

One further caveat needs to be noted. Wh1le the 
statute, on its face, does not l1m1t the nature of the business 
records we can seek, there 1s a legal question as to whether tax 
records and educational records, wh1ch are the subJect of 
separate statutes, are obta1nable under the bus1ness record 
prov1s1on of the law. Thus, please submit such requests b1ow1ng 
that court orders may not be obtained as read1ly as with othe1~ 

types of requests. 1 Further, 1n light of the constitutional 
1mplicat1ons of requests for records from l1braries, please note 
that such requests w1ll be subJect Lo strict scrut1ny to assure 
that they fully comply w1th the const1tut1on and all appl1cable 
statutes. 

~Process of Obtaining Business Records 

The f1rst step 1n the process of obta1n1ng bus1ness 
records 1S to complete the Bus1ness Records Form, attached herein 

1fl.s may be apparent, certain bank records and toJ 1 b1lllng 

records are obta.inable through NSLs so those records should not

be sought by bus1ness records requests, although records from 

f:Jnanc1a1 LnsLltUtlons and tclecommunlcatlons compan1es t:.haL are 

not Wl Lh1.n the parameters ot NSLs may be sought. Cred1 t reports, 

on the olher hand, are completely outs1de the scope of ~.he 

buc;lness records statute, slnce statutory provlslon already 

ex1st~s to obtcnn Lhem 1n all lnteJl-lgence cases, e:!_tber by an NSL 

(1n IT cases, per 15 1J S C §168lv) or by cour:: order (ln IT a::1d 

CI cases, per 15 (J S C §1681.u(c)) 

ALL I~JFORMATION CONTAINED HEREIN IS tlNCLASSIFIED 

DATE 06-04-2004 BY 65179 dmh/bce/amw 
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to this EC. The form requests inforrnat1on requ1red under the law 

as well as information needed for administrative purposes. 

A. General Information 

The form requires that the party request1ng the 

business records identify the target of the full 1nvest1gation 

for wh1ch the records are sought, the f1le number, and the date 

the full 1nvestigation was opened. Note that because the 

bus1ness record request may soon be available 1n preliminary 

1nvest1gat•ons, the provis1ons that reference a full 

1nvest>gat1on also 1nclude the caveat that a prelim1nary 

1nvcst1gat•on may soon be 1ncluded. Note also that the target of 

the 1nvest1gation does not have to be the subject of the request. 

Other admin1strative provisions relate to the ident1ty 

of the field of orig1n, the case agent, and the headquarters SSA. 

Informat1on is also requested concerning the status of the target 

of the investigation, and, 1f the subject of the request is 

d1fferent from the target of the 1nvestigation, the status of the 

subject. 

~~Basis of Request for Tangible Things 

Thereafter, the form provides for the request1ng party 

to g~ve a descript1on of the bus1ness records or other tangible 

obJects that are sought, why the request1ng party bel1eves the 

records are 1n the possession of the custodian to whom the 

request 1s d1rected, and whether the originals of the records are 

sought or whether cop1es will suff1ce. Note that 1f you request 

cop1es, the order served upon the custod1an will mandate that 

he/she ma1nta1n the originals of the records for two years unless 

not1f1ed by the FBI that earl1er destruct1on lS perm1ssible 

In order to JUStlfy the request, the requesting party 

must then descrlbe the >nvestigatlOD for which the business 

records are sought and the manner 1n wh1ch 1t lS expected that 

the records Wlll prov1de fore1gn lntellJgence 1nformation of 

value to the 1nvest1gatlon. 

~.!__ Seryj.ce of th.e Order 

'l'hc reque.st_ i..ng part.y must prov1de t~he nu.me, addr~ess, 

Lltle, and telephone number of the custodlan of records upon whom 

to serve the order 

D. Field Office Approval 

ALL INFORMATION CONTAINED HEREIN 
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The Bus1ness Records Form must be approved by the SSA, 
CDC, and SAC (or program ASAC) at the field level. 

E. Cover EC to Headquarters 

The Business Record Form should be transmitted to 
headquarters v1a a cover EC to NSLB requesting that 1t prepare 
the appl1cat1on and proposed FISC order and present the package 
to the FISC A copy of the Bus1ness Record Form should also be 
sent to the substantive headquarters unit and to the FISA unit. 

3. NSLB Preparation of Application and Order 

NSLB w1ll review the business records request and, 
assuming it meets the requirements of the law, w1ll prepare an 
application and proposed order' to be transmitted to the FISC. 
We expect that such an appl1cation and proposed order can be 
prepared w1thin a few days of NSLB's receipt of the business 
records request form, 

Approval authority for the appl1cat1on 1s housed at 
headquarters. On October 10, 2003, the authority to approve the 
appl1cat1on was delegated by the Director to the Deputy D1rector, 
the Executive Assistant Director for 
Counterterrorlsm/Counterlntelligence, the Ass1stant D1rector and 
all Deputy Ass1stant D1rectors of the Counterterror1sm, 
Counter1ntell1gence, and Cyber D1visions, the General Counsel, 
the Deputy General Counsel for Nat1onal Security Affairs, and the 
Sen1or Counsel for Nat1onal Secur1ty Affairs. It is expected 
that, unless ava1labJl1ty becomes a problem, the appl1cation w1ll 
be s1gned by attorneys w1th1n the General Counsel's off1ce 3 

'At this point, it has not yet been determ1ned whether there 

w1ll be a s1ngle order 1ssued by the FISC, equ1valent to the 

secondary order(s) assoc1ated w1th FISA electron1c survel]lance 

process, w1th the bus1ness as the reclplent, or whether there 

w1ll also be a pr1mary order lssued by the FISC But such issues 

are of no consequence t.o the tleld. 

3S1nce th1s wlll mark the flrst tlme that the bus1ness 

record procedure has been used, 1t was determlned that approval 

au thorl ty shou 1 d rema1n at_ headquarters 1n the llll t1al stages. 

Once a rout1ne pract.c ce has belen establ1shed and any problems or 

~.ssues have been resolved, conslderatJon w1ll be g1ven to 

de] ega t J ng t h~ app:coval auLhor.1 ty to the f1eld. However, the 

practlcal effects of such delegat1on may be m1n11nal, Jnasmuch as 

ALL INFORMATIN CONTAINED HEREIN 5 

IS UNCLASSIFIED DATE 06-04-2004 

BY 65179 dmh/bcejamw Patriot Act II-364 



To. 
Re· 

All Freld Offices 
66F-HQ-Al431182, 

From: General Counsel 
10/29/2003 

Once the application and proposed order have been 
prepared, they will be presented to the FISC by an attorney 
either from OGC or from OIPR. Unless there is reason to do 
otherwise, the applicatron and proposed order will be presented 
at the FISC's regularly scheduled Friday hearings. 

Upon srgnature by the FISC Judge, a conformed copy of 
the order (a copy with an offrcral marking by the FISC Clerk 
attestlng that lt is a true and correct copy of the originaJ 
document) wrll be forwarded to the FISA Unit at headquarters. 
Thereafter, FISA Unrt wrll emarl a copy of the conformed copy of 
the order to the appropriate freld offrce for service and to tlle 
case agent (r.e., the pornt of contact on the order). Tlle case 
agent and freld office should receive the email withrn several 
days of the signing of the order.' 

CONCLUSION 

Any questrons about the business records process should 
be addressed to Office of General Counsel, Assistant General L·S -l 
Counsel at!._ ______ __, 

the applrcation must be made to the FISC and attcorneys from OGC 
and/or OIPR, of necessity, wrll need to shepherd the paperwork 
through the process, regardless of who srgns the application 

~'e expect that the process currently used wrth regard to 
FISC orders wrll also apply in the future to busrness records 
orders That rs, per suggested Court procedures (although 
practrce often differs), the FISA Unrt should recerve the 
conformed copy of FISC orders Wlthin a day or two of their 
srgnrng Once received by the FISA Unit, the Unrt scans the 
orders and emails them to the appropriate offrce within 24 hours 
While rec1pJ ent.s of FISC orders to daLe generally have not_ 

required the or1g1nal of the signed document, it 1s poss1ble that 
Lhe rec1p1ent of the bus1ness record order, l1kely an ent1ty t_hat 

never heard uf the FlSC, much less a FISC order, Wlll requJ~ re the 
or1g1naJ of the s1gned order In that event, arrangements \•JJ 11 

neP.d to be made w1 th the FISA Un1 t to procure t}Je orlQl ni::l.l of t:.he 

order Further, 1 f 1 L 1s necessary for the off1ce servlng t.he 

bus1ness record order to rece1ve the document sooner Lhan set 
forth above. 1 e , 1t there 1s d need for a ''walkaway" copy, 
arrangements vnlJ need to be made w1th the Clerk of the FlSC well 

ahead of the S1Qn1ng 

ALL INFORMATION CONTAINED HEREIN IS 6 

UNCLASSIFIED DATE 06-04-2004 BY 65179 

dmh/bcejamw Patriot Act II-365 



To 
Re: 

All Field Offlces 
66F-HQ-A1431182, 

From General Counsel 
10/29/2003 

LEAD(s): 

Set Lead 1: (Adrn) 

ALL RECEIVING OFFICES 
Distribute to all supervisory personnel involved 

lTI the investlgation of counterlnt..e1J J gence and counterterrorJ_srn 
cases. 
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