U.S. Department of Justice

United States Attorney
Southern District of New York

86 Chambers Street
New York, New York 10007

November 10, 2015

By Electronic Mail

David E. McCraw, Esqg.

Jeremy A. Kutner, Esq.

The New York Times Company

620 Eighth Avenue

New York, NY 10018

E-mail:  mccrad@nytimes.com
jeremy.kutner@nytimes.com

Re: The New York Times Co. and Charlie Savage v. National Security Agency,
15 Civ. 2383 (KBF)

Dear David and Jeremy:

This Office represents the National Security Agency (“NSA”), the defendant in the
above-referenced matter. Pursuant to the Scheduling Order, dated May 15, 2015, NSA has
completed its review and processing of the attached documents. NSA is releasing 10 documents
with redactions. Information has been redacted from these documents pursuant to 5 U.S.C. 8§
552(b)(1) and (b)(3). Each redacted document being released has been marked with the
applicable FOIA exemption or exemptions.

Please let me know if you have any questions.
Sincerely,

PREET BHARARA
United States Attorney for the
Southern District of New York

By:  /s/ Andrew E. Krause
ANDREW E. KRAUSE
Assistant United States Attorney
Telephone: (212) 637-2769
Facsimile: (212) 637-2786
E-mail: andrew.krause@usdoj.gov

Attachments
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NATIONAL. SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 207558000

November 30, 2009

The Honorable Silvestre Reyes
Chairman, Permanent Select
Committee on Intelligence

United States House of Representatives
H-405, The Capitol

Washington, DC 20515

Dear Representative Reyes:

(UMESB0Y The Foreign Intelligence Surveillance Act Amendments Act of 2008 (FAA)
authorizes the NSA Inspector General to assess the Agency’s compliance with procedures for
targeting certain persons outside the United States, other than United States persons. Except as
otherwise stated, I have no reason to believe that any intelligence activities of the National
Security Agency during the period 1 September 2008 through 31 August 2009 were unlawful.

(UAFOU8Y My office reviews the collection, processing, and reporting of data at least
quarterly. Incidents involving compliance with procedures for targeting certain persons oulside the
United States, other than United States persons, and incidents involving minimization of United
States person information are reported to the OIG as they occur and quarterly. Each incident is
evaluated against the targeting and minimization procedures set forth in the FAA and in NSA
directives. - (b)(1)

{b)(3)-P.L. 86-36
; In compliance with the targeting and minimization
procedures of §702 of the FAA, NSA/CSS disseminated] |intelligence reports between FAA
implementation on 1 September 2008 and 31 August 2009, Of the |disseminations,
reports contained a reference to a United States person identity. Additionally, NSA released
names of U.S. identities in response to[:|customer requests.

; During this reporting periodealid foreign targets
outside the United States at the time of tasking were later s i
United States, | (b)(1)

L. 86-36
USC 798
o7 USC 3024(i)

—FSHSHHRELFO-USA-FVEY) We found and reported]_instances of §702 targeting or

minimization mistakes to the President's Intelligence Oversight Board through the Assistant to the
Secretary of Defense for Intelligence Oversight:

. target selectors had been tasked under an incorrect §702 certification category
- oftware malfunctions had caused unintended collection
o | foreign intelli rgets had been incorrectly tasked for §702 collection[ |

(b))
mmmw (b}(3)-P.L. 86-36

Bipproved for Release by NSA on 11-10-2015_FQIA Case # 80120 {litigation])
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. :l ¢t was later found to have U.S. citizenship
T ]

There we delays in removing the target selectors from collection systems and
delays in purging unauthorized collection from NSA databases.

(U} Action was taken to correct the mistakes and processes were reviewed and adjusted to
reduce the risk of unauthorized acquisition and improper retention of U.S. person communications.

(UAFOE6Y The Office of Inspector General continues to exercise oversi ght of Agency
intelligence activities.

(o)1) Morae
(b)(3)-P.L. 86-36 iﬁfZ/, %a/w(
LARD

GEORGE
Inspector General

Copy Furnished:
The Honorable Peter Hoekstra
Ranking Member, Permanent Select
Committee on Intelligence
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE

INSPECTOR GENERAL REPORT

—FS/StNF) Report on the Audit of NSA Controls to Comply
with the Foreign Intelligence Surveillance Court Order

Regarding Pen Register and Trap and Trace Devices
(b)(3)-P.L. 86-36

DERIVED FROM: NSA/CSS Manual 1-52
DATED: 08 January 2007
DECLASSIFY ON: 243360H08—

Bpproved for Release by NSA on 11-10-2015 _FOIA Case # 80120 (litigation}
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(U) OFFICE OF THE INSPECTOR GENERAL

{U) Chartered by the Director, NSA/Chiet, CSS, the Office of the Inspector General (O1G)
conducts audits, and investigations and inspections. It's mission is to ensure the integrity,
efficiency, and effectiveness of NSA/CSS operations, provide intelligence oversight, protect
against fraud, waste, and mismanagement of resources, and ensure that NSA/CSS activities are
conducted in compliance with the law, executive orders, and regulations. The OIG also serves
as ombudsman, assisting NSA/CSS eniployees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessment of programs and organizations.
Pertormance audits evaluate the effectiveness and cfficiency of entities and programs and
assesses whether program objectives are being met and whether operations comply with law
and regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, al the request
of management, as the result of irregularities that surtace during inspections and audits, or at
the initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organizational and functional reviews undertaken as
part of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the etfectiveness and efticiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections aiso
partners with Inspectors General of the Service Cryptologic Flements to conduct joint
inspections of consolidated cryptologic facilities.

FOP-SECREEHCOMINLYNOEGRA
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

{b)(3)-P.L. as-:T

TO: DISTRIBUTION

SUBJECT: 4p&5H5H7RF Advisory Report on the Audit of NSA Controls to
Comply with the Foreign Intelligence Surveillance Court Order Regarding Pen
Register and Trap and Trace [)eviccsl |—ACTION MEMORANDUM

1. PS5/ This advisory report summarizes results of testing by the
Office of the Inspector General in support of the Audit of NSA Controls to Comply
with the Foreign Intelligence Surveillance Court Order Regarding Pen Register
and Trap and Trace Devices | {b}3)-P.L. 86-36

2. {U/ /EQH We determined that querying controls were adequate to
provide recasonable assurance of comphiance with the terms of the Order.

Based on our review, no management response is required for this report.

3. (U/ O0F To discuss this report {further, please contactl
on 963-0922(s) or by e-mail at| ! .

4. (U] We appreciate the courtesy and cooperation extended to the audit
team throughout the review.
(b)(3)-P.L. 86-36

) Lf (:/: ) I.'i I .’i lﬂ
JQ@ ‘L,ﬁ(‘, L _‘-,_-_"J::Q/A/O/ :

GEORGE ELLARD
Inspector General
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(b}{3)-P.L. 86-36

(U) EXECUTIVE SUMMARY

—{FS#5H N We conducted this review fo determine whether the controls

(b)(3)-P.L. §6-36

we tested as part ofa[___|yearfong review of NSA compliance with

seven provisions of the Business Records Order were adequate fo provide
reasonable assurance of compliance with simifar provisions of the Pen
Register and Trap and Trace (PR/TT) Order. Of the [:lquen'es made
hetween] |the date when the Foreign Inteligence Surveillance
Court signed | | and] | we found no errors or
instances of non-compliance with the five provisions of the PR/TT Order
related to querying that we tested. We therefore judged these controls to
be adequate to provide reasonable assurance of compliance with the
Order. |

[b)(a)“u. 86-36

—FSHSHNE) The Pen Ragister and Trap and Tracse {PR/TT) Order

(b)}1)
(b}(3)-P.L. 86-36

(b}(3)-50 USGC 3024(i)

—FSHEH/N The Foreign Intelligence Surveillance Court [FISC) granted NSA
the authority to colleet certain categories of metadata with the assistance of
certain United States based telecommunications service providers and to

analyze that meladala in support of investigations to protect against

international terrorism. The PR/TT Order authorizes NSA to collect and

analyze bulk metadata from providers within the United Statcs.

=S PUNE] PR/TT metadata includes communication:

« S HSHAEFTaddressing information (e.g.. the “to,” *from,” “cc,” and

“hee” fields

—FSS3H7 - The PR/TT Order prohibits collection of content of
communications.

—FeASE N The FISC renews the PR/TT Order approximately every

90 days. NSA, In consultation with the Department of Justice, did not seek

an immediate renewal and allowed the PR/TT Order to expire in

f (b)(1)

(b}3)-P.L. 86-36
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 | |because of concern the Agency could not comply with the order as
written. | | the FISC issued an Order substantially different

from the previous versions in that,_among other things, it redefined “facilities”

(b)}1) similar to those in the current Business Records (BR) Order, which

{b){3)-P.L. 86-36
{b)(3)-50 USC 3024(i)

authorizes the collection of bulk telephony metadata. The PR/TT Order
includes a series of provisions to protect the privacy of United States persons

(USPs) because the bulk metadata collected under the QOrder includes

'JUSP communications, the vast majority of which are

unrelated to investigations to protect against international terrorism,

(U) This Review

|However, the provisions
that imit the selectors on which NSA may query, as well as provisions to
track and report on dissemination, remained essentially unchanged and are

=T33 We began this review in

NSA allowed the PR/TT Order to expire. We then conducted a yearlong Audit
of NSA Controls to Comply with the Foreign Intelligence Surveillance Court
Order Regarding Business Records (ST-10-0004) using a continuous auditing

methodology to test monthly certain controls related to querying and

disscmination. As part of that review, we evaluated the adequacy of controls

but suspended it when

to ensure compliance with seven requirements tested against Standards of
Internal Control in the Federal Government. DBecause the requirements,

controls, and processes used to query and to disseminate information are

essentially the same under the PR/TT Order and the BR Order, we relied on
the overall evaluation of controls conducted under ST-10-0004 and used the
same test objectives and plans for both reviews.
on the objective, scope, and methodology as well as a list of reparts issued on

our tests of BR controls,

PS5 For this review, we tested NSA compliance with five provisions

of the

PR/I'l Order related to querying for| {

See Appendix A for details

|while an active Order was n place, Although the Order

first became aclive inl Pfter the Agency had allowed it to expire, the
Agency did not resume collection and querying of PR/TT metadata until

liwhich closely mirrors its first renewall.

{U) Test Results and Objectives Related to Querying

~FoSENE Of the |:q.ueries made during our test period, we found

no errors or instances of non-complianece with the five provisions of the
PR/TT Order related to querying that we tested.

S FRGEANFY Tor (he period 1‘L'\'1'cwcd,| Ii.\'slled trom PRITT ietaduta and

apprepriately reported i
mnlermation. With sucl

y the 30-duy repewal report, However, the dissenunation did not contain PR IU'-derived TSP

|wr did not fotnally test dissemination objectives.

(b)}(3)-P.L. 86-36

(b)(3)-P.L. 86-36

(b}1)

(b)(3)-P.L. 86-36
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{b}{3)P.L. 86-26

» —tFSFFSHRTT Access: Were all queries to the PR/TT metadata made
by autherized individuals (c.g., intelligence analysts and approved
technical support personnel)?

+ (U Y9} Reasonable Articulable Suspicion {RAS) Approval of
Querted Selectors: Did all queries use RAS-approved sccd selectors?

» (U] 8L Office of General Counsel {OGC) Review of USP Selectors:
Did OGC verify that RAS determinations of all queried seed selectors
associated with USPs had not been based solely on activities protected
by the First Amendment to the Constitution?

AR ESATFYEYY Chaining: Were all queries chained to no

more than two hops?

« U/ FOYUOT Revalidation of Quenied Selectors: Were all queried foreign
and USP seed sclcetors revalidated within the Court’s time frames—
one year and 180 days, respectively—and approved by an authorized
Homeland Mission Coordinator?

Y&/ SN These provisions lhimit access to the bulk metadata and the
selectors that NSA is authorized to query. See Appendix B for details of test
results.

(U) Test Results and Objectives Related to Dissemination

¥ The PR/TT Order also required that NSA track and report
information shared outside the Agency. | |

Jb](3)-P.L. 86-36

« PSS 30-Day Reports: Did NSA accurately and completely
report disseminations of PR/TT metadata outside NSA?

« FSAASHERNEE Dissemination of Serialized SIGINT Reports with PR/ TT
Metadata: Was all information disscminated through serialized
SIGINT reports approved by the Chief of Information Sharing Services
[S12] or other authorized individuals?

(U) Conclusion

PSS Our tests of queries made under the PR/TT Order parallel the
findings of our review of BR controls: querving controls are adequate to
provide reasonable assurance of compliance with the provisions tested, but
NSA management must ensure that controls remain effective. |

[

we must rely on findings of our BR review that the largely manual
process to disseminate is manageable given the small amount of information

—FOR-S R ERE OO ORA— (b)(1)
3 (b){3)-P.L. 86-36
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(b)(3)-P.L. 86-36

disseminated in 2010. We make no recommendations in this report because
the implementation of recommendations in ST-10-0004L will be tracked by
the Office of the Inspector General follow-up process.
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(U) APPENDIX A

(U) About the Audit
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(b)}3)}P.L. 86-36

(U) ABOUT THE AUDIT

(U) Objectives

—{¥3773H# M) The objective of this audit was to test whether controls to ensure
that NSA compliance with key terms of the Pen Register and Trap and Trace
(PR/TT) Order were operating effectively. Specifically, we tested NSA compliance
with five provisions of the Order related to querying to assess the adequacy of
controls. We tested these provisions because they were relatively stable, at risk
for technical non-compliance or violation of privacy rights, and testable. For a
requircment to be testable, compliance must be clearly objective and verifiable
by supporting data. { | {b)3)-P.L.86-36

{U) Scope and Methodology

{b)(1)

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

—FSSHHY- From January through Februaryl Iwa iested queries of
PR/TT metadata made] | during

whith NSA was opcrating under |

Qutside of testing, we based our evaluaticn of controls on work conducted as
part of the Business Records (BR) review {ST-10-0004)},

—FI3HAH For querying, all sclectors that were documented in|:l

audit logs as having been queried were compared against access lists

maintaincd by 5V42 and rcasonable articulable suspicion approvals and Office

of General Counsel (OGC) reviews documented in| s

NSA’s corporate contact chaining system. It stores metadata from multlplelb)m -P.L. 86-38
sources, sloring PR/TT metadata in a separate realm. I:lperform's data

guality, preparaticn, and sorting functions and summarizes contacts in the

processed data. is the selector tracking application used for PR/TT

and BR querying. We also counted the number of hops chained for each

selector as documented in:audit logs, We researched anomalies Lo

make a final determination of compliance. {b){1)

fbu:u;E.l_I 86-36

We intended to verify that serialized Signals Intelligence (SIGINT) reports

erived from PR/TT metadata, as documented in] were supported by
dissemination authorizations and included in 30-Day Reports provided to the
Foreign Intelligence Surveillance Court (FISCY. a management

information system for SIGINT production, contains statistical information and
customer feedback about serialized reports.

A-1
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(b){3)-P.L. 86-36

=T 3/9HNF We did nol plan to test whether non-serialized reports were
approved by the Chicf, Information Sharing Services {S12), or ather authorized
officials because approvals were documented in e-mails rather than formal
dissemination authorizations. For the same reason, we did not plan to test
whether 30-Day Reports accurately and completely disclosed non-serialized
reports.

=3/ 3H/NF During the Audit on NSA Controls to Comply with Foreign
Intelligence Surveillance Court Order Regarding Business Records (ST-10-0004L),
we met with individuals fram OGC, the Office of the Director of Compliance, the
SIGINT Directorate (SID}, und the Technology Directorate, including the SID

{b)(3)-P.L. 86-36 Office of Oversight and Compliance, Information Sharing Services, Homeland

Sccurity Analysis Center, SID Issues Support Staff, Analytic Capabhilities,

| Information obtained from
these meetings was used as a basis {o conduct the PR/TT review,

(U} We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions according to our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions according to our audit objectives,

{U) Prior OIG Coverage

e CAvwatismaind]

(b)(1)
{b)(3)-P.L. 86.36

Supplemental Report to IG Reportl

—FS8H T Assessment of Management Controls to Implement the FISC Order
Authorizing NSA to Collect Information Using PR/TT Devices| | (b)(3)-P.L. 86-36

I |
—{TFSH5HNFE) Related OIG Coverage of the BR Order

—TFSAHSHNE) We issued the following reports as part of our Audit of NSA
Controls to Comply with the Foreign Intelligence Surveillance Court Order
Regarding Business Records (S1-10-0004). These reports provide details on the
processes and controls in place to ensure compliance with the BR and PR/TT

Orders.

« {FSHSHANY Advisory Report on the Audit of NSA Controls to Comply
with the Foreign Intelligence Surveillance Court Order Regarding Business

Records {ST-10-0004), 12 May 2010
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{b)3

© PSR Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Rusiness Records -
January to March 2010 Test Results (ST-10-0004A), 1 June 2010

= ~FSFFSHANT Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regurding Business Records
April 2010 Test Results (ST-10-0004B}, 10 June 2010

* AESAEHRHE Audit Report of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
Control Weaknesses (ST-10-0004C), 29 September 2010

v FHSRREAANE) Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records
May 2010 Test Results (ST-10-000413f, 30 June 2010

o PIFFSHNT Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regurding Business Records - June
2010 Test Resulls (ST-10-0004E), 20 July 2010

o ISLASH-ANTT Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records —
July 2010 Test Results {ST-10-0004F), 18 August 2010

» S Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
August 2010 Test Results (ST-10-0004G), 28 September 2010

» {ISLLSHNY Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
September 2010 Test Results (ST-16-0004H), 28 Qctober 2010

v —BSFOHFIY Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
October 2010 Test Resuits (ST-10-00041), 1| December 2010

RS Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records —
November 2010 Test Results (ST-10-0004Jj, 20 December 2010

o APy Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records -
December 2010 Test Results (ST-10-0004K), 12 January 2011

» AREAEHREE Draft Audit Report on NSA Controls to Comply with the
Foreign Intelligence Surveilllance Court Order Regarding Business Records
(ST-10-0004L}, 15 March 2011

-P.L. 86-36
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(b}(3)-P.L. 86-36

(U} This page intenticnally left blank,
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(U) APPENDIX B

(U) Test Results
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b){1
(U) TEST RESULTS s 5. 5636

—tFOLASHSNY We judged NSA controls as adequate to provide reasanable assurance of
compliance with the five provisions of the Foreign Intelligence Surveillance Court
(FISC) Order regarding Pen Register and Trap and Tracc Devices (PR/TT) relaled to
querying that we tested. Test results show that NSA complied with these provisions

()3

for the test period|

1

| The ratings

are defined on the last page of this report.

(b){3)-P.L. 86-36

RSN
Test . Assessment
Area Test Results Errors Compliance of Controls
Autharized individuals made all .
t. Access queries of PR/TT metadata. :I 0 Compliant Adequate
Seed selectors of Jqueries
2. Reascnable of FRTT metadata in]| | .
articulable documented as RAS approved In
suspicion {RAS) at the time of the guery. The remaining 0 Compliant Adequate
approval of queried | did not use RAS-approved seed selectors but |
selectors were made for data integrity and test
purposes, as permitted by the Order.
o)) 3 oiceor | MEDSP sess sotors were reuaued by
{b)(3)-P.L. 86-3b General Counsel . :
(OGC) review of prior to being used to query 0 Compliant Adequate
.S, person (USP) These reviews are documented In 8 P €q
selectors RAS identifier management system,
A_]queries made for foreign intelligence
purposes were chained to no more than two
hops from a@i—lapproved selector, as
. required. n of those instances, :
4. Chaining although a third hop was attempted, the 0 Compliant Adequate
queries were lerminated before results were
returned and therefore were within the two-
hop limit.
The seed selectors queried for foreign
intelligence purposes were RAS approved by
5. Approval and authorized Homeland Mission Coordinators
revalidation of ithin the Court's time frames. An additional 0 Compliant Adequate
queried selectors seed selectors were queried for data
integrity or test purposes as pemmitted by the
Order.
6. 30-Day Reports
7. Dissemination of
serialized SIGINT
reports with PR/TT
metadata (b)(1)
(b)(3)-P.L. 86-36
i: :5:':“':’!& :

)-P.L. 86-38
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{(U) RATING SYSTEM
(b)(3)-P.L. 86-36

Description Rating

A rating of green indicates that no instances of
non-compliance with the PR/TT Order were identified during
testing. Any noted scope limitations were related to the Compliant
application of the continuous auditing methodology. not known
control weaknesses.

Arating of yellow indicates that although ncinstances of nen-
compliance were identified. control weaknesses prevented us
from testing the entire universe, as explained in the scope
limitations.

Compliant, with
scope
limitations

A rating of red indicates that one or more instances of non-
compliance with the PR/TT Crder were identified during
testing.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICT.

(D)(3]-P.L. 86-36

TO: DISTRIBUTION

SUBJECT: PSS Assessmoent of Management Controls to hinplement
the FISC Order Authorizing NSA to Collect information Using Pen Register and
Trap and Trace Devices - ACTION MEMORANDUM

1. 5SS NFThis report summarizes the resulis of our assessment
of management controls to implement the FISC Order authorizing NSA to
collect information using Pen Register and Trap and Trace Devices (PRI},
Because of extenuating circumstances, management was unible 1o provide
complete responses to the draft report but indicated general concurrence with
the recornmendations. We will follow up on management's actions to
implement the recommendations in 90 days.

2. {U/ AOB63 As required by NSA/CSS Policy 1-60, NSA/CSS Qffice of
the Inspector General, actions on OIG audit recornmendations are subject to
monitoring and followup until completion. Conscquently. we ask (that you
provide a written status report concerning cach planned corrective action
categorized as "OPEN." The status report should provide sufticient
information to show that corrective actions have been completed. If a planned
action will not be completed by the original target completion date. please stale
the reason for the delay and give a revised target completion date. Status

reports should be sent o] | Assistant Inspector General, at
OPS 2R, Suite 6247, within 15 calendar days alter eaclt target completion
date.

3. (W) (U/ /ey We appreciale the courtesy and cooperation extended
to the auditors throughoul the review. If you need clarification or additional
informnation, nlease contact on 963-2988 or via € mail at

: _ _ - eV ;’
(b) (3)-P.L. 86-36 ,(/2;{(;)1////7///( [ I-“;L{’,(‘ltﬁ{ L—

BRIAN R, MUCANDREW
Acting fnspector General

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: -

- oy rr1 g erpipn 1 T

Bpproved for ﬁeleésé bv NSA on 11-10-2015. FOIA Case # 80120 (litigation)
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DISTRIBUTION:
DIR
D/DIR
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AGCO)
SIGINT Diirector
SID Program Manager for CT Special Projects, S
Chief, SID Q&C
SSG 1| I {(b) {3)-P.L. B6-36
SID Deputy Director for Custoner Relationships
SID Deputy Director for Analysis and Production
Chiel, 521
Chief, 5215
SID Deputy Director for Data Acquisition
Chiel, 5332
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I VS L A =

(h)(3)-P.L. 86-36

~FS//ST/NFy ASSESSMENT OF MANAGEMENT
CONTROLS TO IMPLEMENT THE FISC ORDER

AUTHORIZING NSA TO COLLECT INFORMATION USING
PEN REGISTER AND TRAP AND TRACE DEVICES

—(IS/SH/STEW//NF/OCY Background: On 14 July 2004, the Foreign Intelligence

Surveiltanee Court (FISC) issued a court order (the Order} granting the NSA the

authority to install and use pen registers and wap and trace [PRT“{] deviees to
collect the addressing and routing information of int

| The Order
establishes strict procedures governing the collection and use of, as well as access
to. the data. This report assesses the general adequacy of management controls to
ensure that the Agency complies with the terins of the Order. The effectivencss of
management controls will be addressed in a subseguent report.

(b) (1)
(b) {(3)-P.L. 86-36
SUMMARY (b) (3)-50 USC 3024 (i)
TRSFSHSTEWANFOE) The management controls designed by the

Agency to govern the collection, dissemination, and data security of
efectronic communications metadaia and U.S. person information
obtained under the Order are adequate and in several aspects exceed the
terms of the Order. Due to the risk associated with the processing of
electronic communications metadata involving U.S. person information,
additional controls are needed for processing and monitoring of queries
made against PRTT data, documenting oversight activities. and providing
annual refresher training on the terms of the Order.

E lucludes afl e-mait communicatons| (b) (1
(b} (3)-P.L. B6-36

U he current version ol the {_]I'rjerl |




DOCID: 424

ELSL Ly

(U) Criteria

{b) (1)
(b) (3)-P.L. 86-36
{b} {3)Y-50 USC 3024 {1)

—TS7FSFFSTEWS AT OC The Order. The Qrder in effect during ihe

ume period of our review was issued on
expired on| | 1t-authorized the Agency 100 (b)(1)

)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

o collect and retain electronic communications netadata
using pen registers and (rap and trace devices to protect
against international weryorism, and

¢ process and disseminate this datal |

—FSFFSHFM Since the first order was signed i July 2004. the FISC

has issned subsequent orders every ninety days. Although the
spedifie terms and requirements of each order sometities changed.
the core authority—to collect and retain electronic communications
metadata in the United States using pen registers and trap and trace
devices—remains. Appendix B surmnarizes the significant changes
since the first Order was signed.

—FSFOESTEN 7 OCT7NF To protect U.S. privacy rights, the Order
specities terns aud restrictions regarding the collection. processing,
retention,’ dissemination. and data security of electronic
communications metadata and 115, person information obtained
under the Order. To ensnre compliance with these terms and
restrictions. the Order also mandates Agency mandgement to
implernent a series of procedures 1o control the coliection of data and
the access to and use of the archived data collected pursuant to the
Order. These control procedures are clearly stated in the Order.
Appendix C sunimnarizes the key terms of the Order and the related
mandated control procedures,

{U) Standards of Internal Control. Internal control, or management
control, comprises the plans. methods, and procedures used to meet
missions. goals. and objectives. [t provides reasonable assurance
that an entity is cficctive and efficient i its operations, reliable in its
reporting, and compliant with applicable laws and regulations. The
General Accounting Office's Stanclards for Intermal Condrol in the
Federal Government., Noveimber 1999 (the Standards). presents the
standards (hat define the minimum level of quality acceptahie for
management control in government. NSA/CSS Policy 7-3. Internad
Conirof Program, April 141, 2006, advises that evaluations of internal
control should consider the requirements outlined by the Standards.

for 4% vears,

We did not assess Uwe vontrobs over ratertinag at this e as e Order allows data o be retained
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The Office of the Inspectar General (OIG) uses the Standards as the
hasis against which management control is evaluated.

(U) Assessment Results

{

FTI A5 Agency managenient implemented all of the control
procedures specifically mandated by the Order. (See Appendix C.)
Agency management also built on some of those mandated

procedures to establish rigorous processes ta ensure compliance
with the overall terms of the Order. For exampie.] |

(b} (1)
{b) (3)~P.L. B6-36
{b) {3)-50 USC 3024({i)

| In addition, processes Lo
document Shill Coordinator and Otffice of General Counsel (QOGC)
justifications and approvals demonsirate the Agency's diligence and
rigar inn assessing whether seed addresses meet the terms of the
Order.

PSSR [n general, controls over coltection. dissemination. and
dala security were adequate to ensure compliance with key terms of
the Order. However, the following control weaknesses aid needed
improvements regarding processing and oversight exist:

The authority to approve queries made against PRTT data
should be separated from the capability 1o conduct queries.

» The SIGINT Directorate (SID) Oflfice of Oversight and
Compliance (O&C) monitoring of PRIT queries is ineffective,

« Improvements are needed to decument OGC spot checks
and monitering of collection data, audit log functiviing,
and access lists.

»  Agency management should provide anmial advanced
mtelligence oversight training on the Order 10 complv witls
Agency and Dol policy.

(U7/ /#6868 Details of these issues are discussed below.

—<¥577/SH/NF) The Authority to Approve Queries Made Against PRTY
Data Should be Separated from the Capability to Conduct Queries

—HHSFF SR Two Shift Coordinators in the CT Advanced Analysis
Division (AAD) cach have both the authority to approve the querying

)(3)-P.L. 86-36
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(b} (1)
{b) (3)-P.L. B6-36
{b) (3)-50 UsSC 3024(i)

o)(3)-P.L. 86-36

| —Iuru‘lf_'r the Order and the capability to conduc

(ueries. The Standards of huermad Conrol in the Federal Goverrunent
require that key duties and responsibilities be divided anxong
diffcrent people (o reduce the risk of error or fraud. n particular,
responsibilities for authiorizing uunsactions should be separate from
processing and recording them. This lack of segregation of dutivs
increases the risk that the Shift Coordinators will approve and Guery.
either by error or intent. addresses that do not meet the terms of the
Order.

Recommendation 1

| 8481 Separate the authority to approve queries from the capability to
conduct queries under the Order.

{ACTION: Chief, Counterterrorism Primary Production Center)

(U) Management Response

CONCUR. -FSASHSFEW - Though management concurred
with the finding. it did not concur with the reconunendation because
Shift Coordinators occasionally need to query against PRIT data in
emergency situations or during off hours. As an alternative contol.
management recommertded that Shift Coordinators retain querving
capability but that O&C routinely review their gueries (o ensure
cormpliance willi the Order,

Status: OPEN
Target Compleiion Dat:-i I (b)(3)-P.L. 86-36

(U) OIG Comment

{Li] Plamned action meets the intent ol the reconunendation.

«FS7//SH-NF) O&C Monitoring Does Not Provide Reasonable

Assurance that PRTT Queries Comply with Key Terms of the Order

(b)(3)-P.L. 86-36

AT/ 7SN In accordance with DIRNSA's declaration dated
2004. which stated that O&C will periodically review the
PRIT program. O&C personnel conducted periodic spot checks to
verity that ad hoce gueries made by analvsts with access to PRTT data

LT &l
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were approved by a Shilt Coordinator.’ Although O&C montitoring of
PRTT queries has the potential to be a strong and valuable
compliance control. it is largely ineffective because SID management
did not establish a comprehensive monitoring methodology designed
for that pumpose. Although there are no indications that violations
have occurred. O&C monitoring does not provide reasonable
assurance thal PRTT queries comply with the following key terms of
the Order:

o All queries made against PRTT data must micet the terms of

(b) (1)
(b)Y {3)-P.L. 86-36
{k) {3)-50 USC 3024({1i)

+ Shift Coordinators must approve the foreign seed addresses
of it queries marde against PRTT data.

o OGC must approve U.S. seed addresses of queries made
against PRTT dala,

+ Analysts may gquery 1o no more than twe hops from the
seed address.

(U} Monitoring is Essential to Effective Internal Control

SR Monitoring is one of the five standards of internal
control. Specitically. The Starvdards of Interna Cortrol in the Federal
Govermment states that monitoring includes regular nunagement
and supervisory aclivities, such as ongoing comparisons and
reconeiliations, to determine whether internal control is functioning
properly. Effective monitoring makes management aware of
laccuracies, cxeeplions, or vielations that could indicate intermal
control problems. Monitoring is the best means to verify compliance
of PRIT queries because preventive controls are not practical.

TSHSHANFF SID Management did not Establish a Comprehensive
Monitoring Methodology

—HEAAEHAARE O&C monitoring of PRTT queries is ineflective because
SID management did nol establish a comprehensive methodology to
moiilor compliance with four key terms of the Order. Developing a
methodology requires identifying all the terms of the Order to be
1onitored, determining the most effective montitoring technigues,
and identifying key data. format. and report requirements, Rather,

~P At the tme of our review, Q& was tansuticiiug 0 & new process W mositer PRTT queres and
du Lh)pML written procedures. Because O&C Jid not dacument spat chieck results or the procedures foliowed,
we vould not assess the overall adequacy of the montioring conducted pror to our teview. Our results are
theretore based seleiv on the newly tmplemented process,
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p)3)-P.L. 86-36

O&L personnel spot-checked PRYT queries based on the type and
format of audit lug data thiat was already availuble and on the
concept of “superauditing” SIGINT queries, Superauditing consists
of O&C personnel spot-checking SIGINT queries that have already
been reviewed by an analyst’s supervisor. As a result, SID
management did not use effective monitoring technigues, did not
have the data and reporting elements it needed to conduct eflective
monitoring, and based ils monitoring on incomplete or inaccurate

data.
) (1) HFSHSHNE Spot checks are insufficient to assess compliance
(b) (3) -P.L. B6-36 with the Order. To effectively monitor over] |PRTT quueries
conducted pex month. spot checks of| er 30-day

period do not include enough data Lo draw reasonable conclusions
on the Adgency's overall compliance. Rather, mwonitoring technigues
such as reconciliation or stalisticad swnpling are more appropriate in
that they either include a suflicient portion of the population. or take
inte account the risk that the sampled gucries do not represery the
entire population. | |

Using spot checks as the only monitoring technique, O&C cannot
provide reasonable assurance that the Agency complies with terms of
the Order.

PSS O&C personnel ackuowledged that “superauditing” is
problematic in that PRTT queries, unlike SIGINT keyword qgueries, do
not undergo front-line audits by supervisors, O&C personnel also
agreed that reconciliation of PRTT gueries to approved seed
addresses is the preferred technique to monitor compliance with the
Order and expressed frustration that audit log data conld not be
casily reconciled with records of approved seed addresses. At the
time of our review, O&C was working with AAD 1o develop the report
formats needed to conduct more effective monitorng.

—5A5HHE Audit log reports do not consistently and accurately
document originating seed addresses. | ]|
o1 __ _ |
(b) (3)-P.L. 86-36 : | Unmatched or nissing seed addresses are not, in and

of themselves, violalions of the Order. Rather. because we do not
know the seed addresses, we do not kuow whether 4 Shift
Coordinator had approved them. Thus, O&C inornitoringg cannol
provide reasonable assurance that] of the queries comply
with two kev tenns of the Order. Specifically, because the audit logs
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b)(3)-P.L. 86-36

do not consistently and accurately docunent originating seed
addresses, mamagement cannot verify tral:

(b) (1) + all queries made against PRTT data are traceable to seed

{(b) (3} -P.L. 86-36 addresses that meet the terms of the Qrder] !
(b) (3} -50 USC 3024 (i) and

* a Shift Coordinator approved the originating sced addresses
of all queries made against PRTT data,

5S-G Audit log reports are incomplete. The audit log
reports that O&C spot-checks do not include all gueries made
against PRTT data. The reports include only the queries of analysts
that the Program Managemeni Office {PMO) lists as being approved
for access to PRTT data. This data is incomplete because it does not
include queries of exchuded individuals—thiose that have the ability
ta query the PRIT data but are not on the PMO list or who are not
analysts. For example, in one insitance. the PMO list had not heen
updated to include two individuals who had just been granted access
lo PRIT data. Although: the error was eventually caught and
corrected by management. the audit log report was initialty
generated without including the two newly added individuals.
Two systems administrators, who have the ability to query PRIT
data, were also omitted from the audit log reports. Because all
potental queries made against PRTT data are not included in the log
reports, nianagoemerntt canmot provide reasonable assurance of
compliance with the Order.

(b) (3) ~P.L. 86-36 %m Audit logs do not capture needed data® Raw

[cudit lops comply with the tens of the Order by
recording all queries made against PRTT data. including user logirr,
IP address, dute and time, and retrieval request. owever, the audil
logs do not capture critical data to verify compliance with two key
terms of the Order. Specificaliy,

» FEASHSANE Muwagement cannot verify than OGC
approved the originating 11.8, seed addresses of queries
made against PRTT dala because the andit logs do not
distinguish between U.S. and foreign addresses.

o PSS Management cannot verify that analysts
(uery 1o no more than two hops out hecause the audit logs

CESESENEY In response w g relaled reconmendation in the (G Repart on the Assessment of Management
Contrals inr Impicmenting the Carcign Iurelligence Surmeiliunce Const +£I5C) Order Telephony Bustness

Records (ST-08-0018), September 5, 2000, Avency masagement indjcated that Hinied PIOSTHMININE TCROUrges

hiave prevented them from identfyving and making changes ta raw audit Togs that would faciliate

peticdic reconcinabions Action s conitingent on the approval nf g pending reguest o SHD manapement to

derail rwo computer programmers w the ean (b} (3)-P.L. B6-36
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do not track the number of hiops from an ortginating sced
address,

=HoASH S nwnagement did not dendfy the needed data. did not
request chianges be made 1o the audit logs 10 capture the data,

made 1o atlenpl 10 verify complinnee with these two lerms of the
Order.

Recommendation 2

r-(-'FS#SI-) Restructure the rawl_—_—]audit logs to capture needed data,

| such as originating seed address, U.S. identitiers, number of hops, and PRTT
identifiers.

(ACTION:[ " lwith Chief, SID Oversight and Compliance)

(U) Management Response

CONCUR. FSH/SHASPEwARN The PMO wid O&C concurred with
the finding and reconunendation, did not respond

directly to the drafl report, and no details were provided on its plans
to implement the recommeniclation. Rather, O&C stated that it had
provided its data requirements to the PMO. The Chief of thie
Advanced Analvsis Division added that the database now
distinguishes between U.S. and foreign addresses, so O&C can now
moniior OGC approval of 11.S. seed addresses.

(b) (3)-P.L. 86-36 Status; OPEN
Targel Completion Date

(U) OIG Comment

SHOF Because we did not receive detailed plauts fron
we carmaot determine whether planned action meets the

intent of the recommendation.
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(b}

[3)-P.L. 86-36

| Recommendation 3

|
I—{-‘FS#S-I-] Establish, document, and implement procedures to monitor PRTT
; queries.

i (ACTION: Chief, SID Oversight & Compliance)
|

(U) Management Response

CONCUR. 5SS O&C concurted with the finding and

recommendation. Although it had developed o foundational
document for monitoring PRTT queries, O&C emphasizect that
successtul implementation depends on the completion of
Reconunendation 2.

Status: OPEN

Target Completion Di—il(‘?l | (b)(3)-P.L. 86-36

(U) OIG Comment

(L) Planned action meets the intent of the recommendation.

-F&/51NFY Improvements Are Needed to Document Oversight
Activities

(IS775 M Documentation of certain oversight activities is not
heiny maintained, In addition (o specific controls, the Order
mandates that the OGC conduet specific oversight activities:
random spot checks of collected data. monitoring of the audit log
function. and monitoring of individuals with access to PRTT dat.

~(FSHSHANF} OGC Does Not Document Mandated Spot Checks of
Collection Data and Monitoring of the Audit Log Function

7SN As mandaled by the Order. OGC pertodically conducts

random spot checks of the data collected| and  (b)(1)
monitors the audit log functon. OGC does not. however. documetIi3)-P.L. 86-36
the dale, scope. or results of the reviews, The purpose of the spot {b}3)-50 USC 3024(i)

checks is 10 ensure that filters and other controls in place on the
are functioning as described by the Order and
that oy court authorized data is retained. The purpose of
monitoring the audit log funetion is 1o retain data needed w audit
fueries conducted under the Order. Currently, an OGC attormey
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meets with the individuals responsible ard
audit Tog functions and reviews saniples of The daia 10 defermine
:E;{;: P.L. 86.36 compliance with the Order. The attorney stated (hat she would

o formally document the reviews only il there were violations or other
0 USC 3024(i) . - : . IR _ L
(bX3)-5 i discrepancies of note. Te date. OGC has found no violativns or
discrepancies.

(U /PO NSA/CSS Policy 7-3 requires managemen! 1o document
internal control svstemms and conduct internal contol A8SPSSMCHS.
Documentation of internal control systems inctudes review
documentation that shows the scope of review. the responsible
official. the pertinent dates and facts, the key findings. and the
recommended corTective actions.

=T377S77XFT Without adeguate documentation of court-ordered
reviews. the Agency does not have readily available and verifiable
evidence of its compliance with the Order,

Recommendation 4

~FF#/31) Maintain documentation of spot checks of collection data and ]
monitoring of audit logs functions to include;

¢ Date of the review,

« Time period reviewed,

» Source of the data (i.e. personne! assisting OGC), and
» Results and corrective actions, if needed.

(ACTION: NSA Office of the General Counsel)

(U) Management Response
CONCUR. 84S bidit e OGO conetirred with thie finding and

recommendation and stated that it will begin documenting spot
checks.

Status: OPEN -
Target Completion D;lle:l [ (b)(3)-P.L. 86-36

(U} OIG Camment

(L3 Plnnned action mects the infent of the recommendation.
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h)(3)-P.L. 86-36

—{F5/SHNF) OGC Does Not Maintain Documentation of Data Access
Monitoring Activities

—HAAS AT Although the OGC is notified whien the PMO has
approved @ request for PRIT data access, B does not maintain
documentation that individuals being approved for access have
obtained the required OGC briefing. The Order requires OGC to
monitor the designation of individuals with access 1o the PRTT data.
The Stundards for Iuernal Conirol in the Foderal Government states
that “internal control and all transactions and other significant
events need to be clearly documented, and the documentation
should be readily available for examination.” ‘The tack of readily
available documentation makes it diflicull to effectively monitor who
has access to PRIT data.

=SSP Further, the Standards for Dderncd Control in the
Federal Government defines monitoring to include comparisons and
reconciliations. Perjodically, Program management compares a list
of system users with PRTT data access (system list) w0 a list of
analysts approved by the PMO for access (PMO list). QGC conducts
a simifar review of the PMO list; however. there is no QGC-
mabntained list to compare against. Instead. the attorney conducting
the review relies on memory to verify the accuracy and completeness
of the list. Although the same atlornev normally conducts all
briefings and reviews the lists, during one review, (he attorney did
not recognize the name of one person on the PMO list. Upon further
investigation, the attormey discovered that another operations
attorney, who was properly cleared and fumiliar with the
requiremtents of the order, had briefed the analyst. this was
confirmed in the briefing attorney’s calendar.

RSN Whien performing a review of individuals with access to
the PR1'M data, the OGC attorney is using the PMO list rather than
the system list. Although only approved individuals should have
access to the PRTT data. the system list shows which individuals are
actually authorized in the system to query the data, including any
analysts or other users who may not be approved by the PMO.
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(B)(3)-P.L. 86-36

Recommendation 5

=55 Maintain a list of individuzals who have been briefed on the proper use
of the PRTT data and periodically reconcile that list with both the system list
and the PMQ {ist.

(ACTION: NSA Office of the General Counsel)

(U) Management Response
CONCUR. S5~ SHSTER - OGE did 1ot agree that

reconciliation is needed to eflectively monitor the designation of
individuals with access to the PRTT data. Tt did. however, concur
wilh the recommendation and agreed to a proposal made by the
PMO to replicate the PMO list in the Lotus Notes Tracker Program. a
program for which the OGC has restricted access, and automate a
process 1o reconcile the lsts weekly.

Status: QPEN _
Target Completion Date] (b}(3)-P.L. 86-36

(U} OIG Comment

{11} Planned action meets the inient of the recommmendation.

—F55H-NF) Annual Advanced Intelligence Oversight Training on
the Order Is Needed to Comply with NSA Policy

—57451 SID management does not provide annual refresher training
on the terms of the Order to appropriate personnel. Such training
constilutes advanced Intelligence Oversight training as defined by
NSA/CSS Policy 123, Procedures Gouverning NSA /CSS Activities thai
Affect ULS. Persons, March 11, 2004, Specifically, NSA/CSS Policy
1-23 repuires that the SIGINT Director:

{U} .. provide training fo all employees (including
contractors and integrees) in order to maintain a high
degree of sensitivity to, and understanding of, the laws and
Anthorities yeferenced in this Policy. Such training shadl
include both core and advanced intelligence oversiglit
training and refresher waining with appropriate testing, All
einployees shall receive core training, and Uiose with
exposure to U5, person inxfornnation shall teccive
apprapriate advaneed training. Training shall be required
al least annoadly {or more often commensurate with the
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level of expostire 1o U8, parson vdormation by U
employec).

T5AAEH As mentioned. OGC briefs individuals on the terms of the
Order when they arc granted access 1o PRTT data. OGC also
forwards. by e-mail, copies of newly issued orders 1o key personnet in

| _hnd AAD. The PMO. in turn. posts the
Order on a websile accessible to clenred personnel: however, because
{b) (1) the e-mails do not include detailed explanations of changes made to
(b) (3)-P.L. B6-36 the Order. they do not constitute advanced training. No addilional

refresher training on the Qreler is provided. As a result, the SIGINT
Director does not comply with Agency policy and risks violations of
the Order by individuals who do not fully undersiand the terms of
the Order.

Recommendation 6

~F54#5H Conduct annual advanced intelligence oversight refresher training to
analysts and collectors on the terms of the Order as required by NSA/CSS
Policy 1-23.

(ACTION: SIGINT Director)

(U) Management Response

CONCUR. 48 HASTEWADNEL O&C teniatively concvrred with tie
finding and recommendation but had not yet formally coordinated

with the SIGINT Director or OGC.

Status: OPEN
Target Completion Date:

{b}(3)-P.L. 86-36

{U) OIG Comment

(L] Because management did not provide details. we cannat
deterinine whether planned action meets the intent of the
recormunendation,

{U) Conclusion

—~HFEAASHSNE The authority for the Agency to abtain and query on
buik address and routng information on electronic communications
is extraordinary. Activities conducted under the Order are thus
extremely sensitive. The Agency must take this responsibility
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| [bl(3}-P.L. 86-36

setiously and show good faith in its execution. Much of the
foundation for a strong conurol syster is sel up by the Order itsell. in
the form ol mandated control procedures. and. in many ways.
Agency management has made the controls even stronger. Qur
recommendations will address conirol weaknesses not covered by
the Order or Agency management and will meet Federal standards
for internal contro] and Agency regulations. Once the noted
weaknesses are addressed. and additional controls are implemented.
the management control svstem will provide reasonable assurance
that the terms ol the Order will not be violated.
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APPENDIX A

(U) About the Audit
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(bY3)-P.L. 86-36

(U) ABOUT THE AUDIT

(U) Objectives

—F3778 The overall objectives of s review were to:
* assess whethey nugement controls are adequate to provide
reasonable assurance that NSA complies with the terns of the
PR/TT Order, and
« verify that control procedures mandated in the PR/TT Order are

in place.

(U) Scope and Methodology | (b)(3)-P.L. 86-36

g)) The audit was conducted I’mml |

SES77ST We iuterviewed Agency personnel and reviewed documentation
to satisly the review objectives. We conducted limited testing of audit log
dala of PRTT qucries to assess the effectiveness of controls.

—FSF738 s fooloted. we did not assess controls related to the retention
of Intemet metadata pursuant to the Order. As the Order authorizes
NDSA to relain data for up to 4% vears. such conirols are not applicable at
this tirne.

(V) O1G Investigation of Violations of PRTT Orders

(b) (1) —{‘F%';")"‘iﬂ'Onl ] the O1G issued a 1¢ pmi of the findings (D)3)-P.L. 86-36
(b) (3)-P.L. 86-36 from an investigation into violations of the PRTT ; ;

PR/T l:I The OIG invesligation began 0n| |

after the OGC notified the OIG that a viglation occinred. The violation

was firsi noticed Gnl land occurred as a resull of

. | The
:g: :;: p.L. 86-36 investigation determined the cause of the violalion and the extent to
(b) (3) -5 0 Use 3024 (i) which unauthorized collection occurred.

~£FSA4SHThe OIG report of investigation does not make formal
reconmendations 1o management. Rather, the report summarizes key
lacts and evaluates responsibility for the violation. This review conhrma

that management has taken steps to prevent recurrence of the i
In particular. management now coptinuously nmonitors|

| [Hiat pught result inviolations. This review also
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Qus;-n. 86-36
identified. however. two areas that were cited in the report of The

investigation that still need improvement:

* Although O&C has becomie more involved in monitoring PRTT
gueries, additional action is needed to make the monitoring
effecuve.

*  While personnel are noiified of changes in renewals of the PRTT
Order and new orders are posied on a centralized website,
refresher training is still needed to ensure that NSA personnel
implement the Order correctly.
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APPENDIX B

(U//FOY0) Summary of Changes to the PRTT Orders
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(U/FFOHO) SUMMARY OF CHANGES TO
THE PRTT ORDERS

oBIToE s %2 O}

. _ r - . . -
Order i Effective Dates | Changes from Previous Order '
Number _ L _
Inttial Order - Autherized NSA o collect and retain loterne: metedata
10 PIotect aganst intern atwmi wrarsin, gikd Lo progess and
dixsuminate dld To ﬂl ]
wilhluurlam restrichons, I I
- [ | ;
*  Increased the rumber of analysts allowed access to the teotadata ;
(b)Y (1) from: 10w 15
(b) (3)-PfL. BE-36 . '

Added OGC spot checks of 1he incomime daty |
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—SEECRET//NOFTORN ™
NATIONAL SECURITY AGENCY

FORT GEORGE G. MEADE, MARYLAND 20755-6000

19 December 2012

T he Honorable Saxby Chambliss
Vice Chairman, Select Committee
on Intelligence

United States Senate

211 Hart Scnatc Office Building
Washington, DC 20510

Dear Mr. Vice Chairman:

(U/AOB67 Section 702 (1) (2) of the FISA Amendments Act of 2008 (FAA) authorizes
the National Security Agency/Central Securily Service (NSA/CSS) Office of the Inspector
General (O1G) to assess the Agency’s compliance with procedures for targeting certain persons,
other than U.S, persons (USPs), outside the United States. My office reviews the collection,
processing, and reporting of data at least quarterly. Incidents involving compliance with procedures
for targeting certain persons, other than USPs, cutside the United States and incidents involving
minimization of USP information are reported to the O1G as they occur and quarterly. Each incident
is evaluated against the targeting and minimization procedures set forth in the FAA and in NSA/CSS
directives, This report covers 1 September 2011 through 31 August 2012.

(U/AE0Y The O1G completed the Special Study: Assessment of Management Controls
Over FAA §702. This study examined the design of these management controls; future studies
will test the 1dentified controls. : (b))
(b}3)-P.L. 86-36

"ﬂrﬂn compliance with the targeting and minimization procedures of §702 of the

FAA intelligence reports were disseminated by NSA/CSS

| [based on SIGINT derived from FAA §702 authorized collection.” OF thel
disseminated reports, ontained one or more references to U.S. persons.” This number
includes references to a United States electronic communications service provider as part of the

(b)}(3)-P.L. 86-36

(U/fFGHG-} These reports were based in whole or in part on information acquired pursuant to FAA §702(a).
* (L/FEBOY 1
Jihe references
to U.S.-person identities may have resulted from collection pursuant to FAA §702 or from other authorized Signals
Inteltigence activity conducted by NSA that was reported in conjunction with information acquired under FAA
§702.
=54 The Central Inteiilgence ‘\genq {C1A) does not conduct acqu151t|0n5 under FAA 9702 Howcver i

(b)(1)
(b)(3)-P.L. 86-34

o

—SECREFOFORN—
Bipproved for Release by NSA on 11-10-2015 FQOIA Case # 80120 (litigation)
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communications identificr used by targets of this acquisition and other non-U.S. persons with
whom they communicate. A communicant using email account larget A% USprovider.com was
included here as a report referencing a U.S.-person identity. In February 2012, NSA stopped
counting such communications identifiers as U.S. person tdentifiers if the user is a non-U.S.
person. As a result, the number of intelligence re}ports containing one or more references to U.S.
persons is significantly lower this year than last,

—4#H In addition, NSA/CSS rcleasedDUSP identities in response to customer (b}1)
requests for USP identities not referred to by name or title in the original reporting.* (b}3)-P.L. 86-36

=5/ During this reporting period,:l foreign targets reasonably believed to be
located outside the United States at the time of tasking were later suspected or confirmed to be in
the United States. In each instance, NSA/CSS targeted selectors that at the time of targeting _
were reasonably believed to be outside the United States but were later found to be
United States. |

(U/AOH6Y Compliance incidents occurred under such circumstances as: {b)(1)
(b}{(3)-P.L. 86-36
« (U/A9H6) Tasking under an incorrect certification, (b}{3)-18 USC 798

{b}(3)-50 USC 3024(i)

=857ty Errors in entry of the selector for tasking,

o (J//AOHEN Insufficient foreignness support,

o  (U/AFOH63 Dissemination errors,

¢ (U/AOE0Y Poor construction of databasce queries, and
o (U/ABEN USP status discovered post-tasking.

(U) Action has been taken to correct mistakes, and internal management processes have been
reviewed and adjusted to reduce the risk of unauthorized acquisition and improper retention of USP
communications.

{(U/PETOT This is the fourth year for which the O1G has assessed for the Congress the
Agency's compliance with FAA §702. To ensure consistency between the DIRNSA report and
the OIG report, the OIG and SID worked together to achieve a common understanding of the

NPT For the previous repenting period, NSA reported thdlete]hgence reports contained one ar rnore thi{1)

references to U.S. persons, including references to U.S, electronic communications providers as partofa (b}{3)-P.L. 86-36
communications identifier.

€6 For the previous reporting period, NSA reported that there were I:Iidcmilics disseminated in response

to requests for identities not referred to by name or title in the original reportin .Dri:ports by the NSA/CSS

‘Threat Operation Center account forjol‘thc increase. Approximatel of these disseminated United States

person identities were proper names of real persons or their titlesy] ]

—SECRIETANOO RN
(b)(1)

(b){(3)-P.L. 86-36
(b)3)-18 USC 798
(b}3)-50 USC 3024(i)
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reporting requirements and have agreed on a methodology for accumulating and analyzing
compliance statistics.

(U) The OIG continues to exercise oversight of Agency intelligence activities.

P sargo €00l

GEORGE ELLARD
Inspecior General

Copy Furnished:
The Honorable Dianne Feinstein
Chairman, Select Committee
on Intelligence
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE

| | l | I l l
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INSPECTOR GENERAL REPORT

—FSHSIHNF Report on the Special Study of NSA’s
Purge of Pen Register and Trap and Trace Bulk
Metadata

(b)(3)-P.L. 86-36

—FOP-SECREL/SH/NOTORN—
Bpproved for Release by NSA on 11-10-2015 FOIA Case # 80120 (litigation]
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by statute and the Director, NSA/Chief, CSS, the Oftice of the Inspector General
(O1G) conducts audits, and investigations and inspections. Its mission is to ensure the integrity,
efficiency. and effectiveness of NSA/CSS operations, provide intelligence oversight, protect
against fraud, waste, and nusmanagement of resources, and ensure that NSA/CSS activities are
conducted in compliance with the law, executive orders, and regulations. The OIG also serves
as ombudsman, assisting NSA/CSS employees, civilian and military,

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and
assess whether program objectives are being met and whether operations comply with law and
regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted tn accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The O1G administers a system far receiving and acting upon requests for assistance or
complaints {including anonymous tips) about fraud, waste,and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests and complaints, at the
behest of management, because of irregularities that surface during inspections and audits, or
on the initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organizational and functional reviews undertaken as
part of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency ot entitics and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

(b)(3)-A.L. 86-36

TO: DISTRIBUTION

SUBJECT: {F3/78H-NF Report on the Special Study of NSA’s Purge of Pen
Register and Trap and Trace Bulk Metadata | — ACTION (b}3)-P.L. 86-36
MEMORANDUM

1. —FS548H4H8 This advisory report summarizes the results of the
review by the Office of the Inspector General of NSA’s Purge of Pen Register and
Trap and Trace Bulk Mctadatal I.

2, —FSHSBHMNE On the basis of our observations and review of
procedures and documentation, we determined with reasonable assurance that
the Agency destroyed Pen Register and Trap and Trace (PR/TT) bulk metadata
from its declared systems, databases, and tape and system backups disclosed
to us before the PR/TT authority expired on 9 December 2011. Based on our
review, no management response 18 required for this report.

3. (U) We appreciate the courtesy and cooperation extended to our
staff throughout the review. For additional information, please contact Mr.
‘ lon 063-0922(s) or via e-mail at

{b)}(3)-P.L. 86-36

Georm

Inspector General
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NSA/CSS Office of the Inspector General
ADVISORY REPORT

—F5#S5HAN) SPECIAL STUDY OF THE AGENCY’'S PURGE OF
PEN REGISTER AND TRAP AND TRACE BULK METADATA

(U) Overview

— SN This report summarizes our special study of the Agency'’s
processes to destroy Pen Register and Trap and Trace (PR/TT) bulk
metadata from its declared systems, databases, and backups before the
authority expired on 9 December 2011. On the basis of our observations
and review of procedures and documeniation, we conclude with reasonable
assurance that the Agency destroyed PR/TT hulk metadata in the systems,
databases, and backups disclosed to us.

(U) Background

{b)(1)
{b)(3)-P.L. 86-36

{b)(1)
{b){3)-P.L. 86-36
{b){3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3}-50 USC 3024(i)

1S Between July 2004 |
to the expiration of the PR/T'T authority on @ December 2011, the Natonal

Security Agency {NSA}, with the assistance of certain U.S. telecommunications
service preoviders, collected, processed, and analyzed metadata from Internet
communications to obtain foreign intellisence information about the
international terrorist activities|

This activity occurred under a PR/TT authority (renewable every 90 days)
granted by the Foreign Intelligence Surveillance Court [FISC).

—~F5SH-AF [nearly 2011, the Signals Intelligence Dircetorate (SID) conducted
an examination of the NSA PR/TT program to assess its value as a source of
foreign intelligence information. That examination revealed that the PR/TT

program was not producing s

aluable foreien

program had been reinitiated

—PIFSHF On

intelligence information aiter the
(b)(1)
(b)(3)-P.L. 86-36

2011, SID requested that the Director, NSA
(DIRNSA) terminate the PR/TT program. SID recommended that NSA not renew
the PR/TT authority and destroy all bulk metadata collected pursuant to the
PR/TT authority. SID identified several limitations that contributed to the
program’s inabilily v meet expectations.

I e ramai s il
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2.
(b)(1)
{b}(3)-P.L. 86-36
{b)(3)-50 USC 3024(i)

3.

4,

;.Flp rEE‘RE;;#\E;‘AIF' FF'R AC

%_

—FS5+SH Other authorities can satisfy certain foreign intelligence
requirements that the PRTT program was designed to meet. The
Supplemental Procedures Governing Communications Metadata Analysis
(SPCMA), which SID implemented widely in late 2010, allows NSA to call-
chain from, to, or through U.S. person sclectors in Signals Intelligence
collection obtained under a number of authorities. In addition,
notwithstanding restrictions stemming from the FISC’s recent concerns
regarding upstream collection, FAA §702 has emerged as another critical
source for collection of Internet communications of foreign terrorists.
Thus, SPCMA and FAA §702 assist in the identification of terrorists
communicating with individuals within the United States, which
addresses one of the original reasons for establishing the PR/TT program
in 2004,

+PS77 SR

(U) DIRNSA’s Decision

{b)(1) 3
(b)(3)-P.L. 86-36 allow

. On:IQOll, DIRNSA approved SID’s request to
the PR/TT Order to expire and to destroy all collected bulk metadata

from the PR/TT program before the authority expired on 9 December 2011.

—FSHEHINF NSA Systems and Repositories that Stored PR/TT Metadata

—F5+5H+REr Before the purge, the Agency declared that PR/TT metadata

was storcd

2 (b)(1)
(b)(3)-P.L. 86-36
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1‘[‘!“3‘;’7"8‘177‘1‘@7}' |is the Agency’s corporate database that (P}N3)-P.L.86-36

(b)(1) accepts metadatal linto separate partitions,
(0)(3)-P.L. 86-36 including PR/TT FISA. | [contained the contact chain
summaries and transaction records for PR/ TT.
.« PSS lstored the contact chain

summarics that decument Internet communications between
fwo persons. A contact chain summary shows that & person
communicated with another person, their first and last contact
dates, and the total number of communications between them.

- ROSHANE I

(b))
(b)(3)-P.L. 86-36 o FGFFSENTY
{b)(3)-50 USC 3024(i)
. ATSLISH MR I
2. AFSHSEHN | |

0 SR S prwr—
(b)(3)-P.L. 86-36
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—{FSHEHNT) Review of NSA's PR/TT Bulk Metadata Purge

PSS The PR/TT metadata purge was performed from[:| (b)(3)-P.L. 86-36
through 9 December 2011. On 2 December and 7 December 2011, the OIG

independently cbserved the Agency’s purge processes to destroy PR/TT bulk

metadata from its declared systems, databases, and backups {as disclosed by

TD). Itis important to note that we lack the necessary system accesses and

technical resources to search NSA's networks to independently verify that only

the disclosed repositories stored PR/TT metadata. As a result, we completed

our special study through observation and review of procedures and system

documentation for the disclosed repositories only.

—F5/SH-4HS During our study, we observed the Knowledge Services'
Team (T1222) and T121 personnel perform system commands to purge PR/TT
mctadata from Agency systems and databascs. At our request, TD personnel
provided us with system documentation before and after the purge commands
had been performed. This documentation showed that the file systems and
tables that stored PR/TT metadata had been deleted from Agency systems and
databases. We also observed T1222 submit the backup tapes for secure
destruction and obtained copies of receipts signed by destruction persennel.
(b)(3)-P.L. 86-36

55 However, 53 had completed its purge before we had the
opportunity to observe. As a result, we were able to review the purge

procedures only for reasonableness ; we were not able to do the before and after
comparisons that we did for the TD systems and databases disclosed to us. S3
did provide system documentation that showed PR/TT metadata files no longer
resided in temporary memory of the[_____ |system and confirmed that
PR/TT dataflows had been terminated and all other purge procedures had been
completed forl |systems according to plan. Refer to Table 1 for the
six areas reviewed.
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(U) Table 1. Special Study Results

AL

Review Arsa | Org.

OIG .
Review Method

Procedures
Adagquately

Performed? -

Tape, disk, and
system backup T1222
destruction practices

Observed T1222 submit backup tapes for secure
destruction. Obtained copies of receipts signed
by destruction personnel.

Reviewed procedures and cbserved 71222
perform commands to purge[______] Obtained
system documentation that showed that the file
system had been deleted.

B)(1)

(b){(3)-P.

Yes

L. 86-36

T1222

Reviewed procedures and o 22
efform commands o purge'

b Obtained system documentation that

showed that tables had been deleted .

Yes

T1222

Reviewed procedures and observed T1222
perform commands to purqe| Ifor

Ubiained system

documentation thalt showed lhat file system s had
been deleted.

Yes

(b){3)-P.L. 86-36 71222

Reviewed procedures and observed T1222
perform commands to purge

| I Obtained
system documentation that showed that file
systems had been deleted.

Yes

Reviewed procedures and observed T121

perform commands to purge PR/TT metadata
from directories and tables. Obtained system
documentation that showed that directories, files,
and tables had been purged of PR/TT metadata

Yes

I:ISystems 83

urge procedures were reviewed only for
reasonableness. $3 had completed its purge
before we had the opportunity to observe. 53
subsequently provided system documentation
that showed that PRTT metadata files no longer
resided in temporary memory of and
confirmed that PR/TT dataflows had been
terminated and all other purge procedures had
been completed according to plan.

Yes

{U) Conciusion

—FSyH S On the basis of our observations and review of procedures and
documentation, we conclude with reasonable assurance that the Agency

destroyed PR/TT bulk metadata from its declared systems, databases, and tape

and system backups disclosced to us before the PR/TT authority expired on

O December 2011.

- o ke T



DOCID: 4248814

(U) This page intentionally left blank.



DOCID: 4248814

(U) APPENDIX

(U) T1222, T121, and S3 Purge Procedures
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(b)(3}-P.L. 86-36

(b)(3)-P.L. 86-36

(bj1)
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4248814

—HSHEHANFY Table A1. PR/TT Bulk Metadata Purge Procedures

—TSrsTNRT
Dates Procedure o
[ | L —lSB) terminatedl IPR!TT dataflows, purged metadata, and powered down
eguipment.
aquery services| were deleted to prevent analysts from accessing
PR/TT chairf Jdata stored in

1212111 | Phase 1 — T1222's purge procedures to destroy PR/TT metadata collected

1217111 Phase 2 - T1222's purge p

rocedures to destroy PR/TT metadata coliectedl |

12/7111 | T121's purge procedures to

delete sample PR/TT metadata from lhel |system:

12/9/11

Note. Before the purge, the Agency had only PRITT rnetadata| I

* PRAT metadata cbtained beforel|

lhad not been saved to the| ] As aresult, no

action was needed by T1222 for the|

| during the Phase 1 purge.

The entirg|

jwas deleted during the Phase 1 purge. As aresult, no action

was needed by 11222]

during the Phase 2 purge.

L)1)
(b)(3)-P.L. 86-36

{b)(3)-P.L. 86-36
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SECRET/RELTFOUSATVEY
NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE

FOoRT GEDRGE 3 MUADF | tAMP YD Amilr 13 75%% 5

30 December 2011

The Honorable Michael J. Rogers
Chatrman, Permanent Select
Committee on Intelligence

United States House of Representatives
Capitol Visitor Center HVC-304

U.S. Capitol Building

Washington, DC 20515-6415

Dear Representative Rogers:

(U//FEHEF The FISA Amendments Act of 2008 (I AA) authorizes the National Security
Agency/Central Securnity Service (NSA/CSS) Office of the Inspector General (1G) to assess the
Agency’s compliance with procedures for targeting certain persons, other than U.S. persons
(USPs) outside the United States. My office reviews the collection, processing, and reporting of
data at least quarterly. Incidents involving compliance with procedures for targeting cerlain persons,
other than 1ISPs, outside the United States and incidents involving minimization of USP information
are reported to the OlG as they occur and quarterly, Each incident is evaluated against the targeting
and minimization procedures set forth in the FAA and in NSA/CSS directives, This report covers
| September 2010 through 31 August 2011,

“SHRETOOSATVEY) In compliance with the targeting and minimization procedures
of §702 of the FAA, NSA/CSS disseminated intelligence reports based on SIGINT derived from

FAA §702 authorized collection. Of the| |disserninated reports, :|contamcd a

reference to a USP. In addition, NSA/CSS relcascdl |USP identities in response to customer

requests, some of which were not unique. (b){1)

(b)(3)-P.L. 86-36
~SHREEFO-USAYE During this reporting period]  |valid foreign targets who

were reasonably believed 1o be located outside the United States at the time of tasking were later

suspected or confirmed to be in the United States. In each instance, NSA/CSS targeted seleclors

that at the time of targeting were confirmed to be outside the United States but were late

=
]

| [ Compliance incidents occurred under such circumstances
dsl

s (U/AOHE Delays in implementing minimization procedures and purging unauthorized
collection,

(b)(1)

*  (Li/HeHEAnalyst misunderstanding of the autharity, {b){3)-P.L. 86-36
{b){3)-18 USC 798

s (L/A6H) Poor construction of database queries, and (b}(3)-50 USC 3024(i)

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

SECRE AR FO-HSA—F Y
Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 (litigation )
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o« (U/HOHE-System errors,

{L}) Action has been taken to correct mistakes, and internal management processes have been
reviewed and adjusted to reduce the risk of unauthorized acquisition and improper retention of USP
communications.

(L/AEH6) This is the third year for which the OIG has assessed for the Congress the
Agency’s compliance with FAA §702. Alter the OlG filed its report for the year ending
31 August 2010, discrepancies were identified between the data provided to the OIG by the
Signals Intelligence Directorate {S113) and similar information contained in a draft Agency
Report of Annual Review Pursuant to Section 702(1) of the Foreign Intelligence Surveillance Act
prepared by the NSA Office of General Counsel {OGC). 1t was determined that different
methodologies had been used to provide the information. The statistics were compiled
differently tor the number of reports disseminated based on FAA §702 collection and for the
number of USPs referenced in reporting. There were no differences in reporting for the number
of USP identities released in response to customer requests,

(U/AEHE3 The following table contains data for all three years of reporting using a
consistent methodology., When reconstructing the data, we discovered that we were unable to
confirm exactly how - of several possible legitimate counting methods - the numbers provided
1o us on USPs referenced in reporting for 2009 and 2010 had been compiled. For the current
year and retrospectively for 2009 and 2010, the table reflects the total number of USP identities
referenced in reports derived from FAA §702 collection, regardless of the number of times an
individual identity was released or the number of USP identities per report. In addition, the 2010
data initially provided to us on the number of reports disseminated excluded reports produced by
Signals Intelligence organizations outside NSA’s headquarters complex|

| | That number has been adjusted.

(b)(3)-P.L. 86-36

. Repont R”““’;’&‘;?,;g‘g‘:,‘;‘ig::‘" o | ygPs Referenced in Reporting
September 2008 - August 2009 (bX1)
September 2008 — August 2010 R (b{3)-P.L. 86-36
! September 2010 ~ August 2011
AR T O Sh v

(LSBT0 ensure consistency of reporting for the year ending 31 August 2011 and
for future years, the O1GG, OGC, and SID worked together to achieve a common understanding of
the reporting requirements for the two reports and have agreed on a methodology for
accumulating and analyzing the compliance statistics. The process has been standardized to
ensure continued accuracy and is being documented for future reporting. The table above
presents the reportable figures agreed on by the OIG and OGC for all three years for which
reports have been required.

»
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(L) The OIG continues to exercise oversight of Agency intelligence activities.

N g O Q0aral

GEORGE ELLARD
[nspector General

Copy Furnished:
The Honorable C.A. Ruppersherger
Ranking Member, Permanent Select
Committee on Intelligence
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h\s'ELTJEf?},\
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
" OFFICE OF THE INSPECTOR GENERAL
EE il 9800 Savage Road
OI'S 21, Suite 6247
Ft. George Meade, MDD 20755-6247

\ ”A I'F\ ﬂﬂ

20 Pecember 2013

The Pionorable Saxby Chanibliss
Vice Chairman, Select Committee
on Inteiligence

Linited States Scnale

211 Hart Senate Office Building

Washington. DC 20510 ) (1)

{b) (3)-P.L. B86-36

Dear Mr. Vice Chairman: {b) (3) -50 USC 3024({i)

{U} Section 702 (13 (2) of the FISA Amendments Act of 2008 (IFAA) authorizes the National Security

Ageney Central Security Service (NSA/CSS) Office of the Inspector General (O1G) 1o assess the Agency's
compliance with procedures for targeting non-ULS, persons outside the United States. My Office reviews incidents
invoiving cempliance with procedures for targeting non-11.5. persons outside the United States and incidents
involving minimization of U.S. person information as they are reported to the O1G and quarterly. Lach incident is
cvalualed sgainst the targeting and minimization procedures adopted by the Director of National [ntelligence and the
Auorney General and approved by the Forcign lntelligence Snrveillance Court. This tetter covers the | 2-month
period ending 31 August 2013,

=5y During that period. the O1G completed two reports on implementation of FAA §702. The irst was an
assessment of management controls over FAA §702. which examined the desizn ot'the mdna&,emem condrols that
ensure compliance with FAA §702 and the targeting and minimization procedures gsg
Certifications. Future studies will test the identified controts. The second report

T30 compliance with the targeting and minimization procedures of FAA 6?021 Iim::lfigcncc reports

were disseminated by NSA "C%‘l [based on SIGINT derived

from FA/\ §702 authorized collection,’ Of thel Jdisseminated reports, l Fontained one or more references

o USPs.” During the previous reporting period, NSA stupped counting references to ULS. service providers

contained in an e-mail address as a USP reference it ihe e-mail address was used by a non-USP, For example, a

reference in a disseminated report that target A communicated using c-mail account target A USpravider.com is no

S —— (b} (3)-P.L. 86-36

“(th fhesc reports were bd‘;ed in whole or in part on information acquired pursuant (o FAA $702(a).
(W |
| [the references o
USH rdentities might have resutied from collection pursuant to FAA 3702 or from othet authorized SIGINT activily
conducted by NSA that was reported in conjunctien with information acquired under FAA §702,
=3P The Central Intelligence Ageney (C1AY does not conduct acquisitions under FAA-$702. However, it
receives unminimized comnunications from NSA and FBI and disseminates information based on those
communications. | l

{b) (1)
AR ETORN (b) (3)-P.L. 86-36

Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 {litigation)
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longer included as 4 report referencing a USPE identity. if target A is a non-USP. Because this change was in efteel
for the entirety of the current reporting period. the tolal number of NSA intelligence reports counted for this repart
as containing one or nore references (0 USPs is significantly lower than last vear.”
{b) (3)-P.L. 86-36
(L) R NSACSS released [ JUSP identities in response 10 customer requests for LSP identities not
reterred to by name or title in the original reporting* he majority of these reguests were received from elements of
the United States Intelligence Community or federal law enforcement a2enciqy) (1)
{b) (3)-P.L. 86-36
iy [Juring this reporting period, NSA determined that, on:Ioccusions. selectors betonging o non-LisPs
reasonably believed to be located outside the United States al the time of tasking were Jater suspected or confirmed

10 be| |
| |
1 |

‘1‘3""‘3’2"“?@?‘}" ]DUJ filed & preliminary nolice ol compliance tcident with the FISC that advised
the Cournt thay

(U} As reported in the OIG™s quarterly repont o the President’s Intelligence Oversight Beard on NSA activities.

compliance incidents oceurred under such circumstaneces as: (b) (1)
(b} (3)-P.L. 86-36
s (L) Taskcd selector not meeting the requirements of the ertification {b) {(3)-18 USC 798

e L {b) (3} -50 USC 3024(i)
¢ (L) Swstem errors resulting in improper storage or aceess

¢ (L) Delayed detasking ol targets identified as USPs or traveling in the United States
s (L) Dissemination errors
¢ (1}) Poor construction of databasce queries and

s (L)) USP status discovered post-tasking, (BH{1) (b) (1)

" (b)(3)-P.L. 86-36 (b) (3)-P.L. 86-36

. C e : (b) {3)-50 USC 3024(i)
) For the previous reporting period, NSA reported lhat:Iimclligcncc repoIts contained one or more
references to USPs, including references to U8, electronic communications providers as part of @ commiunications
identifier.

& For the previous reporting period. NSA reported thntDidcntirim were disseminated in response to
requests for identities not referred 1o by name or title in the original reporting. For the current reporting period,
fewer than a quarter of these disseminated USP identities were proper names of individuals or their titles.

|\ (U Feped | ]

(b) (3)-P.L. BE-36
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(11y Action has been taken to correet mistakes. and management processes have been reviewed and adjusted to
reduce the risk of unauthorized acquisition and improper retention of USP communications.,

(L) This is the fifth yvear for which the OIG has reviewed the Agency 's compliance with FAA §702 for the
Congress. To ensure consistency berween DIRNSA ™S report of the annual review conducted in accordance with
FAA £702 (1) (3) and this O report, the OLG and the Signals Intelligence Directorate worked together to achicye a
common understanding of the reporting requirements and have agreed on a methodology for accumulating and
analyzing compliance statistics,

(L} The O1G continues o exereise oversight of Agency intelligence activities.

DR. GEORGE ELLARD
Inspeclor General

Copy Furnished:
The Honarabte Dianne Feinstein
Chairman, Select Committee
on Intelligence




"NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 207 585-8000

19 November 2010

The Honorable Silvestre Reyes
Chairman, Permanent Select
Committee on Inteltigence -

United States House of Representatives
H-405, The Capitol

Washington, DC 20515

Dear Representative Reyes:

(U/AOTOT The Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008
(FAA) authorizes the National Security Agency/Central Security Service (NSA/CSS) Office of
the Inspector General (OIG) to assess the Agency’s compliance with procedures for targeting
certain persons outside the United States, other than U.S, persons. My office reviews the
collection, processing, and reporting of data at least quarterly. Incidents involving compliance with
procedures for targeting certain persons outside the United States, other than U.S, persons, and
incidents involving minimization of U.S. person information are reported to the OIG as they occur
and quarterly. Each incident is evaluated against the targeting and minimization procedures sct forth
in the FAA and in NSA/CSS directives. This report covers the period 1 September 2009 through
31 August 2010.

5 In compliance with the targeting and minimization
procedures of §702 of the FAA, NSA/CSS disseminatcd|:] intelligence reports based on
FAA 702 authority. Ofthe[ ] disseminations[lreports contained a reference to a U.S.
person identity. In addition, NSA/CSS released U.S. identities in response to
customer requests. The total ofl |is an aggregate of FAA-derived identities because
NSA/CSS’s tracking system did not discriminate between FAA sections until 26 'Nov‘embcr...:(

b)1)
2009, (b)(3)-P.L. 86-36

: During this reporting pcn'od,[lvalid foreign targets
reasonably believed to be located outside the United States at the time of tasking were later
suspected or confirmed to be in the United States. In many instances, NSA/CSS targeted

selectors that at the time of targeting were confirmed to be olm_UnM_bnmLc_l
later]

[

[ In some cases, compliance incidents occurred under
circumstances such as: '
(b)(1)
(b}(3)-P.L. 86-36
(b)(3)-18 USC 798 .
(b}(3)-50 USC 3024(i) Derived From: NSA/CSS Classification Guide 2-48

Dated: 20090804
Declassify On: 2035+H136—
—TOP SECRETHECOMINTFAREITFOUSAFYEY—

Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 {litigation}
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(U//FOEE7} Target selectors were tasked under an incorrect §702 certification category.
(U/AFBY0) Targets were tasked before §702 certification was approved,

(U/A606) Software malfunctions caused unintended collection.

(U/FOH0) Database queries were poorly constructed.

(U/F6Y0) There were delays in implementing minimization procedures and in purging
unauthorized collection.

{U) Action was taken 1o correct any mistakes, and processes were reviewed and adjusted to
reduce the risk of unauthorized acquisition and improper retention of U.S. person communications.

(U/Fe38) The OIG continues to exercise oversight of Agency intelligence activities.

GEORGE ELARD QA@Q
Inspector General

Copy Furnished:
The Honorable Peter Hoekstra
Ranking Member, Permanent Select
Committee on Intelligence
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ST-08-0001
OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
7 April 2008
IG-10919-08

TO: DISTRIBUTION

SUBJECT: (U} Report on the Assessment of Management Controls to

Implement the Protect America Act of 2007 (ST-08-0001)}—ACTION
MEMORANDUM

1. (U) This report summarizes our Assessment of Management
Controls to Implement the Protect America Act of 2007 (ST-08-0001) and
incorporates management's response to the draft report.

2. (U/ /FOY6}-As required by NSA/CSS Policy 1-60, NSA/CSS
Office of the Inspector General, actions on OIG recommendations are subject
to monitoring and follow-up until completion. Therefore, we ask that you
provide a written status report concerning each planned corrective action
categorized as “OPEN." If you propose that a recommendation be
considered closed, please provide sufficient information to show that actions
have been taken to correct the defictency. If a planned action wili not be
completed by the original target completion date, please state the reason for
the delay and pro completion date. Status reports
should be sent to | Assistant Inspector General for
Follow-up, at OPS 2B, Suite 6247, within 15 calendar days after each target
completion dale.

3. (U/ 7POH0} We appreciate the courtesy and cooperation

extended to the auditors throughout the review. For additional tign
please contac n 963-2988 or via e-mall at]

(b) (3)-P.L. B6-36 }&mﬁ/ M _

George Ellard
Inspector General

Bpproved for Release by NSA on 11-10-2015. FOIA Case #80120 (litigation}

—FOPSEERETHEOMINTHNOFORN-
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DISTRIBUTION:

DIR

D/DIR

GC

D/GC{O)

Signals Intelligence Director
Chief, SID/PPAS

Chief, SV

SID/POC 1G Liaison SV
Chief, 52

Chief, 53

Chief, 533

Chief, $332

CC:
IG
D12
D13
D14
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(V) EXECUTIVE SUMMARY

(U) OVERVIEW

—t57/58 NSA has implemented procedures to comply with the
provisions of the Protect America Act of 2007 {PAA), which modified
the Forelgn Intelligence Surveillance Act (FISA} and was signed Into
law on 5 August 2007. To protect the privacy rights of U.S. persons,
the new legislation required NSA to implement and follow procedures
established by the Director, NSA {DIRNSA) to ensure its adherence to
three requirements: that targets are located overseas, that the foreign
intelligence purpose is significant, and that personnel follow
applicable mintmization procedures. In general, management controls
to comply with PAA requirements are adequate. Specific controls to
determine that targets are located overseas are especially strong.

—&57//51) Made necessary by the technology changes that have occurred
since the FISA was drafted in 1978, “FISA modemization” was
iniended (o restore the effectiveness of the Act by eliminating the
requirement for NSA to obtain court orders for monitoring the
communications of persons physically located outside of the United
States. Although the PAA expired in February 2008, NSA coliection
permitted under its provisions will continue for up to another year.

(U) HIGHLIGHTS

{U) The Office of the Inspector General assessed pracedures
established by DIRNSA to ensure compliance with the three PAA
requirements. Management concurred with the recommendations.

s {U) NSA immediately Implemented DIRNSA-directed procedures on
compliance with the PAA. Management controls to determine that
targets are located overseas are particularly strong.

¢ {53778/ REETOUSA/TFVEYT PAA tasking needs additional
controls, Though current controls provide reasonable assurance of
compliance with the PAA, additional controls are needed to verify
that only authorized selectors are on collection and that
information acquired through the use of selectors is related to the
expected forelgn intelligence targets.

* (U) More rigorous controls will Increase the reliabilityof[ |
for PAA compllance. While existing] | are excellent
preventive and detective controls, current methodologles are not
rigorous enough to draw valid conclusions about the entire
popuiation,

{b){(3)-P.L. 86-36
—FOPSECREFHCOMINTHNOFORN—
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. (U) BACKGROUND

{U) The Protect America Act of 2007

13773/ REETO-USATFVEY- On 5 August 2007, the President
signed into law the Protect America Act (PAA) of 2007. The PAA,
which expired on 16 February 2008, amended the Foreign
Inteliigence Survetllance Act {FISA} of 1978. Specifically, the PAA
authorized the Attorney General (AG) and Director of Natlonal
Intelligence {(DNI) to approve, without a court order, the collection
of foreign intelligence information from facilities located inside the
United States concerning persons reasonably believed to be located
outside the United States, subject to certain criteria. As of 31

2008, NSA had approximately]  |internet selectors and
elephony selectors on PAA-authorized collection. From the

passage of the PAA through 31 March 2008, NSA had 1ssued[:]
reports that included PAA-derived intelligence.

(U) Requirements of the PAA

{)) The objective of our review was to assess the adequacy of
management controls to impiement and ensure compliance with
three requirements of the PAA related to NSA operations:

®) (1) + {5758 Foreignness.' Selectors on PAA collection must

- _ concern “persons reasonably belteved to be located cutside
(B} {3)°F. L. 86-36 of the United States.”

» {3775 Foreign Intelligence Purpose. A significant purpose
of the collection is to obtain foreign intelligence
information.

» () Minimization Procedures. NSA personnei must follow
appropriate minimization procedures.

; At the time of our review, the AG and
DNI 1ssu eparate certifications that authorize NSA to

acquire foreign intelligence information of certain targets:

' (U) NSA’s reasonable belief that a target is located outside of the United States based on one or more
pre-determined factors.

“TOP SECRET/COMINTI/INOFORN
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(b} (1)
(b} (3)-P.L. 86-36

(1) These certifications were based on representations made by the

Director of NSA (DIRNSA) in affidavits that detail the management
controls and procedures that NSA will foliow.

{U) Standards of intermnal Control

(U} We assessed management controls against the General
Accounting Office’s Standards for Internal Control in the Federal
Government, November 1999, which presents the five standards
that define the minimum level of quality acceptable for
management control in govemment—Control Environment, Risk
Assessment, Control Activities, Information and
Communications, and Monitoring.

(U} Internal control, or inanagement control, comprises the
plans, methods, and procedures used to meet missions, goals,
and objectives. It provides reasonable assurance that an entity
is effective and efiicient in 1ts operations, relfable in its reporting,
and compliant with applicable laws and regulations. NSA/CSS
Policy 7-3, Internal Control Program, advises that evaluations of
internal control should consider the requirements outlined by
the Standards. The Office of the Inspector General [OIG) uses

the Standards as the basis against which management control is
evaluated.
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Il. (U) FINDING

—{&4#84) Since the PAA was passed in August 2007, Agency management
has made progress in implementing the PAA and establishing management
controls that are crucial to ensuring compliance with the PAA. NSA
implemented all the procedures delineated by DIRNSA in the affidavits to
the certifications. The controls implemented to verify that selectors tasked
under the PAA for targets located outside of the United States are
particularly strong. Nevertheless work remains to implement additional
controls to:

v (5451 Verify| |that authorized selectors, and
only those seleclors, are on collection.

{b) (1) » 5451 Verify that analysts routinely review intercepted data
(b (3) 50 Use 3024 (1) and confirm that information acquired is related to the
expected foreign intelligence targets.

* (U) Improve the validity and reliability of various| _______|of
PAA compliance by Agency management. (b)(3)-P.L. 86-36

e (U) Improve target analysts' understanding of the PAA.
(U) Assessment details are included in Appendix B.

(U) NSA Immediately impiemented DIRNSA-directed procedures on
compliance with the PAA

{U) Within weeks of the PAA enactment, NSA implemented the
procedures that DIRNSA delineated in the afidavits and butlt on
those procedures to establish rigorous processes to ensure
compliance with the three requirements of the PAA. Management
controls to determine and document forejgnness were particularly
strong. Controls covering foreign intelligence purpose and
compliance with mintmization procedures were also adequate.

(U) SBome examples of NSA's accomplishments to date are:

« (U//6U6) The PAA Implementation Team was established
to coordinate all aspects of PAA implementation.
Components of the team include internal and external
communications, collection and data flows, mission
operations, and policy and oversight.

“TOP SECRETHCOMINTHNOFORN—
3



DOCIDST-RI&B832 —TOPSECRETHCOMINTHNOFORN—

s {SLSH/REL-TFO-USAIOAY] Telephony and Internet
selector tasking systems were updated to allow analysts to
document the foreignness determination. Also, controls
were programmed into tasking systems to ensure that
required Information is documented and tasking is
appropriate to AG/DNI certification targets.

« (U//PEUHOFWithin weeks of PAA passage, Signals
[ntelligence Directorate (SID) Oversight & Compliance
(O&C} office, with the Office of General Counsel {OGC} and
the Associate Directorate for Education and Training, had
developed interim tratning that included a briefing by an
OGC attorney and a competency test. On January 9, 2008,
0&C deployed new and improved training.

« (U//FOYEO} Agency management developed and published
standard operating procedures, including procedures for
training and raw traffic access, tasking, and inctdent
reporting that will ensure consistent application of the PAA.

» (U/A0B0FA PAA web site was established to provide the
NSA workforce with consistent, reliable, and timely
information. From a single location, target analysts can
read communications from NSA leadership, access
certification-related documents, and view PAA-related
standard operating procedures {SOPs).

e (U//FOU6} The PAA Procedures and Analytic Support
(PPAS) team runs various processes to ensure complance
with the PAA. Specifically, PPAS personnel condu
foreignness checks of current targeting and notify targe
analysts of potential changes to a target’s status. They
also perform MOusli_lmugf taskings for
compliance with other T ments and guide target
analysts through the targeting and tasking processes.

(b) (3)=P.L. 86-36
(U) PAA tasking needs additional controis

—5773% Aithough NSA Implemented a sertes of controls to provide
reasonable assurance that target analysts task only authorized
selectors—selectors that meet the forelgnness and foreign
intelligence purpose requirements—additional controls are needed
to verify that only authorized selectors are on collection and that
tasked selectors are producing foreign intelligence of the expected
targets.
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—{&/75t) Controls are needed to verlfy] khat authorized
selectors, and only those selectors, on ¢o on.

b (1)
(b) (3)-P.L. 86-36
(b) (3) -50 USC 3024 (i)

(b) (1)
(b) (3)-P.L. 86-36

—5//5HFREEFO-U8AEEY With the telephony tasking systern,

and to some extent th king system,

| ___|a risk of discrepancies

| Ulttmately, discrepancles might
result In violatlons of over-collection—selectors that are on

collection that should not be—and incidents of under-collection—
selectors that are not on collecion but should be. Periodic
reconclliation of NSA and provider records is critical to identify and
resolve discrepancies and minimize violations and incidents.

~57/+/68- At the time of our review, NSA had not fully reconctied
Agen — |tasked selectors. Although
Collection Managers prepared draft reconciitation procedures, the
procedures were manual, |

W_

Implement] [process that routinely
reconclles PAA-tasked seleclors with the providers.

(ACTION: S3/Chlef, $332)
—ts77sn) |

(U) Management Response

CONCUR. —(FS/£SH-ANE) |

Status: OPEN
Target Completion Date: 15 May 2008

{U) OIG Comment

(U) Planned and ongoing actions meet the intent of the
recommendation.

—FOPSECRETHCOMINTINGFORN—
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—{5451) Controls are needed to validate that target analysts routinely confirm
that Information acquired through the use of selectors is related to the
expecied forelgn intelligence targets.

—5/+/88 PAA Standard Operating Procedures #2-07, Analyst
Checklist, obligates target analysts to perlodically “review
intercepted data and confirm that the tasked selector is producing
foreign intelligence from the expected target (which is authorized
under the Certification).” A supplementary SOP on the analysts’
obligation to review was in draft. Additional controls are needed to
monitor compliance with this requirement to ensure that
unintended persons are not mistakenly targeted.

J-(S#GI-) Implement controls to verify that target analysts

routinely review intercepted data and confirm that information
acquired through the use of selectors is related to the
expected forelgn Inteliigence targets.

(ACTION: Chief, S2 with O&C)

(U//FOH9) In December 2007, Analysis and Production personnel
sald they are considering an automated report that will determine
whether target analysts query, and therefore review,
comununications in the collection databases. Although such a
report 15 technically feasible, its usefulness as a management
control remains uncertain.

{U) Management Response

CONCUR. 45758 The Deputy Director for Analysis and Production
(DDAP) is working with O&C to establish formal controls to verify
that target analysts routinely review both telephony and
Internet-based collection. The system currently being devised will

Status: OPEN {b) (1.)
Target Completion Date: 30 JunmR008-r.1L. 86-36
(b} (3} -50 USC 3024 (i)

(U) OIG Comment

(U} Planned acton meets the intent of the recommendation.
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(U) More rigorous methodologles will improve the rellabliity of NSA
spot checks

{U/ /F656] As shown in Appendix B, NSA is conducting, or plans
to conduct, that are important to ensure compliance
with the requirements of the PAA. Specifically,

e {37781 The PPAS team is conducting of
foreignness determinations {with limited checks of foreign
intelligence purpose) of selectors tasked under the PAA.

» 57758 The SID O&C reviews selectors pulled for AG/DNI

o . reviews and Is working on plans to conduct
(b} (3)-P/L. 86-36 [ |of targeting decisions that will oompgemcnt AG;DNI
' reviews without being redundant.

« (U//FeHO} O&C conducts superaudit reviews of
queries in raw traffic data ensure compliance with
the appropriate certification and minimization procedures.

+ (U7 AFEOHE O&C conducts reviews of all reports

generated by PAA collection to ensure adherence to NSA
policy and standard minimization procedures.

{U] While such checks are excellent preventive and dete
controls, neither organization had documented its
procedures or considered using quality assurance and statistical
sampling techniques that would strengthen the reltability of the
resuits. In particular, neither organization had documented formal
methodologies that specifled the universe, population, sample size,
and means of selecting items for review. The bases for sample sizes
were unstructured and sample item selections were judgmental
rather than truly random.? Sampling results were therefore not
rigorous enough to draw valid conclusions about the entire
population.

(b)(3)-P.L. 86-36
(U} Integration of statistical sampling or quality assurance
techniques into existing and planned methodologies will not only
increase the validity and usefulness of the |but will
likely decrease the frequency, time, and eflort nee to conduct
them. In short, well-planned methodologies will improve the
reliability and efficiency of these important controls.

}{U) For a sample to represent a population, all items should have an equal probability of selection. Only
samples that are truly random (¢.g., by using a random nuimber table 10 select items) are representative of the
populatior. Samples based on haphazard or judgmental methods may be biased and are unlikely to be
representative of the population.

—FOP-SEERETHEOMINTHNOFORN-
7
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tb) (3)-P.L.

. (U/FFOUO) Develop and document rigorous methodotogies for

' conducting| jof PAA compliance.

i (ACTION: Chlef, O&C and Chief, PPAS)

(U/ /26H8) In January 2008, the Chief, O&C stated that both O&C
and PPAS are working on more rigorous methodologies.

86-36 (U) Management Response

CONCUR. {S/#/SH/REH-Management stated that Q&C is

documenting methodologies and procedures for conducting
The management response did not include planne

corrective actions for PPAS|

Status: OPEN
Target Completion Date: 2 May 2008

(U) OIG Commaent

(U) Planned action meets the intent of the recommendation for
Q&C. Planned actton for PPAS remains unresolved,

(U) Target analysts need greater understanding of the PAA

(U/ AFBH6¥As shown In Appendix B, NSA has made significant
progress In implementing a critical management control—training
and awareness. Agency-wide e-mails, workforce presentations, a
PAA-dedicated web site, and interim training are used to
communicate with the NSA workforce. Improved training will
further highlight aspects of the PAA authority most relevant to
target analysts. However, two additional improvements are needed
to provide target analysts the teols and guidance they need to
implement the PAA.

(U) Working Aid or Quick Reference on NSA Authorities

(U/ AFEOH6; Given the increasingly complex and dynamic web of
authorities under which NSA operates, target analysts are at risk of
misunderstanding the PAA authorities. Although existing training
and awareness provides detaiis on the PAA, analysts might still be
confused about how it differs from other NSA authorities. A
working aid or quick reference that compares the basic elements
and requirements of NSA's various authorities, with links to the
authorities themselves, will help analysts navigate through the
many documents and legalese and reduce the risk of violations.

—LOR SECRETHEOMINTHNOFORN-
8
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Such guidelines and working aids should be available to employees
at all times.

(U/FEU0) Publish and malntain a working ald that compares
key requirements for SIGINT collection, processing, retention,
and dissemination authorized by E.O. 12333 with requirements
of other significant additionai authorlties, for example the PAA

and FISA. in the working aid, provide links to the authorizing
documents.

(ACTION: O&C with OGC)

{U/ 050} The Chief, O&C, stated that planning has begun Lo
develop a course that will include an overview and explanation of
NSA's authorities, when to use them, what needs to be done to
acquire them, and what the handling and minimization procedures
are for each. If a working aid becomes an element of such training,
we recomnmend that it be made available to the workforce as soon
as possible rather than be tied exclusively to the training course.

(U) Management Response

CONCUR. (U7 4900 Management stated that O&C levied a
requirement for the Assoclate Directorate for Education and
Training to develop an overview course of NSA's surveillance
authorities. Course development is well underway and includes a
requirement for a job aid.

Status: OPEN
Target Completion Date: 25 April 2008

(U) 0IG Comment

(U) Planned action meets the intent of the recornmendation.

{U) Communicating PAA-related Guidance (b)(1)
(b){3)-P.L. 86-36
157738 Not surprisingly, certain overarching questions on how to

apply and comply with the PAA surfaced during our review. For
example, target analysts expressed thgrrumxnamm_numtl
and purging communications of targe
the United States. However, no mechanism was in place to keep
the analysts informed of what to do while O&C consuited with OGC
and developed the needed guidance. For example, by the end of
our review, OGC had issued guidance in an e-malil to O&C, who

subsequently decided that PPAS, rather than the target analysts,
would purge collection for PAA Incidents; but, existing procedures

— TOP SECRETHCOMINTHNOFORN—
9
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were not updated to reflect this change. As NSA personnel
continue to apply the PAA, more questions and uncertainties will
inevitably emerge. To minimize confusion, a process is needed to
vet, communicate, and post PAA guidance as a reference until it
can be incorporated into more formal policy or SOPs, if needed.

(U/FFOYO) implement a process to vet, communicate, and post
PAA guidance unti! it can be Incorporated into poflcy or SOPs.

(ACTION: O&C)

(U) Management Response
CONCUR, (U/AeUSFManagement stated that O&C would work
with the OIG, OGC, SID Policy and the PAA Legal /Policy /Oversight
Team to document the process for vetting, communicating, and
posting PAA guidance.

Status: OPEN
Target Completion Date: 2 May 2008

{U) OIG Comment

(U} Planned action meets the intent of the recommendation.

{U) Conclusion

{U) Within a short time, NSA has made considerable progress in
setting up the needed training, policies, processes, procedures,
systems, and oversight to ensure compliance with the PAA. Our
recommendations strengthen the planned or Implemented
management controls, and NSA has already taken steps to address
many of our concerns. As Congress continues to debate a
long-term solution to the collection gaps that exist in FISA, the
controls that NSA has in place set a solid foundation that will
accornmodate any law that supersedes the PAA.

(U} For this review, we did not conduct a full range of compliance
and substantive testing needed to draw conclusions on the efficacy
of management controls. We plan to complete such testing in a
follow-on review.

10
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Il5. (U) SUMMARY OF RECOMMENDATIONS

{b) (3)-P.L. 86-36

(U) Recommendation 1
~SHSH Implement| process that routinely reconclles PAA-tasked
selectorsy
(U) Action: SID/S332 :2: :;: -P.L. B6-36
(V) Status: OPEN (b} (3} -50 USC 3024 (i)

(U) Target Completion Date: 15 May 2008

(U) Recommendation 2

~-{5#51) implement controls to verify that target analysts routinely review
intercepted data and confirm that information acquired through the use of
selectors Is related to the expected foreign Intelligance targets.
{U) Action: SiD/S2
(V) Status: OPEN
(U} Targst Completion Date: 30 June 2008

(U) Recommendation 3

fUﬁFOUO} Deveiop and document rigorous methodologles for conducti ng|

PAA compllance.

(U) Action: SID/O&C and PPAS
(1)) Status: OPEN
(U) Target Completion Date: 2 May 2008

(b) (3)-P.L. B6-16

(V) Recommendation 4

{(U/AFOU0)} Publish and maintaln a working aid that compares key requirements
for SIGINT collection, processing, retention, and dissemination authorized by
E.O. 12333 with requirements of other significant additional authoritles, for

example the PAA and FISA. In the working ald, provide links to the authorizing
documents.

(L)) Action: SID/O&C with D/OGC

{U) Status: OPEN
(U) Target Complstion Date: 25 April 2008

11
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(U) Recommendation 5

(U/FFOHE) Implement a process to vet, communicate, and post PAA guidance
until it cen be incorporated into policy or SOPs.

(U} Action: SID/O&C
(U) Status; OPEN
(U} Target Completion Date: 2 May 2008

12
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DIRNSA
DNI
FISA
o&C
OIG
PAA
PPAS
OGC
SID

(U) ACRONYMS AND ABBREVIATIONS

(U) Attorney General

(U) Director, National Security Agency
{U} Director of National Intelligence

(U) Foreign Intelligence Surveillance Act
(U) Oversight & Compliance

(U) Office of the Inspector General

{U) Protect America Act

(U) PAA Procedures and Analytic Support
(U) Office of General Counsel

(U) Signals Intelligence Directorate
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(U) APPENDIX A

(U) About the Review
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(U) ABOUT THE REVIEW

(V) Objectives

{U) The objective of this review was to assess whether management
controls are adequate to provide reasonable assurance that NSA
complies with the terms of the PAA. In particular, our review
assessed the adequacy of controls on the three PAA requirements:

» (57730 Foreignness. Seleciors on PAA collection must

concem “persons reasonably belleved to be located outside
of the Untted States.”

o —1877SHForeign Inteltigence Purpose. A significant purpose
of the collection is to obtain foreign intelligence
Information.

+ {U) Minimization Procedures. NSA personnel must follow
appropriate minimization procedures.

(U) Scope and Methodology

(U] The review was conducted from September 14, 2007 to
November 30, 2007.

(U) We interviewed Agency personnel and reviewed documentation
to satisfy the review objectives.

{U) We did not conduct a full range of compliance or substantive
testing that would aliow us to draw conclusions on the efficacy of

management controls. Our assessment was limited to the averall
adequacy of management controls.

(U) This review was conducted in accordance with generally
accepted government auditing standards, as set forth by the
Comptroller General of the United States and implemented by the
audit manuals of the DoD and NSA/CSS Inspectors General.

(V) Prior Coverage

(U) The OIG has conducted no prior coverage of NSA's
implementation of the PAA.

Appendix A
Page 1 of 1
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(U) APPENDIX B

(U) Assessment of Management Controls
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(L) Many of the internal control requirements were established by the Afidavit of DIRNSA submitted for each Certification.
Exhibit A to the Afidavit, and Exhibit B to the Afftdavit, Exhibit A is common to each of the three AG/DNT certifications issued at
the time of the review and establishes the procedures used to determine the foretgnness of a target. Exhibit B for each affidavit
contains the minimizaliun procedures to be used for information collected under the related Certiteation, These procedures are
unique to each Certification. In addition to the control requirements established by the afidavits and exhibits, the Standards for
Internal Control in the Federal Government provides a general framework of controla that should be incorporated into daily

operations.

Control Objective

Description

Asscssment

Adeguate

Needs
Inprorement

e o |

thy-(1)
(b} (3} -P. L. 86_-36

(U} Exhitst A

U/ HAQRIE) Accorling to the Analyst Checkdist, a tasking
analynt prust review tasking subsmitted by a target analysi for a
aecoad-level ceview of foreignmneas. If the target analyst and
taaking anajynt are the same peraon, 3 tasking auditor will
perform the scomnd level review,

w;mmwwwm(o&cl'mmum
with the CGC, has developed mandatory alning for analynbs
tanking under the PAA and analysus accrasing ieformation
coflected under the PAA

U reve] |

L0 Exhitdt A

Appendix B
Page L A 6
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(U) ASSESSMENT OF MANAGEMENT CONTROLS

W Control Objective

Source

Description

Adeguate

P

U/ rouey

{b) {1)

{b) {31 -P

(U Exhibit &

L. BE-38

m;;neam To meet the rt‘qulmnmls ﬁJr rlomumun.g

U/ PO The Analyst Cherddist states that “the target analyst
t4 required 10 credte & permanent record of the atations
ansociutsd with each t and associated sclectore,

1'119 f‘hrdd.lsl fnrther deacribes
waton

memlnmmumwmmdngmﬂcum

Ly AEwse]

U Exchabit &

(U /POEE) NSA personine] support mandates) AG fDNI revicws.
of PAA targetiig decisiona. So far, AG/DN] have not formally
reported any vialatons to NSA.

{U/ Feter The AG and DNT conducted 12 Independent reviews
of “fareignnesa” determinations as mandated in Exhibdi A
tndtlal reviewa were conductat B4 days after the certificaton

was sighed, amf sulﬁfi: reyiews are copdiicted svery
30 days thereafter.
!!he Al decided to conouict feviews dvery

¥u. track resolution of feedback and
reocowmmendations provided by the AG /DNI review teams during
the reviews,

(b (3)

-P.L.

BE-3&

N Exhibit A

=Bt BR-O8C was checking selectons pulled for AG/DN] reviews
but had no formal standard ures or rigorous

. working
complemend A/ DN reviews without betng redunddant. Ses
Recommendation: #3.

[J7 AR The PPAS team does imited checkes for foreginness.
Hewever, the PPAS team does not huve 8 documented

methodology for cemducting the Ser
Recommendation #3. |:]

—TFOPSECRETHEONMINTHNOFORN—
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Control Objective

Source

Dencription

Adeguate

(U7 APERSEH ~In deternining whether each nf
the persma targeted for collection pursuant
to this request posacsaca and Ia likely to
communicate mfarmabion [of a fpreign
intelligemce value], NSA constders (cértain
iniorroation|.”

(bY {3)-P.L. B6&+

Forelgn Intelligence Purpose

L] DIRNSA
Affidawvii

36

(U/ AFoHE The Analyst Checkilst tncludes steps that analysis
must fllow to ascertain under which cectification the target can
be tasked.

Tasking Lools wert mmod.
0 rasune tongdstency and socuracy in tangeting

informnation entered by anafysts, [ |J

{U/ A%86) Analvsts must ajse doculnent, in the tasldng toots,
the Informuntion Need that o Larget iy expected (o satinfy,

5 The Analyst Checklist requines anaiysts to mutnely
review (ntercepted dala and eomfirm that tasked selectors are
producing forelgn intelHgence from the caipected largels. A
13 planned that will provide full 1nslr on an byst's
review obiligation. In addition (o the SoP, managernenit should
develop controls (o enpure analysts sre condocting regideed
reviewn, See Recounnendation #2.

{Uf A8 In confunction w1 f foreignness, the
PPAS Leam does Emited checks of foredgn intelfigencr purposc.
However, the PPAS tsaimn does not have a documented
methodology for conductng the Ser
Recomymendation #3. |:|

U] Routine aidits of quenies of raw traffic databases e
performed to validate that the queries will Ukely produce foreign

micitigence information.

Appendin B
Page 3 of 6
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(U) ASSESSMENT OF MANAGEMENT CONTROLS
T Asecasmient
Cootrol Objective Source Description Neods
Adegquate T t
L (53 ~. . .NSA will follow: (a} the Standard Uy Extutni B 3/ /oty Sandand minumzation procetures have been
Mirlnization Proceduren for Electronic promlgaled an LSSID SPOC 18—Legal Compliance and
Survetllance Conducted by the |NSA] [also Mirmization Procedures (USSID 16}, atnee 1993, The qurment
krown as Annex A to Unlted Staies Signals veraion of USSID 1B supcrocdes a prior version saued in 1980,
[nicitigenice Direcuve 181, which have been The policies and procedures prescribed by USSID 18 are
adopied by the Altorney General and are on well-established and well-known to wialysts, Alsg, USSID
file with the Forelgn Intedtigenoe Su CRIG10 requires analysts be bnicled by OGC and S O&C un
Court [except as modified by Exhibit B ta USSID 18 before ctiaining aocess 1o raw STGINT databases,
rach Certificatton) ™ CR1G610 alge requires USSID 18 hriefings every two yeam In
mdu' 10 mainisin database accens,
fo)FQHG] Although PAA tralning has et lm,pk:-n:nlud
g mmprovemers could he made when discussing the diiferences
between USSID 18 and the ninirpization procedures for each -
'5 certification. A working atd for analysta would help analysts
distinguish between authorities and thetr related munimimtion
E procedures. See Recozmmensdation #4. !
5 11/ ooy (U1 Exhibit A
{b) (1)
tby{3)-P.L. B6-36
[U/}PQHT)-'_- {U) Exhibit A twmm PPAS team and SID O&C compliance with
reporting m compilance
with Cr:ruﬂmuml mjnimlmuou ormed for .
published reports. However, O8C has nol dooumeenied |
procedures of 3 methodology lor such reviews, See i
Becommendation #3, ]
(b} {3)-B.L. BE-36 Appesmlix B
Page 4 of 6
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Control Objective
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Description

Adequate

Communication

(U} *Information should be recorded andd
tommunscated 1o management and others
within the entity whe need it and o & form
and within a thoeframe that enables them 1o
cauTy tul thelir Intemal controd and other

responsibliities "

ib} (3)
(b} (1}
(b} (33-P. 1.
(b) (3) -

0 ST 30241{1)

(U Standards
for Internal
Ceontrol In the
Federal

(L7 HROMAL An inlernal webs slte has been eotablished to
centralizr commmunication of PAA-related information to the NSA
workforre., The webalte serves as a singite potnt of contact for
PAA-melated tnformation. Froo one location, analysts can
accens PAA SOPs. DIRNSA afMdavils and related exhibits fur
each certificaton, archived PAA comminications from NSA
leaderahip, and PAA Help Team contact nformation.

" Neoeds

{U/ fPOTI0Y NSA leadership has emphasized the fmportance of
the PAA through varicus Agency-all #-raails and presentations.

FP.L. 86-36

B6-36

SR R TO-GATFYERS A systemn o post PAA Standard
Operating Procechures 1s in place. 5 of standard operating

procedures have beesn posted 80 fr Analyst Checklst, Incident

ary vadmloml]uddt]mbcmfnmmllzcdorwnr
in draft.

(L} AFOuE) Althougn & process s in place to promulgate SOPs,
a almdlar process does 1ot exdst for communicating and posting
Interim gidance untit O&C and OGC i publiah more form|
policy, as needed. Given the newmess of the PAA, more
questions on applying and complhytng wiih the PAA will
nevitably eiterge. Answers to such questinna have been
communicated by e-mail o OAC: however, exdating procedhures
had not been updated to reflect any changes. A procem to posi
surh questons and answers for future reference will ebpxinate
rorfusion on the part of the Analyats until S0P8 are updated.
See Recommendation #5.

(L] / AaiG) PAA SOP has been dm’dopﬂ.! fm‘ Inddmi rrporung
an] publiabed on the PAA wely
amtyaqutuckiyrtm@ncrtpmublcmcumtaammkc
appropriate action.

{U/ /roia] The FPAS Team ansists 52 product lines by guiding
anatysts through the targeiing and tasking procesass.

—FOPSECRETHEOVENTHINGFORN—
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raw iraffic databases for USSID 18 compliance, O&C will
cenduet supermadita of queries made to PAA data
parti T Cvaplarkee with appropriate certfications
and USHID 18. Ses Recommendazion #3.

4248832
ST-08-0001 —HOP-SECREFHEONHINTHNOFORN
(U} ASSESSMENT OF MANAGEMENT CONTROLS
ament
Control ective Source Description
Oy pt Adogquate Noods .
- — Improvement |
(U7 pmerien] (1) Exhibit A | {U/ PO O&C and OGC doveloped trating that roquires
witching a vides briefing from OGC. reading the certifications
g and related dotuments, and taktog and passing a competency
o teal with a score of B0% or betier,
b U/ [EQ6#) O&C has mnade (mprovements (o the traioing based
on feedback from the nttial coirse, The updated
E clarifles key gainia for analyas and draws distinctions between
PAA and other NSA authorities.
U/ APOHEY A Training Sof has been developed and published ’
(b) (1) on the Intamal PAA webalte. The Sof mztlines the ramning
(.b] (3)-p.L.| 86-38 reiuirementa to oblain acoeas 1o PAA deTived collection, as well
n as, the process o obtain the training.
{U] el control monitoring should assess | (U} Standards [57768 Periodic reconciliaton of selecton m collection (n NSA
the guality of performance over time and for Internal sysiem (b) {1)
ensure findings are tescheed. [t tncludes Control in the | be performed To delect potentlal over- colleciiom D wnder - by I3)-P.L. B6-
regular management and supervisory Federal collection.  Although collecton managers prepersd draft -
activities, mich as ongolng comparisons and | Governoent | reconciiation ures_the were d o (b) |3) -504usC 3
reconciliations, to ensure controls are
functioning properly.
3 Recommendation ¥1.
(U7 PeuoH M Exhtbit A | (U//FOHS} DAL currently conducts superandits of quertes to

(B} (3)-P. L. 86-36
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DOCID: 4248832
'OP SECRET Y COMINEYNOFURN
SECURITY CLASSIFICATION

NSA STAFF PROCESSING FORM

TO EXRECG CONTROL NUMBER KCC CONTROL NUMBER
OIG 1250-08
“YARU ACTION EXREG SUSPENSE
APPROVAL
T T KCC SUSPENSE
(U/AFOHO) SID Response to OIG Draft Report on the [ siewature
Assegsment of Management Controls to Implement the ELEMENT SUSPENSE
_Protect America Act (PAA) of 2007 (3T-08-0001) [x] mrormaTion
DISTRIBUTION
SID, 8V, 82, 83, PPAS; OGC
TSUMMARY

PURPOSE: (UA6U6) To provide the SID response on the OIG Draft Report on the

Assessment of Management Controls to Implement the Protect America Act (PAA) of 2007
(ST-08-0001).

BACKGROUND: (8/3FA8Ey The OIG performed an assessment of the procedures
establizshed by the Director NSA (DIRNSA) to ensure NSA's adherence to three PAA
requirements: that targets are located overseas, that the foreign intelligence purpose is
significant, and that personnel follow applicable minimization procedures. The QOIG draft
report was published on 31 January 2008 and provides a complete summary of the OIG's

assessment. The SIGINT Directorate (SID) was tagked to review and comment on the GIG
Draft Report.

DISCUSSION: (U#FPOYO3»-The Office of Oversight & Compliance (SV), the SID Directorate for
Analysis & Production (52), and the SID Directorate for Data Acquisition (S3) have reviewed
and concurred with the recommendations in the OIG Draft Report. These organizations have
responded with detailed plans of action, to include their expected target completion dates.

F(b) (3)-P.L. 86-36

OFFICE NAME AND DATE SECURE | ormice NAME AND DATE - P
SID ML Sirfoe AT l
sV | deﬂ 066-2470
ADDAP Va// 11 Mar 08 963-3335
DDDA Ve 21 Mar 08 863-1821
PAA Team /a//25 Mar 08 866-2044
ORIGINATOR ORG. PHONE (Secure) DATE PREPARED
SID IG Liaison SV | 966-2464 17 March 2008
FORM AST06 Derived From: NSAXCSSM 152 SECURITY CLASSIFICATION
REV HOV 95 Dated 8 Jaruary 2007 -FOP-SECRETHCOMINFINOFEORN—
Dectansity or-20830108-
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’

(U/FOTOY SID RESPONSE to the OIG Draft Report on the
Assessment of Management Controls to Implement the Protect
America Act (PAA) (ST-08-0001)

Recommendation 1: Implement process to routinely reconcile
PAA-tasked selecto : Chief, 8332}

(b) (1)
(U} SID ACTION: S3/Chief, 8332 {b) (3)-P.L. 86-36

SID Response (March 2008): (U/A060) |(5332) concurs
with the OIG Draft Report and Recommendation | and provides the following
description of planned corrective actions and a warget completion date.

—PSHSHANE) | |

CFEHEIHNE ] |

(b (1) . [
(b) (3)-P.L. 86-36 —CFSHSHINTE)

(b) (3)-50 UsC 3024(1i)

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 26386108

—FOP-SECREFHCONHNTNOFORN
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FOR-SECREFHCONENTA

o CESHSENG |

. ‘ﬁS#SWN'F)I

(b) (1)
(b)Y {3)-P.L. B&-36
(b)Y {3)-50 USC 3024{i)

~CESHSTNEY]

(U/FASYE) The Target Completion Date for 83 to implcmmt|:|pmcess is
15 May 2008. {b) (1)

(b} (3)-p.L. 86-36

(U/FSH6) SID POC(s):
(S33243), NSTS: 9634886

{b) (3)-P.L. B6-36
Recommendation 2:-5#5) Implement controls to verify that target analysts
routinely review intercepted data and confirm that tasked selectors are producing
foreign intelligence from the expected targets. (ACTION: Chief, S2)

(U) SID ACTION: DDAP (Chief, $2)

SID Response (March 2008): 3//80) The Deputy Director for Analysis & Production
(DDAP) will continue to work with Oversight & Compliance (SV) to formally establish

the requested controls. The s currently being devised will cover both DNI and
telephony. [ |'|

The system should

(b) (1} —TFOP-SECRETFCOMINT/NOFORN
(b) {3)-P.L. 86-36
{b) (3) -50 USC 3024 {i}
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(k) (1)
(b) {3)-P.L. B86-36
{b) {3)-50 UsC 3024({i}

(U) The Target Completion Date for official implementation of these procedures is
30 June 2008.

(U/EOUO) SID POC(s)] |
]NS'I‘S: 963-1161.

(b) {3)-P.L. 86-38

Recommendation 3; I%HF-QGG) Develop and document rigerous methodologies for

conductin of PAA compliance. (ACTION: Chief, O&C and Chief,
PPAS)

SID Response (March 2008): (U/FOUO} Oversight and Compliance (SV) concurs
with this recommendation. by (1)

. _{(b)(3)-P.L. 86-36
—(EH5HARELY Oversight and Compliance (Q&C) is currently documenting the

methodologies and procedures for mnducﬁn:[)f targeting decisions,
intelligence disseminations, and queries in data repositories to ensure compliance with
established procedures and in accordance with Exhibits A under th AA
certifications. O&C is currently conducti jo

disseminations by reviewing 100% of all repo,

[In addition, O&C is conducting| Isuper-

(b} {(3)-P.L. 86 2ucits against 4 file] : |
| [ All query terms are reviewed

To ensure that there are no terms that will inherently return U.S. entity communications.

These procedures wili be documented. Finally, Oversight and Compliance is working

with DOJ and ODNI attormeys in every review of all targeting decisions. Procedures for

these reviews will also be docurmented. it should be noted that these procedures may

change pending the passage of permanent legislation.

(U) The Target Completion Date for the documentation of the methodologies and
procedures is 2 May 2008.

SID POC(s): |Chief.
(SV2), NSTS: 9631245} PPAS (30), NSTS: 963
0363,

(b} (3)-P.L. 86-36

Recommendation 4: (U4FOUO) Issue and maintain an up-to-date working aid or
quick reference that compares key elements and requirements of and kinks to NSA’s
various authorities. (ACTION: Q&C with 0GQC)

—TOP SECRETHCOMINT/NOFORN-
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{U) SID ACTION: O&C (8V)
SID Response (March 2008): SV concurs with this recommendation.

~CF5#5b#REL) Prior to receiving this recommendation, Oversight and Cotnpliance
(O&C) had already levied a requirement with ADET in October 2007 to develop an
overview course of NSA's surveillance authorities, The Training Control Document for
this course was completed on | February 2008 and includes a requirernent for a job aid to
fulfill this recommendation. The development of the course is well underway. Details of
the course are available upon request. It should be noted that some course content may
change pending the passage of permanent legislation.

(U) The Target Completion Date for the course and the job aid is 25 April 2008.
(UKFEEOY SID POCE): [ cnies]

(SV3), NSTS: 966-4887; and “F1SA Technical Lead, SV09,
NSTS: 963-8168.

(b} {3)-P.L. 86-36

Recommendation 5: (U/AFFOUOY Implement a process to vet, communicate, and post
PAA guidance until it can be incorporated into policy or SOPs. (ACTION: 0&C)

(b} (1)
(U) SID ACTION: O&C (SY) (b} (3)-P.L. 86-36

SID Response (March 2008): SV concurs with this recommendsation.

—(3#SY/REL) Immediately after the temporary PAA legislation was passed, SID
established a PAA implementation team, which consisted off _|sub-teams that included
the following: |

[ jand a Legal/Policy/Oversight (LPO)
team. The LPO team, led by the Chief of Oversight and Compliance (SV), has been
meeting periodicaily since August 2007 to dj apd develop guidance related to PAA
implementation. The team has promulgat SOPs and is in the process of (b)(3)-P.L. 86-36
developing These SOPs are posted on bath the PAA and O&C websites. In
addition, mem of the LPO team (which includes SID Policy, OGC, S2, and S3
members) participate in the almost daily PAA team lead sessions where additional
information is discussed to include the need for further guidance. Although this
recommendation is somewhat vague in termas of expected deliverables, Oversight and
Compliance will work with the OIG Office, OGC, SID Policy, and the LPO team to
docurnent the process for vetting, communicating and posting PAA guidance. It should
be noted that some guidance may change pending passage of permanent legislation.

(U) The Target Completion Date for documenting the process is 2 May 2008.

(UHFOB) SID POC(s): | Chief, Oversight and
Compliance (SV), NSTS: 966-2479.

{b) {(3)-P.L. Bb-36

—FOPSECREFHECOMINT/NOFORN
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NATIONAL SECURITY AGENCY
CENTRAL SLCLURITY SERVICE
OFFICE OF THE INSPECTOR GENERAL
Y800 Savage Road
OPS 2B, Suitc 6247
Ft, George Meade, MD 20755-6247

17 December 2014

‘The Honorable Diannc Feinsicin

Chairman, Sclect Commutiee on Intelligence
United States Scnate

211 Hart Senate Office Building
Washimgton, DC 20510

Dear Madame Chairman:

(U) Section 702 (1) (2) of the Foreign Intelligence Surveillance Act (FISA) of 1978, as amended by
the FISA Amendments Act of 2008 (FAA), authonzes the National Security Agency/Central Sceurity
Scrvice (NSA/CSS) Office of the Inspector General (OIG) to assess the Ageney’s compliance with
procedures for targeting non-U S persons rcasonably believed to be focated outside the United
States. My Office reviews incidents involving compliance with procedures for targeting non-U.S.
persons reasonably believed to be located outside the Umited Siates and incidents involving
minimization of U.S. person information as they arc reported to the OIG and quarterly. Each
incident 1s evaluated by NSA aganst the targeting and minintization procedures adopted by the
Attomey General, 1 consultation with the Director of National Intelligence, and approved by the
Forcign Intelligence Surveiltance Court (FISC). This letter covers the |2-month period ending
31 August 2014, (b} (1}
(b) (3)-P.L. B6-36
—t5 ST _Duning the reporting period, the OIG performed two special studies of the FAA §702
program: | fand the Implementation
of Section 702 of the FISA Amendments Act of 2008 |

{ The sccond study, requested by members of the U.S.
Scnate Judiciary Committee and scheduled to be published in January 2015, documents NSA’s
implementation of the FAA $702 authority, the controls used to protect U.S, person privacy, past
incidents of non-compliance, and use of FAA §702 data to support intelligence missions.

&P In compliance with the FAA §702 targeting and minimization proccdurcs.l |
intelligence reports were dissentuinated by NSA/CSS |
[:Ibascd on signals intelligence (SIGINT) derived 1 whele or m part from FAA §702 authonzed

(b) (3)-P.L. 86-36

B (1 Classified By:[:r—_’;_]
(b) (1) Derived From: NSAA'SS Manual T-

(b) (1) b) (3)-P.L. 86-36
(b) (3)-P.L. 86-36 &) (3] Dated: 36 September 2013
(b) (3} =50 USC 3024(1i) Declassify (n: 2039424+

Bpproved for Release by NSA on. 11-1()_—2015. FOIA Case # 80120 {litigation}




. (b) (1)
DOCID: 4248833 (0 (3)-5.L. 86-36

B —SEERETHIHNOTORN— (b) (3)-18 USC 798
(b) {3)-FP.L. B6-36 (b) {3)-50 USC 3024 (1)

collection. Oi‘thc:disseminaled reports, I:Icontaincd onc or more reférences to 1.5,
|
persons.

(UAFOHEOTNSA/CSS rclcased:]U,S, person identities in response Lo customer requests for US.
person identitics not referred to by name or title in the original reporting.” The majority of these
requests were received from elements of the United States Intelligence Community and federal law
enforcement agencics.

—tS#AFDuring this reporting period, NSA determined that, on:] occasions, selectors belonging
to non-U.S. persons reasonably belicved 10 be located outside the United States at the time of tasking
were later suspected or confirmed to have been|

::; g; _p. 1T | | the Department of Fustice (DoJ) filed with the FISC a preliminary

notice of a compliance incident that advised the Court that|

() (3)-P.L. HE=3T

Leseaepy |
| Jthe references to ULS.
person identilies might have resulted [rom collection pursuant o FAA $702 or tom other guthorized SIGINT
activity NSA conducted thal was reported in conjunction with information gcquired under FAA §702, For (he
previous reporting period. NSA reported thal inlelligence reports contained one or more relerences to U.S.
persons, inctuding references to ULS, ¢lectronic communications providers as part of’a communicalions identitier.

=8 The Cenral Mueligence Agency (CHAY does not condugt acquisitions under FAA §702. However, it
receives unninimized nou-upstream communications from NSA and FBI and disseminites information based on
those communications. [ |

L]

(b)(3)-P.L. 84-36

—=r For the previous reporiing period, NSA reported ll1al| |idcnlilics were disseminaled in response tw
requests for idgntities not referred 1o by niwe or tide o tie original reporting, For the current reporting petiod,
approximately of the disseminated LS. persou idenlitics were proper names ofindividuals or their titles.

s |
r

(b) (1) :
(b) (3)-P.L. 86-36 2 {b) {1}
(b} (3)-18 UsSC 798 . (b} {3} -P.L. B6-36

{b) {(3}-50 UsC 3024(i) {.1.3) {3)-P.L. 86-36



(b) (1)

DCCID: 4248833 {b) (3)-P.L. 86-36

—SECRETHSHNOFORN- (b) (3)-18 USC 798
(b) (3) -50 USC 3024 (i)

(U} As explained in the OIG's quarterly report to the President’s Intelligence Oversight Board on
NSA activitics, compliance ineidents occurred under such ¢ircumstances as;

e (U/AOHO) Tasked selector not meeting the requirements of the certification,

e (L/ABH63 System crrors resulting in improper storage or access,

. %U/‘H-?GHG% Delayed detasking of targets identitied as U.S. persons| [
o (LA Dissemination crrors, | (b) (3} -P.L. 86-36
e (L/AOEOY Pour construction of database queries, and

»  (U/AOHE Post-tasking discovery of ULS. person status.

(U} Action has been taken to correct mistakes, and management processes have been reviewed and
adjusted to reduce the risk of unauthorized acquisition and improper retention of U.8. person
communications.

(U) This is the sixth vear for which the OIG has reviewed for the Congress the Agency’s compliance
with FAA §702. To ensure consistency between DIRNSA's report of the annual review conducted in
accordance with FAA §702 (1) (3) and this OIG report, the OIG and the Signals Intelligence
Directorate worked together to achieve a common understanding of the reporting requirements and
have agreed on a methodology for accumulating and analyzing compliance statistics,

(U) The OIG continues to exercise oversight of Agency intelligence activities.

1/ s _.g‘_‘_.‘ 5
DR. GEORGE/ELLARD

Inspector General

Copy Furnished;
The Honorable Saxby Chambliss
Vice Chairman. Select Committee on Inteltigence

Lad



